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.UAB ^ oUjUll j .IjyTi - 
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1 .2 jl^-aVI GNU FDL * jaJl Cjhn,n«H jjc. <^ j Jajj^ 



1 



."GNU FDL s jaJI ^Ijul^U jjc. <^ 



Copyright © 2013, Abdalrahim Fakhouri & Linux Arabs Community. 
Permission is granted to copy, distribute and/or modify this document 
under the terms of the GNU Free Documentation License, Version 1 .2 
or any later version published by the Free Software Foundation; 
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover 
Texts. A copy of the license is included in the section entitled "GNU 
Free Documentation License". 



The design of the cover belongs to the member "safl" in Linux Arabs Community. 
All trademarks and copyrights refer to their respective owners. 



w £ ^ £ ^ N 

^alljl jCl)l Jjj^i ^jlSjIj *^rJsUl 4^>- j! UJU. Oj^i jl L>-l j cJ^JI I ^UM j 4iiy i)l ji^ 



Free Technology I J-\ Xs^^j Az\JJ\j ^J^dl j J^ljdl L^:> 



cLJLlc ^^^cJ/j^ 2ukjt 2uLdl ^-1 ^L! J^l Jul lu ^Jjl ^1^3! Academy 



4* ^ £ 



♦^S3I li* J oju^pI jOI olj^VI ^jjijd jJUoll S jL\ oL^jJ! U*J 



* ft 



rr/r/r • c^J 



V <A a S 



IM IM ? 



Open ^fill jJUaIL U*J jli gdlj - Free Software 5 J~\ oLfjJI jl .j^T oLfjJI 



jijTj U j-^j cI^LjUjj (\%>z«Aj (.[f^\jsj jxc - Libre Software SjLw eSj^l ^L>-lj Source 



J^UJI JUjUil ^j^ilj ~<l*\x+A\ 



■4 



(FTA IjUatl) Free Technology Academy S >l V^ 1 V.^ 1 jr« ^ J 



♦3^U-I diA SjUbI^VI (jjjJI <j^uJ £*£fj 





(JJjJl ^j^^J ^Jftjj*? 



|1UJI (j (J ^£jJ/ iJajlj jJi^sil 4^jli*j d OL^- jJI |^Pjj (JjUj j[ 



^ Jl ^jll ♦(freenode.net #linuxac IRC X> jyb\ 4^^Lil ^li Jc ^j- g <^>s 5 Li j t ^all (jjJcJI 



.http://www.linuxac.org y> (J^l 



« FTA f j& liU 



j\ Ojjjjw* (3^*** (Jj>-^ 
V.^^Vl ^bjt j yc J^d-I ^ <j!l Sju^II olcUl .^liU ol^U-l ^jff 



±jl t LLP SU-I jJUdl ^bjs ^ ^Ju 2008 JjcalTVI b o2 



j Open Universiteit Nederland oImLLI jjUdlj cFree Knowledge Institute 



(^jj^l) University of Agder j t(L # L*[) Universitat Oberta de Catalunya 



Off alT JL 



c^'^yij c^jjjtij c^^^^di ^ oUjUi v*" <-M u~^>. *^>- r 5jj-i v^ 1 v.^ 1 




Open Educational \*J*s jil*a* tj> Xs^^I\ j\ [^McJi jdl \<Jjd\ i\J>\ jT 



obfjJU cdlljSj Uytij L^LJbwj l^lj^tu-l copyleft lj>~ J ^ Sj^iJUj ^Resources 



^§31 life jjkr 



^ jJlj Universitat Oberta de Catalunya 4*^U- ^ lsy>-y ^\J&£+*\ ^Lc^lS^I Cold JuJ 



J,[ lia X^J cJ? c2008 J ♦Universidad Rey Juan Carlos 4*^U- LibreSoft ^LU **<6jlLc U j^jkr 



•SLc^^l ^u>«diil jljJJ 4^b> ilaJ^I j L^l 



Ul 



tf. £ Ml * 



9 w 



4 4 



c- c- £ w 

.jUfcll bul j *L fcJ JSwJ jlj j^*)l Lib J ^ jUI Jui jl j^jUI c^^ScJ/ ^ lie t ji- 




i^l^ c^c^l^*yi jj J J^^DJj coU^Ull Joj^ ♦http://ftacademy.0rg/materials/fsm/2 



.http://ftacademy.org :^j:^l^ s yi 
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(ijj^yi) GNU FDL Wj 



jaJUjj? u-jJ «*l ^jl±* ^JLU Jcl Ujl^ tl991 fLc (8) ^Ja^l/^! jfS Jl 1 **^ ^ ^ 



Uli I jA*4- obui ^1 jSIj 6J L^-V ojjkil Jl a* <ol_, c<_^U:l 4^ ^Uas Lai <ol ijU-l fctf 



.Us-V ( _ r 5oJ I4H jU Jjllj t^lkll (kernel Slji jl) (j-U s j» c-'IT .flJ*s-3D 



£j£ l^lJi^l j£c ^ GNU ^ ^wJil L^pj^L. 1984 JL* FSF 5>l oLtjJI c;tf 



JU-ji 01 (source code) jfjJI I* jjul j& j^I d\b J» 5^-1 oLt J\ d\ (FSF jllj^ ajLil j oSj 



Jc J, ijj^LI >U>-I Jc ^iyJl lis J*JI ^jjt V .dfla Jjlli ^1 Jc jl jja yti. j Jj«, ^jJoj 



^jJoj i-L^lf aJUVI oUjbtlj dyj oULc-l £bjJI JjJUJj SiL^VI 



ccSj^-j dij^Uj iilsM ^JcJ/y^ oUjjr ^± jll o^/Jlj FSF Ji* uL-> j^l Iclill 



^JoJ/yst- "Ui;^ cJapl a? Sun j IBM j HP d^a gj? J- i)\ Jl 5»U,I LajtCj 



.*<6jLf j ^ui^» J jU- ^ J ^11 j U> is J W*>^l 



•Ulc 40 Jl Ji^kJI ^jWI olij Ij^l ^^ji^JaJl oLi Jc ( _ r ioJ ^ aij 



aUIj ( _ r ioJ ^jb Jl "ajUI 4«>Ij Ujaill J\ g 'J- 'M J6&\ j»» Sju-jII «Jla j ^-IjL. 



1997 ^i^l ^jwjjudl 



1 " . * 



o^Li FSF 0 ji-l oL^-jJI ^L^i £*^rj jjJk jy u"j4 S^Li ^JoJ l^rl jdl jtjUdl oLi 






c fi. I** 



WW wtf. 1 



>" 01 jl t(Jili. jl <JJ& jj^) "JLf" jl ajSCU j<c co^/JI ^ olki^ free ^ OjW 





JJcd3 ^UaJ :Jbu 4JS0lC j^>- L^P j ^-L* j 0 jJ-l ljU jJI jS^ jl J^a^l ^J^l life J&T UXp 



r 




jj-l oLfjJI *£j». js? *Jtek\ oll^LtJJI Ju^^- jj c4kUI dAb jop •^tu jjuac JU-j 




^3 JL. ^jfl "jljUlj vb^ ,M 



^5 JS l)D 1 



HI ft 



http://www.catb.org/esr/writings/cathedral- :JajlJI lift J^"^^ (j^^ (J»[ J_^J^ • ( ^ J JI ^j-^oJ ^Jc^* 



bazaar /cathedral-bazaar/ ar0ls03.html 



^aj Jtf f. *j* .La jbjJUc {Jk jjl oUjJl OblfJ •Uap)l i**^ jJUall f 



.U^ jjiJl 4Ai3l t (5 >l oLf jJI 



Am > 




»l ^.L Open Source Initiative - OSI ^fill jJu^il 5 j^U c^U jdlj (j^oJ/ ^ jLo 




^jXiil j -Wail ijfi^jtx ^cdl ^ ^ill jJUaII oj^L« j[ ♦U>- s y Lplc 4jL^U 





cjl^l 



4* 



iSilII JUp^Ij o^lJbdl oJi& jl l^j ciiiidl JUpVIj O^lJbdL jl W- Jl (3 



<ula^l jl J^VI ^<JJ br c^VI J**JI 4^>- j ^Jb 



patch oUJy Jc o^jJbdl 0jS" JsljUil til <^l cJflJ^J jfjjll jJUaII J»l jlil j& (4 



^ysdl iitat oljU»l flijl jl »U*I J* 2 ai l<Jb UijJ jj£ jl jl c^Vlj-uil Jc UJLiff j&c 



.^j*iJJ ^^a^ jA\ Jc oJI lis Ju^o .oJjJ Lfui o%j*j ij jJi4 lift .J*»^l 



.<^>l Jja Jl il&JI jt-ud l^/Vl SJudl oLVjll j If c£jJlS iji lib. j/j jl oVU-l 



.l»f i t^JI lift ja lib. jls" lil 




o^l^l <ulo^l jl c^jUdl ^IJifeu-VU ><Je yJI IJLL OJc! j& jlj 



a- a- 



s-lj^l JU-I ^.Jc ikiJI sift j^i; .3^>- Jl u Ji jl <uU» 4 jf\ My? <^K> J\ j5 (8 

»^Wfje j j-JUll "^i^ *i»Wfje t>* flJ*fi-l "41* (i ^Wj: J**) jJUall "^j^ ^U^. 



.»l>Vl sift ajJ-j di-> f a 



^ li> jjUI ^jj! I j / oUC, coU^JJ jl j.Kr ^1 V jl ^j3l Jc (9 



jJJ 4^a>- j)l eift ^lj£ei*-l Jj^J^U J>ci cGPLj ^* *lj*.| ^|j£el*-l "aSU- J tjruUil dift £• J$l j£ jOI j lL*^> 



\A*JSj2i ^XC c^wU ^1 Jl c£/ Jl UJb tl^^lyj j -Wail oLfjOl ^&U« Jf > jl JUjj tOVI 



SJl^Ijj bjjj ^>c^i cO&^JLii ^jlJU- *vftUll oift !S| »jJUaII oLf j{ ^U:[ JualJ jl 



4* 4* btf 

4jli>- jJIji ^fiil jJlyftll 43UaII i*Ji)l ^ £• jZft ^li>- £j^ill J-U^l 



^ jj^ Jill Jj^aJ-l j£c cJuS" TaJS^ :>j>-j, lift (j*^ tOL^ji! D jjkll olTpUJ \Jl\> (1 

1UI ^ V .dc £j jflc ^ £AI lift S^U^I J? t^bjc jt>y Jill ^ jL 



jll oUjJI ^ jWI a^o ^ coU^ll ^1 ^ ^ ^1 Vj cJjLDI lift 



Jil j/i^J^I^ jl ^> c(LUI j/^ oVLU .Jfcl j) V r l ^11 
jUiJ lift j ^il acLsXv-) JU)I ^M^lj l*bUj 4;L^JI Jiu- dJJ^j c(^il 4i 



WW WW 3 W 



IjU- j5 ^fill jjuall jl ^ ^jil Jcj .loULI liKcdlj ^1 Vi> 1 j 



(J^ j>-j) a^lf jjuall oU 7 . lib* jl Ubj J^i jl LU* Oi&cll i^b L^jo 

V cJ^lj j> ja "Sjj: 4jaji jL>-l Jl> ji L*j Lie o^UUll J\ J -^Ic oLfji 

cVHS J,li. Sony L jUJJI U** Ji. o^L JjI L£c) U jl^j UaVI * Jc :>Up^I L£c 



:^ uLdl >UMj aj^ 1 s^f ^ '( IBM a* pc C^J! MicroChannel IjL*, jl 



£ w 

.4=1... ol 



w 



** I 



w w ^ w 



jjJ>U jj^a^J.1 ^Ji^icj U SjsIc s&Jj: oLfjs ^Ij^u-I Jlj^i OjLc ^a^J.1 *V> ji y> J^4 

^la^^l *£^LU oLf jJI ^ %70-60 ji tea*. oliL^I oLf VjJlS jc UJ 



W WW 



w 



V oS ftV> ji (.^yti jb ^ IJla j J^Us; jrf. ^ (tS^UJLI) ^L^-jJI ^la^^ JjjJI 




tf, W W tf, ^ £ 



w c w 



»JU . Jlill J-u» ^ Wills' t(e JU- ^ £*^r j I "aSjJ ^jf-J ^>..^tfj jl jJ^all "io- Jii> 



dlli Jjli. ^jjjl cJk l^j ^V: ^ W ci 11 • ja^ 1 Jjji^ 



5? XX XX 0* 



dijlf (j-^'ji fUa '*4pr\y <> <_r^/ y*r lUj>^ lj» tali 



» & w 



«jU:| V/^. 3^ J MareNostrum jl^i- t ( http://top500.org Jc) TOP500 irlS j ^jS^/y^ 



U^d 4^jkr Jf ^jS^/y^ JJc^ ^ IBM If^ 5 PowerPC CPU £U, 10240., isyte *CJ» 



.%75 Jl J^j 



Bell Telephone Labs J**U* J dJJS j£j - Ulc oj^jVI e£~U^ ^jb jS aU^ If - 1969 <J { j^y m ^ 

LiiV <u-^tf J? J5 & cMULTICS OjJb£l AT&T -sS^il iuttl t- BTL 



^GlCyi ^ jlf ^yJh £i J^i ^Ul j£j *MIT ^^L-^iUU 4^Uj General Electrics *&J> j BLT 



O^w/ of L^j iMULTICS b*ju» blf BTL ^ jUx^ j^j ^ ytil JU 55 ! ^ Uxp 



W ^ 

) ^51 ^bjjj g *Je & jlj ^ai^ ^ jl DEC PDP7 y ^ L^-U 



t(2012 ^/0U> VU^I) v 1 ^ 1 ,Jl& W uL. VU>I>I J* ^2009 f lc ^V! v 1 ^ 1 ^ b Jc 5 ^ VU>^I fii* ^ 2 

IjJ-I oift %92A 4V Lc djl^ 462 J[^U)I oi» j ^^cJ ^ J^; jjl ^SjUUI 



XJall j\ (j-^Jji 



jfjj* ajt-jl VU-I ^ 'cH- 1 u* Cx>^~* >j>rj v^H-J 41971 jjyjWI «Xr» j 



J.JW 4i ^ ^jjlj) V2 j JJjjJlIj (1972 jejj&jj-) JWI jlo^VI <j .<^i jj dj— ,/ <u> ^jjlj c^ji 



.V5 jla^VI j buSr J^j 01 J>1 ^jVl ^J' 



j>yuj>jj| ^al br ^ub»j l/'i jl 4;L^ AT&T Jjs ^^^x ^ UeJ oU«U-lj oU^UU L>-Jj& 



ft w ft ft 



users of {J Si Al jMc^A J\j cUSENIX ^1 yc ^uku Ijliil j3 .dlB Jl U, JWIj £l jJI 



ys* bfl 1974 j JjVl (^pU^-I ^ Ji, .UNIX 



♦ ** 




lift cJJI UwUp Sun Microsystems SjZ 



f jl Jl EX r l 4> jltt 4- >USL ^ f li ^ Ijjl^l j|| j^Sfl ^ olj>l 



.BSD J^u oLfjj ^Jj^" ojo^ Uj ^^^ji. & jla^VI li& 



w w 



.BSD jw^I 



w w w 



W WW 



jJIj coli JJI j, y JSO ol^u £ "^U oli > Vr 1 /" TERMCAP Uil j3 cl^ic J\ U >J1 



W C W 



jIjl^I & JBMj Interdata-f dj\ dUS j S^VI J^JJ ^bjJI gj* f fUl dJJi Jj cJ^ PDP 



awk, lint, make, Ji5i O^JiHI UjJLl ^ taJc jU*VI IJla J/ jlo^l Jjl 1979 ^ V7 



c w 



l3 UajJ ^j>- Jl3 400 U^u JS" ^JU*L ^ 400 cijSI dAIS j ^la^u-^l JJ^ <jj>- o2 cuucp 



IJaJI j ojU J? ji2 ♦ ur £ Ji . *l>l |J&*t ig'S^V ^31 c^iSlj cBTL JoU. j ^Si jj o^'j^ ^ jJI C U) 



^ £, W W W £. W 

43 Ji^? 4$U?[ UajJ ^ Jii! •^rb 4j jL*il JaJj3 oJiwdl VI *li C 4k) J,[ 4)^* ^ 6 £^rl ^lj£ei*«l 



W 



.find, cpio, expr :JiU ^Ijlj (bourne shell) ~<£ 




£u iS Jiil\ Xenix ^IkS" : _^k 4ik2- ^lylj ol oUj cj^L oU jl2J 



Intel S>rV L^- r ^iSlj cSCO ^Aj - fJ Si JL Cj\Jj^[ Jj^I l^U J d<P - ci^jjCU 

♦ di^ BSD ^ Sjoj^. oljU*lj ^(IjC^II IBM Sj^>-I Jjl) 8086 



c. ww 



V7 jIj^VI jjJC^ jl AT&T cij^l SJuJ^- o^U ai3 clia 



W C. W 



W f. 

Jaii ^JaJI c^'U-l J^jJu IjjUj dUi \ j&y cJJuloll iJaJl ^ jJcJ ^^iO^^lk) jfjJI jwUail ^J^J 



£ w w w 



Ja^ ^1 ^la^Uol Jj^ ^j-^ji. ^ lidlj^o UJl>- JJc^ ^lk jl - JJtioll 4jajl \Jal c3j^^ 



cJLU 41991 fie Ujrfj c-u, U j flkJI lis ^ Jic-I j5j cMinix ^lk)l dlli cAT&T al^Tl y> jtj. 



♦^j^ScJ die - 1 (j«&j>, ^ ^ o^^- *l£M ^Jdi 



UJ Jjc (^jjl cBSD 4.2 Jc JwJI jjlj cSUN Microsystems L^l »JbJU ^ Jl JJ& - (4.1 

dlli JL* y oU .1983 I!/ dAlij cSunOS ^ ^jjlj cSUN ^U:! 

Oj> HP j cUltrix Oj> DEC iS^ij cAIX ^ Ik IBM Oj> j& ^ ^Itl ^ flk j^ka ^1 



cijU S^liT Lr £ Ji <uj U ^jjlj cl980 flc x. .£]... Xenix b>> SCO j c^i^jjCU ^ jfj cHPUX 



cl-L a*j . SV IjUatl <JI jUi ^jjlj cUNIX System V "^UM flk" oH I j^l Ijlo^l AT&T cJ51W 



a* J 1 -^ 1 Jp 1 *Vsi tOl^ SJc SV ieyl^ ci Jul .BSD 4.x Jc j\ aJc Ul fejJ-l ( _ r £*. 



cLyJ l f -i* i £. 2u«l_yu j^d 4ikjil ^JOy, UaJl JjJUJ ^ J» 45 1 e jji-^l Oljla*»^l »i» .4j| 



4* \M 



abJI j,> J*> ^ -aSj** BSD jl AT&T ^ jlo^l System V ^ ^JUJI j ^jlTaS 



<^yi UJU-I j 0^4^J cBSD jl SV £j5 y tfjjl ( _ r &^ fUa5 jtf lil U 4 >i ) *ll (ji* jtf 



j IEEE POSIX jJl*. Ifc^ ja cl f -i* i £. a>b* I4U4- (j-^'ji iJaJV ^ -UiLi^.^l^^ 



.1* j£j FHS j UNIX97 



a*.U y> BSD j cAT&T ^* System V g i^Jc <q} Jl ( _ r io Ji ^ £/s JiSJ 



cjb-UI c-'IT il*-) c>"U»l jlSc^L jUtf Vj5lS LU5 -4JU, ilijl dUi j AT&T c-'IT ^ 



Open Software Foundation c&> ti^ 11 1990 ^ £A u-^jt Jj 5 ^: 



SysV j liU-1 4JI jlajj 3 



cUNIX Systems Laboratory - USL c~sr jjl cUNIX International - UI j - OSF 



^IjTL ^uSO* ciy^ V**^' J' o^ 2 ^ ji ^ 




^ IfSlJ c^J jjl BSD JGh U.U 



oJt* U JbLI -aJ^VI jll ^ ^ J l f ^i. J ^ SCO j OSF j JijJ ^ cJU* ^ ^l>VI 

jJUll ^ CiUI - SCO JljSI - l^V dJJij IBM *&J> ^ iSCO V* 5 



Lr ^J Ji a 1/1 Jaju aljfVl oi* jl SCO C^O 



^ c^iSi oU^i acL^ Jisco cJji cjfw J *ii jiLVi *i* wai ajuvi 

js^l jlj ^j^OjJ JyJ-l UjuS"L dAlij t^j^Vl 'sSjLJLI ItJaJl ^jj^l^ j IBM j ^^oJ 




all (jji^j jJ CIjI jl^j-aV ^^JjIj (jr->^U ; J (J£juj 

J* 



JU)I £*^U ^31 ^pjSIj tlf^Jb j)l ^bJI oU. Sjt^J WS dJJij rtS^UI ^Jo^iJajV LLS^ Si a (1999 



aJajt Ul> UL»I 4^U. u S^y m i*kl I^jS jOI olf/JI d~>- tcijll ^ C^j^ J'U* Sjil jl 



rol^ill oii ^1 



<dcl j£j cBSD ^Ikf U • (SunOS j> 47j» <uH ^ x flk >y : SUN (1 

jj cSun ^5 ^ SPARC l^>-\ ^JUJI J JU-I ^ula^l cBSD >l>! ^ System V jVI 



p-.jjj dsU jtjlu Vxf ^JcJ/j^r :2ukV Sun ^ .U-U* 64 SaJudl oU-Uil oli 



VI 



^ fi. fr 



^UJI jIjl^VI j oil jTl o jj^ d^>- ^ jV^u ^^JC; jJ VI jIjl^VI j jiL* U^l Jjj 



5^. oUjjr ASA[ y> J«r cOpenSolaris ^ tiljU j Jtf[ ^jU^ ^ J^i oUui UjUil 



«. 6 * 




^IjT ^ UU j„j>d 2006 aIc C^i ^\ olj^Ull y i U^J U jJ^ Uj .So: ^j-JjVjJ 



.OpenJDK ^if cGPL 



. v 83l lift -u l/y^JJI cijil c 1 999 j 1991 ^ wyi Sail U ^^^1531 jl J^UII ^ 4 



•l|Jc OS^I Oracle Jl Sun ii^UI jT aj Uy 5 



.Sun jTljjl Oijx^u-I jl JUj OpenSolaris «JaJ£- jAj cOpenlndiana <url ^j^A* ^ji 6 



>4 4 



"ac jc* ^jLL. ijrj £ Sj^> Jlj U 9j!tJ k jl VI tUT Sj/ULIT^i BSD jl :BSD (2 



trustedBSD j i ( Lr £jy/<Jij\ j»\ jC» ^jjl) OpenBSD j cNetBSD j cFreeBSD 



flk) jjull Apple (jllj cBSD 4.4 £>J jjjlj ^jjb %\j Ljj tli» Jl 3»UI 



.MacOS X JJ^D 



Sj^Vi Xenix (1980 ^lc) l^Uj, j Ci^jjCU Oj> .^JoJ/^ iJail j « J,L> 



J^suJI I* A989 f\c SCO UNIX Jl J^d 1987 ^ Xenix Jc oSj>^l ^Ij cSCO 



Jijj ^ jLfcl Jl Jj^jlL c2006 Ua^j cliJ^ Ci^jjCU olS jl2J .IBM yUai c£j*o j 



jjj-J J**) dllij cyjlLI JiU Ol jl yJI ^ ^Jbu c(OpenSuse *t*afj SuSE UU ^j? jJIj) 




.^1 j^VI oUlj. ^.Ij^L jUs, Lc V_yl5 JTLl. ^oJ j5 LUSj c ( _ r £j/^ ^IkJ 



^ 4-1 _jJ UniSys L^l ^4 £ jjLdL ciltt ^ 't5>Vl &1LI ajsijUl u^l jUI 



Jjl jfi) "-aUx^" oIT/J Ci^j>> 1 >V jl .FreeBSD Jc ^SU ^U. jtf JwJI IJLL ^Ji.xJ.1 v ^l 



tf- tf- 



JDotNet >^ c^JoJ flltt Jl VirtualPC U^l l^j^l C^U J » ^1 IJ» jyj a2 7 



JjUII J ^Jj ^ jl Lie cJuiJ! SJu>- jKil JL i^^j <X£A\ Jik^ IkljUj 



♦Ujjkr ^p^j ^JLiJI j^jk 




4 



jl^^c toljLM ^ J^j^i ^ ilU fllaJ jl^ Lu, .£**>*£JI vj^Ij^I Microsoft DOS 

•liKllj 5>rVl sjj^ o;tf j)l oljLW ^ ^Jiji Jlf aSj .oljLW 3lS- ijll. lk*l 



c^l^V 4*Ij&£-V ^ jj JJI dJ > c^iSlj - 1984 ^ - Ijj^U oljLfcl Jj! ^ Minix 



JJutaJI ijajl juiCj ^w*? iij* ^ ^J^lcJ jl a I jl J^p- t 




dJJS j ij& S ^llu j)l Intel 8086 5^-1 J*JI j* Minix ^ Ik <ulc ^ij! jj^ll 6^ a3 



^jjl ^fjJI 6j Ji^ ojjt IJLL "v 1 -^ 1 ^ ♦IBM v^- 1 ^ ^ 



UkL l^sM i^JUdl j SAf°J t(C fcJj ^r^l 3iL Jrj. cJJI jip Lf[) ^J- Ub» jlS" 



^^01 ujfjdl ^ Jo-uJI - U gttl GNU jac - FSF Sj4-I oLfjJI col^uJI jj 



S)»L. Sj*3 cjIT (jllj cHURD <^Ju" JJ^ 



jla^VI jjlij j ^jJ *H ^Jdi cJU» cl991 r b jc/fl/Jjl Jt-S j Uaij cC*J\ dlli Jj 



£ ? IM W 



Jlc/iJ ^ Intel 386 Sj^V ^^Aj 5 ^ iiUo ^ ^ f^* Sl i c>° °* 0 - 1 



ilbb OlT jl2J li[jtjUdl j 47JcLij u jL^-^ GPL X^- j CUJuVI ^^-j c^fj^ 



•IA ^Jjt ^[j *y (Jp uj^I j 4 ^ ^ ^1 ^ ojlj o[ U cojlj ^ (jv 



\j\j*>[ j cI^Ljusj ciL^ jJI d j^U^o Jl j!I jlS" j£c : jju^il Jj^ ^Ik* ^JcJ (1 



J*i)l Ulk Ur cGPL W-j j£c 



<t>* jW=r V) 1 ^ <> ! ^ S p-^ (ij^ 1 u-&jt f 1 ^) <_r^ KJ^ 1 *^ 15 ) ( 2 



^ Ja^ :>o*) oU j^j 4iL ik^ *l>l iSL& ♦ I£jT GNU ^ GCC J* cC l3 ^ 



x86 j t J4 IA86 j x86 roLjLJLI y> aJfc j?\ & J** (i 51 a 4 cr^/j^ f^* 



j cjjl -cuJi^l ^jjl powerPC j cSilicon ^ MIPS j cSun ^ ii jL-j cAMD x86_64 j 



... HPPAriscj cARMj cVaxj c^jjir m68kj tiJL./" ^ L3lj cIBM S390 



tjj^c i\yz u-ulj j j* U y ^£ Slyl) ^*L.Vl ^jwcN :Monolithic ioUl (3 



Microkernel S j\ 5l>il ^u-j-U c J-^DI JLittl J i&^VI i>* VV* J 



.(S ikj-J SljJ jjc UJ cJjIsS' oLL^f oUjil IfJ J^jo jOIj t(Mach JiU) 



/A^wll dift Ji- (modules) j^cdl J-^dl ^J^u-I cLt^ U j„Joj j^au j 



L5JJLI - JJ^iil ^UaJ ^ J^i lib rlj-U-l ^ jJI (modules) oIj^jJI (4 



•S^ 1^1 dJJiS V^l ^ *W M ^ (L^Jajj jl) ^ Vrjl^ ^l>^ - Sj^rVI oli^j 
oift ^la^u-l ♦J^ai^ U j^jkr ^L^T di& j^jjj SljJI i^*ar ^jS^J.1 lift 



IV £ £ W U* ft. 



V-l-^l liJjM t)l ^ >^lj uj^I ^ ^ W^f- ^ ^j=rji hybrid 1l£ SljJ U jO« uj83I li* ^> 8 



(S >^U Ji. dAli J Slyfl 



V vl_^ 4ilJt>Vlj ^jjdl I JJ^ U&l jjk jl : («i:J5yi) UWI ^lill <L/ ^af ajjk ^LUj (5 



cil ♦ ( j^SoJ c^jj^ j I oil* :j>j ^ WiJIj ♦ L ^t>cl!l lift 43 Cij 



J»t JJ^DI Uift j&l jL*-^ Ol jf^ Uli* 4*4 I J<» iOc-L jJUU Qfi. ( _ r ioJ j 



^Vlj Oljal oU.j:j FSF Jl ^ lJUi <U~ l^i* ^Uil *ia> 




Ji* cyjSCt ^L^j (X Window J sl^aWJI Sj^SlI jlJi^l) Xfree Jit ^jlL. GCC ^ U) J*^ 



j MySQL obL JcljSj c^Jj* t^SU <^)l joU. ^jUd Wtf 0:jB)ll jjkj ♦Gnome j KDE 



^UtofjjL** Jc iLiLUj ^^ScJ/^- iJajl *U ^j^jJ SlyJ olJLkJI oJu>- ji j Jl Oat PostgreSQL 
^Ij ^^ScJ/^r 3jaj| OjU *jX*i\ oLfjJJ Jl^ Ji ^^ScJ/j^r 1*1*1 Jiji J[j tfS^LAI UkVl 



L* J^IScU l^£c jJI ^JbJ C^fiil jJUall £*2f 



JlfuV clf/^j (ollJadlj Slyil ^jS^/y*- oU/>jr Ujj Jj oUil SjuJl>- olf^i old ojcU 



^jJI oJi^ ^jjl ^ Jail y 3 ! jdl olTyiJI Jl ^^ScJ/^- ^jlSt j l^j^j ^ j^j J 



w ^ tf, 



^Ik Jl SjLi^ ^JcJ ^a^J ♦ a JcJ/ J ^- Jl UkVI \+J* S^lcL Ukdl 5 >Lll Jc UuJ jUi^ 



ojj jllj <.y>- fjj^j FSF 4, o*li c^ 1 J^^. J^H. Ji^ IJla jSO <q£ IJbb JJuia) 



jjtiJJI Jl (^jUdl jlkll Jc ^-lj jCjj ^ ^^ScJ ^Jk^i cdJJi .^IkiJ v 1 -^ 1 oljiVI 



lus JJuioll ^ Slj; Jl jUj,Ujl^ ^JoJ ^^1 oL»U* ( _ r ^ i( ^i5l J ^J^l ^Ik^il t^lc j£is 



JJ^ ^Ik; j^- ^j^La ^ s^LI oLfjJI i^jl ^US/I jl^ ♦ cr 5cJ 5lj5 £• ^-UVl 



5 o ji- 



(^>U "Sljdl Sjbl" frb) ^/j^ oUj^i 




JUIj cSl _^AJ 3js%3 j*r <y %28 dJU* tSolc jig- <j 45 1 





Bash ♦ 



.(GNU Emacs J) Emacs 



.ghostscript ^mmI I postscript ♦ 
glibc J GNU C Library -i ^Ull C <^ 

GNU make J makefile 
gas cg^ 1 ^ GNU assembler ^^al l 



gld 




I GNU Linker 



.J*- olj^l Ju^u U*j BSD iJajl c^ii ^ oLfjj (»Ji^J jOI Sjus-jSI ^^J/^- IJsjI c-J 





Jj- j SJbJU. UJij ^ IjjuT UU ojSj ly^r\j icjjll o£LiJJ ^kll alojVI V ^.j^ 1 



^ W W £ £ w tf- 



j Vr^^ 1 u>~^ oL&j ^JiSyj c^j&^JJ j\ cJ6\s\& iJfcVI *lk>-lj J^li* ^>Ulj 



»l Cx^j tSaSJH Slf UM iJ&lj CAD «^-U-l SocLx ^^aJI ^ ^jl ^ o^U- 

fUl S^bjj t-aSjWll flfil y j^S" :>oc fc2lj 0<fjJlj olid I 



4 fr 



C< Uxp ^IkJI ^oo jjjj j^lj ijj - oVI Ji - LcjS oL^jllj olf/JI ^ JbaJI c^aS jSC ^ 



10 Wfr ^. 



U obJI J 43^j j^j obUI JjlJbLI ^Ijgj ^j^ull olj^ ^ (JtTVI UJa; 



JJ^ (iibaM jJISCsL) Lr &ji»l$pj3 ^ SJSji oail ^b*)l ^ Li If Ijjfi <Jkc iLUjII ai* J«£ 



^ f, £w 



Jp Jwu- jJI fU) SiL^llj iu^Jlj ^jkll ^ L** ^ ^ <^tfj 



•U \cy ikst j^tf Ji c^^J^^U Jj 'Vj*- J^^ 1 -W* 



J^ - jj!) ^IfJI (4k^» jl) -Uijk! 5 jfeTVlSC*! lib* jl lit ^ Iju l!y ^lk)l jjTUi>. jl (1 



jlfdl ^Lc jJlj U I* j x J\ oC'lSCVI *Jfe Uc 



y. j> (jll ^L^tJI iiKsj Jc ^iL. _/! lis Jx) jl ^JuJI .Sjoju. ju^d _>l c^lkJI j 



C LJI V >l ^TU^I j jl >) ii&Jl ob f I4J UaVI f j& (3 



^ £ c w 



ifiujj dUSj gfiij! iju. ^ o&. uj ifSOj t^vi ^6 jl ji) iki- yu oi$^ji (4 



,^k Ji jJI jf Ltdl gtej J ^Ikll Juitfj cScjjll 



Ijjll olcjjllj abridges j^J-lj switches oVaJHT^lill Sj^l dJJi JJU V tiiLUI j jlft-l JwJ 



ijbVI f 1*11 Ijj^ V-l*-^ 1 * j^ 1 a& ^cS>VI ^lill ihubs 



Ik 



ftp, telnet, ssh, http, j cTCP/IP oUai. •l f rUjl^j O^LiJI 



nfs, nis, ldap 



protocol V^)/l j l^Lli cjLv ^ 9 



tf- £. £ 10 w 



shell r^Jb ?M tic ^ ^1 fccV jl olj^ SJjVI g*\2\ SufjJI ^j^ll oUL fc^. (4 



UU-j C++ j C Ji« coUill j^uT ^Jbu ifjJI (J p jo-j ^jpj Python j TCL j Perl j scripts 



j\ u\ j£\ «jJKr jtail V^- 1 Jl* J - oLf jJIj abJI j, JT j - oUjULI V* i3.H. ***** 3*/* (6 



Solaris, AIX, AT&T System Ji, ^(^JcJ/^ Ual jl) Lr &£ jUj jIjl^I JtTl j (7 



•U j^j V, BSD 



.U jrvcj IBM aJiil jl VMS jl Mac OS jl 9x/NT/2000/Vista/Se7en 



4* IV 



col^dlj coLUJJ -ljjJI oVUjVIj cobUI J^Lrj J^-y oUlj t^*^ JLtoj 43^ (9 




UJtfj cJlLL^I luklj ALU Jljju :oUjUI ^1 j Sj^ j (10 



•U j^j ail^ olj^l coUL 



♦Ujr^j SQL ^ 43 j** j tolvUI Jclji S (1 1 



r£LiJI Sj^-lj ii^U ^bJI u^f; (12 



l^k^ ^L-tf-jJI jjkJl ^-^j S*l ji J^ju interpreter j^aa JUatf oUJ ^ script(ing) languages j\ <j-^adl Ou) 10 



<uai«iJ jfyJI ja^il ^bi J dl-l ^1 t |ju.lj ^jydl ^lijJIj ^1 i£J1 J«6 It i>-4 



L^Jr jjl oUll U>;l iiJSr -Jljlj oJr Sjblj »LiiV V^- 1 ^ jl 



^1 




ft ft 5* 



ft ft ft 



•£Lil jl acUJ I j\ 5>U <ja*J-I Ual :>bd 



* j\ j? flj&s-VI ^yLI ^Ikm J£l jAl jU& :^lkJI ^1 (6 



t JsL^I ^JJI oUjI JoJi^ aJc jj$w< iJa;^ U^L^I J**) Jja^- 4k: ^ 



ft ft 



.Ujjcj at j crontab JL» c'aSjjJ-I iJaJl (3 ^>L^il »i* uvwis; 



j!Si jl SJ^Ij iull» SjbV 3cLfc UiiV (j^J^ 2ukl ^iJU^i j<C :"4cUaJlj Jei\ Sjbl (9 



olLkl! j\ O^j^xJlI UJu-^. jl jSCj J^JI jrul> SjbV au»i tflkJL ak;^ 



j I aJ^^sS^^Udl j? obJI J Sj^-^l oi* lOliJaJlj (modem) jojll Sj^l Sjbl (10 



jl ISP vUJ8[ :> Jo >) k^j iSCj^ JUjVI (modems) olo^U ^Jr 



w C- fr 



.Fl - 



F12 jljjl jU ^ Alt j Ctrl j^bl« flJ&£*b Vj 11 



a jl jl ^bjs jl ^Ikll JuLi luk J~^J oUL j~k! ^bi :log ^IkJI (1 1 



UjUj, fUU ^lk!l jjSC U S^b •l^t ^Ikll k^ oki :^lkJI *\*\ k^ (12 



JaJI S^lcV dJJij jtjliJI ^la^L) ^>ckl 4>.j!l * # l ^ jTbll k&j t^~> 



cj^f (j^^dl i/VI tSfcU ^^ScJ/y^- iJaJI J •SljJi k^ S^lc! :^lk)l J^ir (13 



(^jjl JUttl cdiJiS *[3G jl] ISDN j\ DSL oLir JlkJI "gii j\ t jjd 



UJijj t-^kil -£^JI l^r\ bL»l - al Jlj al ^ - jJl obUI :obUI ^ (2 



2u>-jU- aki 5* jii. I j( VU- toU^JJ (Us* jJU- -^C-iJi r&LiJI (3 



0. « 



LDAP j DHCP j DNS Ji* oUji- .l^lC :>UM ^ (oUjbUlj Sj^-V^) 



«* ft ft 



aJcli yi J^jllj ijljll jjid oU'V 5 j^SOl oL~-jll ^ :NIS ^JtJI i,jLi* (5 



LDAP j NIS+ j NIS Jli*^ oU-OM L'JcLJ .oUSUl 6 Jla JSC ^wdl dJJij t jSfl 



."aSU» ^.Jai CjlJLasdl sift 4-^*-^ 



Jl ^JfeJLl jl £bt U Sab Uiiii oU$Ca j :NFS ^lill oUU (6 



L. (NFS Jl.) £LiJI oliU ijijl U )y ^Jfeuj J&U ^Jjdl t^u-J dllij 



oUjUll J2s ^Ijl lis d~>- tS^U ^Ijl :Sj<*JI ^Ijl (7 



crcp, rlogin, rsh, rexec il^Jb cremote j^u c^Jilj tlfjj^ J r ^IjVI 



1 1 



U ^ J*a& ^ U~kr ^yi ^oy-. iSLiJI oUjG£ JUjVI oUJrf sSliJI oULkr (8 



LJjI a,Ji* L£c *l jl .(olilU JU) FTP j (UbLSr ^ >jr J\) telnet Jio c>l jl^ 



cweb ^oU. cFTP oUL Ji ^oU. ctelnet Jbu jp J^j ^oU. it^lll foU4, 



Sj^>-U jl cS^iL. acUaJI joljSt JUffVb Ul iSjuJI acUJI ^ly- Jl J^jSI ^ Sella) I (9 



W tf- tf- 



Uoy (tjJ^y^XJaj] jja^j) ^-i^/j^ j X Window (_/^-JI JSIjJI ^-U j^:aJljJI j^ju 



5* J« 5* 



0- c 



lib* cV-^ i>* J^ 5 . •5 J ^j Js^ ^ -^ji^ ^ Mj 'crA^/j^ <y 



•SJUc olj^lj (gcc) Li^j emacs 



IV £ J - 

«* ** \ ******* ^ *** 



jjSC aS t jjjl jj j\ ^Jl ^ol£ jol^tl j\ (-^^ X Window <jy»)\ 



oLf jJI dfc //> ol jIjl^I ^Ij c f Ikil j lf~& t_£j oLf jJI <J\ jL>-l Lie j oSLj 

** * ^ ** \ ******* ******* ** ** 




rut 



'OH^ J cs%? ^ UJJ*J^ U^J 'X Window U^' 4 . ^ ^ *1 ^ 



we, ^ 



** •* •* 



.(x ^ j^l 

JJ£ Liftc Ia jL^jJ 1 nS raj ^^Ij t j^a^il a^. jlli-o 4j! jl^aL iCliLiA jj^^II x Window .2 



jp^Vlj (2003 cs^ J^^t (3^^ if- J^) ' ^J^H Xorg ^_j>^ J 'l^^Vj 1 : 



.[Xorg 6° Wayland c> 'j^*^! c?j^ ^^jj^ ci > ^?Jj] 

•^J^ C> 3»4 J^-aVlj tSljill 3»6 jl^-flVI L^J^ L?J^ ^JJ^ JUall Jc- 1 V^aj 



l^V jUu t> ? J^l U^l .4,8 J^VU 3,4 J^VL? Slj3 ^j*3 jjs j 

lc jia-o j! t! jjujI jl (JjJaSl ^jl^-ill gjiall -lajlkll l^A (J-aC AjjjS (^5^* 6 





:l^ aifcJ c b£ jllj c'dUl olk^-^ll Jc »L J^il JS^. oIjIjuVI ^BjI JJ^ U^c t^lc JS^Jj 



iS^J 'iWj* jiJ^)/t SiUI IT Xj/C^ cX.Y.Z ^UjVl jIjuVI aJ*t : Lr &J Slj! jIju*I (1 



4tf 



ciibt oLir jL^-V l&j^ \y\ J>j mm jl 5 jlJ^[) rc j j^j t^teVI obJ 



ii^t £• dUij tjlji^L oJu* ^Sj3l J*lcl jycC •Slyil j^jtd snapshot Jl ^* c^jgit j 



olc iujjr jT jl ttar.gz j DEB j RPM ^ S^b jJ- -4SU-I oi* jj ♦W^l L^Pj: jd 



^Jj jrj^l UaJl ^ oUjJI jl j<c d^>- ciujjdl ^ Jb V ^jl^ ^ 



iu* -ulj ^ ^ Jb 01 ^ 3 J, cL^T 



shell jl) gj&yi ijfj. (_^_^ ^jSsyj <j&t)/ j*r f-*^ :^Uid1 Vfj^ 1 <j^aJI (4 



jr j aUj v« u j «^ cr^ ^ O 1 ^ 11 ) "^ 1 - J c?- 01 ^ ( scripts 



^ Js^-I IJ») BSD j ^U:| ^Syfl, SysV^. ^UM ^1 lA, t^ttVI III jU-V ±Jb> ."aU^ 



VI cJ^JI jUy; jl ^pjj .Lf* ^1 jL^-l iujjT j£3 j5Ccj t(^u^JI ^j&y^jr) 



jUdl ^J3I j la* j J>J^) ^IkJI SjbL iilkdl LUuJI jly U*j cJ^Udl j jUl^i L^l 



13 



£#VI ^ IJLL SJo-u oljU: (jtf^jl ^ Upstart J**) SJuO*. ol> JL^ ^b>j 



oUC ^ ^ :>0c ^cu- ^IkJI j M jJI ( o IL JarJ I jl) £| jJI :^lkll oUC oIjIjl^I (5 



(libxxx.a oliU) c«b jCia £b jJL ikr^il oL^LlI J,! olc oUCU oi* ^Jb; *J^d ^ 



Ik) 



olj/VI ^ UjT If a^>!l ^ -(libxxx.so oUU) ^yi JJJU >LM l$^Lo *Uil oUSCllj 



b-l^ Ol jlJi^lj c<^> oUC ^>-j Jc jJa7 Jul* OS ♦ OliJaJI L^J^J jdl AlkJI ^IjTl jl 



(glibc j Uj ajjJil) >>- y C WliJI OVU-I y .(djJ^ J* <c£j cLt jjc) oL^LLI »JU> 



£. £ 4* w / ^ fi, # # 

Jl/'VI Jb-li IJij cata** JSC^ -siU-l • ( jluajI J^J glibc IjIjl^[U jJa; lJiL j5 



ISIjdlj -aU^I oljl^Vlj t >j? glibc oljla^l ^1 lujjdl jrlc ^ ^1 aiUVI 



jCiJ J^d jJI JT Jfc^" Silcl (jilj cglibc 2.0 Jl JlisVI -Up ol j^dl jjfl 



Jc oUai:l j^oJ IjjOi j,J »j> ^jjlj 44^. jsiyilj SysV ^ Jc ^JLI systemd £>ji g ItM oLjjdl ^ 13 
JLj <uJi=iJ ^jjlj t4J jS^jl 4Jj> ^jjl Upstart ^jljdl ^A»)/l Jc Ji»Vl j« .^-.l JSCii ^IkJI ^LSJ ^jljdl 

.^^cJ Jc VI J** V <^iSlj systemd ^Ik; ^Sc tbsd Slji ^ <ulJi=i^l SdSC)/ dJij 



j .U ^ Jc jy*U( Uik oljjJu- dJb> c2 ; x "J JLI lifcaU oUnI >l jj 



.(package-xxx-glibc2.rpm :Jli«) 



MIT 47j^ ♦ u ^5cJ/ J ^>- j £ck*-l oLa^v- J jL^ X Window ^UaJ :X Window ^k*- (6 



jum ik^j oLo^j UJ» X Window j^SC U olc ,Xorg j <ulc Up ^jjl] Xfree86 



^ tf. 



liJaj 1 ^ ^oc Jl Jil jdl j^jl- ^> U*j b£c ,U jl*U)f ail ^Jl ^ jlc l3 ^ ^j^l ilk 



J^/j j (gtk+) +db- :(Uj^j ^IjAIj jljjVlj Jil^JIT rt&J iifcsM ^Ul) l^laUl l^b/C 



** ^ ***** ** *** * ** ** ** •• •* 



XFCE, Motif, Enlightenment, Blacklce, c^^il J»\ji\ >\jJu> y> juJI d]b> c^^J 



^ ^ \&\ If. JT ^i- till «U»I .oljUl ^ ^Ij a j=rj ^ If il*^ 



FVWM 



WlAJI jjc jl) WliJI ^ tjJUall 5*fL» Oj&U li\cj ig^LI 1^,,,*, jjH oUjJI ^McA\ cXd-j. (7 



-2 

w tv ^ (it 



oil* ^Ul L&j ilju. i^i. WliJI oUjjdl .(Iju. Wwto. o^U- j jjl jl 



.(BlueRay ^ J jl cDVD ^1 Jlj^ J^U U 




<pb)!l J*JI JJ5 £•) yl^Vyil oUjJI 0^ c5Jk- jri 5oUI »i» OjXJ U Sale 




Ckt* 6.1 



j -Wall 4>- j o ji-l OL^- jJI ^Ij^U-V J}^j*j3l j L^jo j j7 (J 



debian 



J^J Ji fc ? jjt^ 4 ^ ^ ^Jj* ^l^j ^ 1 993 jL:> £j ^JL« 



jLo oUU-j yUl H.UJI UJiiJI Jj: "c^U3-^I jlo aiu" l3 ^ jftj QylyJIj oLLJI ^ -sJJL-i 



44/ i- ^ ^ 



^ ji ^Ui>-VI j^&-up jtJ&L- Ji2i eld* J,[ L^fjujj jfwul (j "^j^SoJ/ jLo" j lib c^^uJI 



jJI ^jSz^ ~**vy »V t ^ leb jLo Ji2) ^j^lJ.1 ^ LLP L*U- Uuj J^J jl Lb 



2UjlaII j IjjjSC jL jjjpjj. jtiSlj cL-jil oUJJI jf^j clfjlJbo j SljJI jjl^4 cjl Oi^^l V*Ji^H, 



^JcJ/j^- t/bll HjJl ^ t(jj>^t oUSCj ijjlill SljJI oljj.jkr jL^-Vj ciiJbLI oLfjJI jl^>-V 



14 



"4^ l«l*>- Jc lUf JwJI J? j» j& jl 45l j» ii-SJ-l .If^Sr OLo y> JjVl oIjIjuVI o ^ 



jfljSI ^L"L ^ jl j<C j£l cfc ,ji*J Cju^I ^b* oVU .Cijll £ j£j .»{ jjjj 



j^j t^jL^-Vlj tjJeJLl :W)jdJ d]b> cUU ♦jLo 3»J>J (ol^SC* ^/-j!) jj: U Sale 




r > APT JLm4 f Ik j\ i (CD, FTP, web) jX^ Jf\ ^ l£>£ j£c oUj^l jf ..wlj ^, 



[ JUlf C< (OLo ^ U cij j)] !*i t Jf\ Wli >IH SftWI oU,J^ -DEB SLJJ jLo 



Etch * jii^uJI ( l 
Lenny ^ao^l (2 



Sid s jiL^ll jjo (3 



^* 2007 d;J^^lj ♦Woody - 3.0 4JL* ^iSlj cSarge - 3.1r6 <uH 0^ aS jAJI jSlJlI jIji^VI 



IJbb cJJb cij ^ I] Cijll IJU J .Ijl ^ ^ ^ oIjIji^VI -Etch - 4.0 ^JcJ/^ jLo 



01 j^j) JAA JSj tJ* Ujb>-I 420. ^ ^ J» l^V dJilij '(c?rkV() ^1 obJ jrvc Sid [ v 



§31 



jlS" lil <^:>lc lift jCiA Ly7 j** jlJi^VI lift •jyiAl l^JbdcJ jOI (J S^/ J^r c (^Li IJl& 



(jtjkJI olSjl ^ j JTI ^ jl) L»j) Sjbju. oU^ 20 Jl 10 ^b. 6^ ^Ul OjJju oka^ 



jl SJoad-l oUjJI >jd Ljj^ ^ c^jJI J^JI obJ oljLkl Jiil Etch d\ ^ 



jIji^I (DVD c^ljJI 8 jl) Jp>^ J>» & J 5 3 - 1 y> dj^, (jc~±\) JU-I jU*VI (1 



ULjfcb£c j)l jl c(oUIj^VI SaJbo aJJI o^l/Vlj it>*LI l^ 1 /^ 1 ) 



i(netinstall CD - iSC^Jl oJdl Ja^j) Ik^J li^ J l«JU jJlj tCJjSVI 



Uud ji& e£^j jAic) iujjdl »l j& •Ig.U-l ^ alsJl Jjjfc) tUJsVI Jl J^jSI Jl &UI 



♦Ull^ jl debian.org ^ j£c jl (Iwjjdl jl j3H J ^Lj, l£ o jljll cJJ& 



.ATP ^1 obbdjjJ* Syc«, jt 



JU« u jjfcVl oljlJU*VI j (ft I Ul tljl^s-l 3,x c-ITj <2 ; 6,x l/fl : U J^ Si J (3 



2Lfjj oUd. ^JlWi^U jU:| i^blj jl y^VI ^ Jc o y^J.1 jLo J^T/ • jjlLI jLUI 3 ; x o jU* 





l3 ^ <^Ufj^ fjr 5 - » A PT J*J tO^L^J)! jja^ y J7 jJI ^J^l jLo ( 4 



jl Ijy IfxA j<c j)l ^ obL SJcli lula. j ^1 SjbV ^^JLI JJlc Sbl ^ APT Ul •DEB 



.CD, FTP, web :SJoJc j^U* ^ oUj Jc J^^l U<J APT J j£c .S^l 



J* (jjlj c(APT sources) jL^ oU^ j^U* icU jjc dAlij cCij "J\ j APT d-J^ j£c (5 
S*oj>JI Vj" V ii^aJI .Vrj^- jl (debian.org) OLjS J^l £ojX~ll 



0 



.Xorg j eglibc 2u j^^Jl! ( 6 



.4,10 <jjf j\ 3,7,9 JJa SjSiJlI j? Ul .4,8 tfi" J (Jj^l) 3,6 ^ JJ; c^^LU ^LJ (7 



^l^j c^LI c-jjSI ^oU*j igcc olj^lj t(xemacs j) emacs Jio CjIj ^ j^-y :Sid j 



.KOffice j ^>JI ^^Ql Jio 4^ U> Ul ^ (9 



./etc/ Sijs- JLI oljjdil j W>dl "Wl alJeVI oliL .y jwJI jLo (10 



.grub2 ^Ji^u-I U*l lf£c j£j c jJu* jSCia grub-legacy ^Jn jLo ^ J^ui (1 1 



U&l ^Ji*. j If inetd ^U- ^ ^ijlj cTCP/IP JLL, ^SC-iJI oUa^ J,l (12 

tliL^[ljU- ^ cIJla Jl 43^1 ♦ (/etc/inetd.conf :>IjcVI csillj) t^^&jf. 



• Jiull jLW J[ Jj^U cSiilj cxinetd j*j 



j\ jf\ cAiuj J*J *5jH f ^ u&. ^ c> Vi> cr^/^r & ^jJI ill* (1 3 




4* 4* 



J lf»|j&fi-*l £jUJ!j t (C-i^T j S ^iL» Jj^all (J-^l ^ J^tf) ^ j« 



dilij U IcjJ 5 j j^JL* OjU? c^j^l j y Linex jL^ ~**ijy j^ 3 ^ j^l ^ V^^* 



^ M^P ^jj^ linex j . s^al l ^ jill Cj Jc \ <^UJ1 j^Jl ^ jail ^ 





iC Aplicaciones Lugares Escritorio 
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What is Debian? 

Debian is a free operating system (OS) for your computer. An 
operating system is the set of basic programs and utilities that 
make your computer run. Debian uses the Linux kernel (the 

core of an operating system), but m ont nf t-hn h-min nc t-nnin 
come from the GNU project: hence 



Debian GNU/Linux provides more th 
over 15490 packages , precompiled s 

nice format for easy installation on 



Debun Books 



Done 



Gotting Started 

The latest stable release of Debian i 
release was made on February 18th, 
available versions of Debian. 




Noticidb Software 

Bienvenido al Escritorio Gnome 



Veril6n: 2.14.3 
Distributor: Debian 
Fecha de coinpilacl6n: 15/02/07 




Gnome incluye la mayona de lo que ve en - 

computadora, incluyendo el gestor de 
archivos, navegador web. menus y muchas 
aolicaciones 



X Cerra: 



[ ^ Oebian - The Universal Operating System * keweaiel |i $ Ac ere a d el Escritorio de Gnome 



] [ + miciando Capturar pantalla 



2. 14 f Sid dm <%:3 





6.2 



oUjjdl Jf\ ^jU l^ij jllc j \^)\ "^M 1 olT/JI Red Hat Inc ol^j 



^Slfe ^^u^ 1*6 jl3 »1994 oU: j t&j-S Marc Ewing iJjU j Bob Young ^» L&l •ULf 



^j^cJ oU: j ^^Jl .^jUdl Jw^JJ Sju>- jl jSCc L^L IJ^j jJuaII X*-jJu> oLf jJI 

•* ** 



oljU*[) ^ yd I J^JI y> olclki) lUliJIj :ljUa^l j^L- jJlj) 



(lifcaM V ^ Irb'^J 'Enterprise IjUdl SjU*Vl) S j^l jl ik*-jdl jA\ j\ (U 






fedora 



r 



Ij^l oLfjt jl ^Ij>- ^Ij&^-I *\y c& j£i\ Ji 5, JU l^ojkJ dJJij l^U- oLfjs jl) \U*^> 



^^SCll ^kJ U jla^l Jslil (9 ; x jlJi^VI) ^j^oJ oU: j OjJ (2003 llf Uji^j) U j 



^- *U3[lf I jj ^ <J*aAI tiiJU-l J ♦jjT I jjOi L5 ^Dj c^j^l l3IJuS>V jSCJ t jLo Ja£ Jc) L^k 



a^jll l^Jjr j^ill cffjUdl js.jkdl 4^ ^ Jj luj^l jb>-l I* ^jaa j.}* 



j jJI oUai aJjVl oIjIjl^^U ojc^-T J*^l ^ * # l Jl jjoidl jlil cU ju. Jl 



V^f &\*uJ* gJ*<s ^Syf *UW olfji j fJ^u~* UJ 1Ju * IjWI oUdl 



.(Linspire ^ freespire j **ejj? Jc iJLlI) <jj\ m ***jy dAli Jc Jlif 



5* 




^ J (L>j-^ J ^j^j J 51 ) Vb bj-^s* ^sfj ^.jijll ^-iyM ^ai cSjUJI j 



l^^r *Uilj tlfiojj? J ^^xJ SljJ ^«iJLl L^Jr ^Ut* ^iT^JiS; U j! ♦oU t o*dl j^l 4^bl dJJS 



^lyJIj Jiljdl) LUi ojL*U^ J^cf jllj cBlueCurve SLLj.1 lfSj» ^ J&j (.^jfj 






.(Red Hat Enterprise WS, ES & AS 



^VL jU jllj cRPM - Redhat Package Manager ^y. ^ l^Lf^ oU^ j ^iJr :^>dl JLft (3 



Uajl Jj*l Jul RPM .(^Iki) Uil SjlaVL cjUdl j li* Jc jU^.j) yum oljal jl rpm 
RPM ^lk) tlULa, .UJ 4jj£ 'SyiA\ u Siy/*Ja\ c(0Lo ^ DEB <uiLj) "^Idl 



^ l^lj cULw» c—jJ rpm j^c l^IjJEr jl J.\ jjT ja£j tiaill ^i-l « ol'L S-Ael* 



jUdl j Ja~u- jjllj) System V <£j j» u *yad\ I jjJJ ^.JiexJ ( 4 
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.Ujjcj glibc j Xorg :i*J&idil ^>jJ-( (5 




systemd •l^i; System V ^lk^ 2uUiil 2L<jJ| ^j^ull ^^oJj systemd yU- 1 jjJii ^J^ciwJ 15 



^B^l System V ^ ^Ifajfl/ UJ ^ cj^r ^1 oUai J^l ^ t JJlJI Jjo oU-bbl 



kJi (i ^ ^ OliJaJI ^Ja*. IjjJi (^y. O.UI oLLkll d-aJ-l o> (7 



c-^jSI ^^ai* c^LI joU- cgcc olj^lj l3 t(emacs Ji«) olj^il :Ly; ^^SoJ/ 



.KOffice j ^ill u^lll Jio oLfjj UJ IjjJii (8 



j APT ^ Ik! \\Za iijL (Uj^ j If) yum oU-U. Ul^l oLfjt J^U (9 



4^JjdJ W RPM ^> J,j& dllij C^VI ^ j\ ^Jb£ olj^l ^J^u-l jl tjLo 



L^JLt Grub J£ Ijjai ^j&s^ (10 



cJJiLI j d ^lacl) inetd OlSC cTCP/IP xinetd £Li oUai. Jl alJe[ cJxL-l (1 1 



IwUj J,[ ^Jiil :>loc^l xinetd Jj^c ♦ y m iJaJ I ^Ja^ <ua^u*J ^jjl (Vetc/inetd/conf 



.(/etc/xinetd.d j^l j obUVI) 



.kjb* c^ll :>bJI cJj-ilSC j ^bJI ol i^jtf y^Jc^ ^BVI Jclp J*ju kudzu *H ^ bjjfi l^i 6lT (12 



U jJI ftif: fyy HAL o JuJl>- API o lL.Ja.-r ^ ^ i^>-l j ^^wi 4> ^ aij 



UU ^ udev l^lCi jl cl! 



IjU- SUjiL. j ObtfVI £ju Jij Vr* i}>*% ^ V 5 > ^Jj? c?j : (Mandrake oiK" 



olLJ-l j l^aato.) Scientific Linux j t(JLpVl oUjj jlJ^I £ Jc JjU jH,) 



>J6 J f 




RPM ^Ik 01 j» flu* VI (j^JUj li c^j^ll jUs, UJ Ul .(^1 d^JI ^jLid iLJUJI 



.SuSe toUj/JI ^ jjjT 




f j^?- Vt^jj 1 jj- 2 ^ :5 J^" 
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j ( v 83l IJU li^l ,l>Sfl j d~Ju«) V* jTl j^l Ml & (4 




• * *♦ ' 



^ (ii^^l '(jvQ/yrj cT^Ji ^J^J ^fill jJUaII jiU) "^LJuiJI" 4^JlaII oil bL-Iji Jbu 



. {J S^/y> r Ual SjbL I2kil ioL^VI f 1 ^ 1 £ J*L3I c3> J J>-^ t^lkll jtJU 



J uV 11 JjU^ tV-li JS" Jj .^^/y*- UiJl SjbL ULdl litaM <^lyJI S>* JiL* tj» Li 



j-L- J* IS" jCii 4zJaki^j\£. ^Ij ill* ^ulj UkVl Sjbl JU- jl c^JLill J obiij L Uul jjfcfi jl Lie 



^u2l ^IkJI syryX^jSi Jiio ^1 SLjJ ^jjl ^IkJI i^^JcJ/^ ^aio jLc "^U^ Jjl 



jl ^LJJ J^l L$o: cJuS" c^>-j ^o-AJ sl i ci j^ 1 tSljdb jUdl ^1 j (3 



6 i* j£i3 jl J* .L.I]*; j "Utf." UjL^I b£c jjl IJaVI cfljJI ^ J«UiL- tUil SjbVI Or J (4 



.Ujjjfcj oLUIIj oU^lj u-ljiVlj 



Jidl ^ -SLiJl Jc SjjUl Uaftlj Ltlku iSkil jT j d^JL- c£L£\ jUiU j (5 



.aJiftl til lfca2? jl If* S^Ux^^l b<c ^11 oUai:! 



• Site 



Cxp. oUI j>j t^LVI »i» £>i»>lj S^UI ola LU3I j^l tS-M j d^Ju- tobyi jUdl j (7 



»jbl oUTj olO Jcly 2ukl -\>Jbdl,j cU 1$cj& ( _ r £J/ ' y>? ~<ul*N <jj)l olO JaLj 



jl .flAfl » J» ^JoJ/^*- flk iSUdl LUuJI jSij ^1 ^juJ ^ J*UiL- c^/VL jUill j (8 



^L-j cb>lk) ^^)l JwJI Jc S jjXll >UU ^ -aJJl- aj=rj Jl cpjj ^JS^I jc dLLil. ^Ic 



J*j cliij .^lill ^c l^JS jl UUk aS jll obUlj Uiftl JS3 V/jUj jU* jf Ll* a^ 



Jfl j d^L- .1^ J-Udl jl obUI JU ^iljrjc J^jll ^ Jal JU-jfli/ 




<^jlc ^Cdl Jc L'JcL^ lf£c jJI olj^lj cl^iJaj* j£c jj)l V*^l oLLJIj clc^ oL^il ^\J\ 



.L.U*; 



La jJI OL. jjilj -il _^ jjiJl a jJI u^H. dJJij tUjij! jll oUai:l jl pUJadl »bl Jc ^jJ 



3l J^jl jl LJc ^J-Vb jl tL5Cj .IfJaiJ ^IkJI j»> jjl ObJI ^ jruSOl aJbJI Jl "4«U[ 



aJlc "a~mj* Jj& "*aJAcJ.\ oL&)I (ji., j d^Ju- tlajUl o£La)1 jUdl jji-Vl »>U jj (10 



db, '(Ujjcj ti)CJ! olcMlj uUJOlj tVW ^LcMlj VU^ 1 o^Ul ^ ^ 



JLjU SJolj^l UU-I 



: 6Li ^Jl OUI IJI (1 



http:/ / www.debian.org/ sociaLcontract 



o JLL ^ jll jSjll (J,[4iU?l_ •jrfjjj j linex j { jn>^y ol^SC' :jL:> 2LL1I SiksM oUjjdl I (2 



www.distrowatch.com j^ji. ^^Wjj**^ 



•si^VI 4cyf cThe Linux Documentation Project - LDP ^^ScJ £j ^ [LDP] 



•Uj£j gjliilj oUjkllj jU-VIj ^IJLI J^J^JI 4S ^*2f [ODSb] 



• oUjUU Iprjj&j ^Ulc jJuaII jU-l £^ [Sla] 



.Open source News ^yull jJUoll jL>-l [New] [Bar] 



4j» pi* ^jLt^ icU [Fre] [Sou] 



^l/^l ISO J*j» ^ J^Ijjj .oLfjJI r > SJbJbLI Ujllj ^^cJ/^ oL*J/ sJI^ [Dis] 



♦ ^^J/^- oUjjd OlLkJI S^wUloj i^y^ai 



•^J^vo oU^fj [His][Bul][LDP] 



.^JcJ/^r O^U [Mag03][Jou03] 



Jf Jl jlL-I j! c J> JSC^. oUaAM Jl jlL-I fe>^,j jl J*H ^£^1 ^ iJaJl Jl S ^1 •iSil oU j^. 



2UJlaLI oUJbW Jj*>j* ^Ji^^ jl oliJaJ ci*a££ 



j § djuic JT^I OVU-I j jl CwUlj fJ^L^o CUVU- IlcvJI j CJ€ t J*jJI UJ 



*%>*)lj ^lji:l ly^r\ Ja^ £ UjL^-V jJI oUai:! ^ ii* jf ^L^-i cJUP^I olifc 



•oU JbU J,l Jj^JI j\ fSb ^ 



^l/VI ♦oU J UI J ^jlj.1 -^Sjlil £l/tfl ^ J«a*)l ^bdl <yj o^W- oUaiil ^ jS 



•Uj^j cJo^JI ^ly-j t*U*VI ^lj>-j vJ 1 (°Lp-j c4cLk)l ^lj>-j toULI ^\j>- 



Jlfll oUU I a Lip I cUoj>-J J^JI to, jJI oLai:! S^lc j^all 



1.*^ jif^l 'C'-V u ^i 1 *" ci 11 °W j^ 1 a* Vj» olcyf jb>-l LJ ~ir U Sale jdlj tli. LJC 




flkll j£" lil U Sib jLL .ILU^I 



•^SliJI OUJ^ ^ JJS ^Jcj ollJaJl diA JJuto! <j"L-Vl 



jjSC^ lu** loJ&. - jL^^I ja* j - jl riSliJI oUj^ jja^ ^L-VL J^ax i^oU- (2 



•f 




£| jtj clje ollJajj c render ^ £| c4iifC oLLo- oULkr CjLLo- S-U j (3 



♦Uj^cj cCAD (jj^-U- 



ijLA^I oi* ^ JtTl jl j^Ijj LJ ^jSsJ/j^r ^Ikj -L^ SjsIc bxc 




Sj^-V t^ll Ual jl jl 'V^" Sj^>-t laic [^c jJik jiij tUsj^l cs>l ^ W b£c 



Slji £• cU*J Sj^r^l oJLL l/^ (J ^5cJ/y>- ♦Uj^j rtl^^l ^JuiJI oU*Uj ^liJI clj^iJI olacU. 



j&Lu* jAj cZaurus WAi^ Sharp 1^ <j Ci^IS ^ ill ^t^Vl J<«J1 j£i UJc < JIjJI Jn^ 



cLjajl (jo^'nl CjI j^U-o jl ,((3>uJl ^ jl AjujI tilliA) A-o^a!Lo (j^iJ Li 




t-jUJVl ^L^ilal (jAiJ ^ojj <GP2X CjU^Iq jl .(pos) ^^j^ 3 <J^£U 



JL, rf.ij.aaj 4 j > ^ /M l CjI^L^I! j 5j£iH cJG! CjL^Ic <li* Ji Ul^! .Sony ^ c> Playstation 

. Jul c> moblin j < c> >^ j < j^- c> ^ J 



^11 ^ aJu) <ulj£^l cS^J^. 4^1 ^o^l^j Jlc lj>l^>- J*JI ik^. ^ ^ ^IkJI (1 



<y oU/ ^ c(U j^j) Silicon Graphics jl$>- jl JBM RISC jl cSun SPARC oUJI j o:^ 



V^JI S>rVI Cr 0 Ju -- uJ1 ^ ^ U1 •(Sun jl IBM) obUI j\ c(Sunj Silicon j) 



ja bJc ji^ j tfSLiJI Jc c£>^ Sj^-Sy oUj^. j?y j*j oJu£ 4S jol^l ^* ^IkJI (2 



^IkT tc5>-l J ^ JjSi U SjsIc j foU. ^UaJ S^b c Sj^>-I 



10 



cLjj^ joiyil ^ SjfcTacyt J>l J«6 ^(S^^l bUlj J, coll.) Sjfe&l UsjVI j 



g£) SMP IjjVl ^-u^ ^Jl y> JjU-l Jl ^1 Lie j^SLj c^PaJ SJbdl JJ-I bUspl tvl^VI 



ft * 



♦ 



luSCc **<SC^JI ^ jlSC* ^1 ^ yi J^JI j5Ccj ~&jiL* a^L^» U :oUll 



♦ 



"6LiJI Jc j&> ^y. IfJi'AUjll liSU»j)lj La^I^j coULkJI ^ olcyf d]b> :4cUa)l ♦ 



Sj^UI jl ojl Jl JfU Jl JUjI s ablj JUjIj JUu-I oUa^ ^ al : Jjj£j)/I JbjJI 



♦ 



♦ 



(j^Ua^- Jl S^jJJj SoT ^jdl lift Jjcf oUa^ jj>-b4 lyfc* \h[ Lp r *&\ c>»J^Ul 



^ <j* fj £ 



ijjll J^io jJI iib*M i^yj oUjfekl ^Jk« oUui* ♦ 



jUJI 



Jj c^JL-l J,[ t ^iLo iS*>ta>l j :Jbw J^JI 



^ jS iJc lib* jjSC jl j£c tjliil S^VI V-Ji j *Lil oUa^ ♦ 



ju-ud ^JUI j^jJ ^bi ♦lib jjSs; ^ j I j£c jl coLJ 



i & 



Calligra j t . u£^31 j t . u£ all Jlo 1^3^ ^ ^ ^ .Lfc.j^j ' *.JJ* ' ^ L — ^-^1 j£j 

li. Ja. c j£aj jjill AbiWord j Gnumeric S-ipc- ^1 jjj ^ Kofflce 




Mjjc-j < epiphany j 'konqueror j <o^J^ C AaL^HA 



U jjc. j 'Sodipodi, Xine, Mplayer, gphoto '(j^-^l <^JU^3) Gimp S- 1 ^ 

^1 X Window U jjc. J l t j j J telnet J FTP J TCP/IP ^' <^UJ! CjI j^V I c> JjU 
VNC J < jj^j Sj^Ij JU^U) 



filtering j I ^J^a; 



^UJ 01 jIIj) ^lill 



yiUI JUayVI ^ cSjljJI V JaJI oUj^. b\ ^S^/ j£c : oil Jail I (1 



telnet j\ rlogin J2L. cTCP/IP oUai* ^ >l jW=r ^ J ^ JU?VI c^yl 



LjJ ^Vj^j ^llJa? JJ^ ^U. j ♦J^l^ll j£3 ^lj>- ^jS^I y>- jy„ »ssh jac ^yl jCia j 



jj >lf llJgjj ^U)l l&JI ijj jjJJj jl J* (j-^ji.^^ Window JjU 



JSP, PERL, PHP, xml, jl t (Tomcat £>) Servlets cj^y jll SjwJI iJal u* csb 



j IBM Websphere j BEA Weblogic Jl* u^j ollJa? joly- Jl ^U*! ♦Ujacj webservices 



.^S^/j^r OU. Jc UJ J\j (Jlf ) Jboss 

•* ** 



Sj^>-I J,[ Jilli lljkj IfCJiio jl cFTP jac lp)[ J y& J\j *\ j+m coJoJc J Jaj oUHI ^Juff j£x :oUill (2 



IBM DB2K j Oracle Ji* c^JI lift y "^Ul obLJI Jcl^ J**, cPostgreSQL j MySQL 



.LftjrvC -\i-UJIj 



.CIFS/UU jjJJjIj cTCP/IP Jlv jjc auJasV 5cUail LoU. j jl j<C :3cUaJ I (4 



<Xf c(IMAP j POP3 ^oly.) pf^r\ Jc Jbjjl Jc J^wJL c-Ji- Jjl'-JjJ^^ -V^ 1 ( 5 



ft , 

cExim Jit © j\ c( (J ^Oj i jL^) Sendmail ^oU- Ji« t4SUjlj JbjJI Jc (MTA) JojJI J2j 



^ JUjVI j ijljll jbjJ! SMTP a,j^ j 



^oly- ^^a? U*l Lu£c ♦ [httpd ^^Ji V^^Jl oUjjdl j c^LI http ^oU. Lai :<~>J\ (6 



.... JSP j cservlets JJ Tomcat JL. olLitf 



^j^xJlIj Sj^-Vl oUjU J*st LDAP j +NIS j NIS Jit oL.Ji- U r&LiJl oU>L. (7 



si* jui*j ^ ii^yi sif-j cj£*j*iJJ 2uai.j SjbVl JfH,Lc b^Li ^ ijljll Ju-u3lj 



\^fJ& fli» U tfc^t "d^-A C^tf .^lill Jc IfJU Jc oU-OM 



Bind 



(oU. ^.Ij^L dP ^bp. Jlj \f*-Jj Sj^VI »l«-V DNS Jit oU-OM :*U-V1 oUoi. (8 



(^JOjJ <pL*LI job-) Sb. 



jj& 01 j£c .Sj#>-Vl ^ «Ju»o oUjU* Jc j! o UJad I J-JuiJ) :jl*JI J^jll oUai- (9 



SjuJI ^IjVl Ja*> JLil jll d&j cLajtvcj VNC j Xwindow ipUJadl 6 b_fi U j» ^IjW 



♦Uj£j crexec, rsh, ssh Ji* tU*J JcU> jj:> 



j£ai Uldl IP ajl> j^ir jl TCP/IP olSLtJ ^ DHCP Jl* oUai. oUa^ (10 



oifc J*x> jl) vi:j5^1 ju-Ij ilbb jjSC jl 4J^» o^U- j :vL«j8pU J^jSI oUj*. (1 1 



lift j ♦Squid Joj$C^ J^LI ^ ^^J/ j^r J *(£J^ ^tj^ U^j Jwu U S^lcj 



W W ^ 




- 



.PPP oUji. ^Ij^L ^jll j^c CJjSVI 



•iLsJI jl jJl>- Jui^l (d^J^VI) iptables j ipchains JiU oUI U jS ^yQ)/ J 



\j£ jl Lie (. {J S^I y>- ^UaJ ^JJ^L^ J& \$>- j <y 



it.* * 



j)l obJJ JtTl XJtA Vjll lT^I 0^ dliij l^L J^tfl JS^ J*rf ^ coLiJd 



*** * ** ' x 



jj£ aS ^LabiU 5 Sj^Vl obulkllj oUUI ^Liw oUj^ jl ^ ^Ethernet 



Oj^j s W ^ y A ^ jl ^ S>rl ^b> jl^ ISI NFS Jbul y oUai:! 



Akr^l jiljLlj S>rVb ^ 



lift J^ir jl Lie j^Sw- ojj^b JUa7">\! PPP JjbL* cJfl?U»l ^a^ui JU^rl 



♦ 



(^) ^ 1^ •jTLill ^ Ij^T c-^J ^)lj cwinModems 



(sWf ) £li>- oU; r *l jpj^ j£s jl Lie jl Oj^j ^ 



4 * 4> 



4tr\ >l IjUj jl PPP JLv flJ*s-l ^ 'V: 1 -^ cH 1 <^J^ :ADSL olo r oVU! ♦ 



.USB j I :^jLI ^* Jcj t^jLI Jc IJbb ju&u aS ♦EoPPP 



a Ik k^ -4SU-I 0 a* j 4U3 Lie j U JS" jV tla*. k^kll ^ ADSL JU*I 



♦ 



.ADSL ^y: JUttlj Llk j a^JL-^II jl iXUI *&LiJI 



a,^* ISI .l^bw. jJI oUai:! ^ uJ^aJ iki jeli c^^^j "aU^ C:J5^1 VrL^ ^ 



jl cFTP Ay* Oikil jil^U oljal plJfcsJ ^ail ccjjsVI Jc J^*S" ^c!I k^ 



jlf - Sj^U oUai* jij* Uul IS" 131 »Uj^j cjU-VI otjlS jl t Jjj£J)/l a»jJI jl ttelnet 



ssh, telnet, FTP, X oUj^ jc) ^jUM bjl^ Jl J^jU jl jl joist) Ui r ^li 



SI kskr OjSL, IJbb jl/aa jl LUi - lob* jl^LI jr^^U-l a a* Jj t (£1 t Window, VNC 



pSa cl^ J^* Ulyp da* lac •Urj r ^>- t y IP Lku taj^ jlS" 



. *4jwj>tiM^ jl la>- ^9 U|_ j^sc** a>- 



•lUkll Urj^l ^ ^Vl Jl J^jSI ^li, ^U»^l S oUaiM 



J ♦ L ^>a^w> jl o ftl j^- t^l ik-yu oL^Jll J ^Jl^lJ.1 la* :k^jdl ^j^lJ.1 (2 



Sj^>-^l ^ £• (^U LAN iSw jac) ^Lil iSliJL JUarl ^j^lJ.1 ^ £jdl IJLL j^SC^ tS^ 



U)l 



JUaj^/ jt^wa^ jLf=T jl iki^ U Ja^ j jaC cCUj^^U J^j ^bjj J jSw^ j rj^alll O bulk! I j 



J^ 4^uu J**)l C4%JI di^ J •vUJuVL ULj^ *aU^ dj^l ilbh jj^ jl jU* 



^l^- .a^U. V > ^U*' j»> ^1 ^ JUj ^Dynamic DNS 5 jgfcil olilk)! U ^1 J^u-L -^11 c_>U^^/l ^ 2 



iLUo oUJa? jl j^U-l ^Jl OliJa? j^Cj C<^JU)I JUlj a-xAl JLpV 



lil) UUj cScUJI oUa^ dJJiS 'u-AJ/j^ fU* J V 1 ^ NFS tIJLLj ♦Uj^j 



♦Uj^cj c£j&A oliJflj ^ Ji-b ^ j 



jl j£c jJIj <^tdl ^jljllj i^jll j Ja2i eil^j <iU gjdl li& <u^:S j^JI obJI ^J£=i^ (3 



U>x ^cdl LDAP j I NIS+ j I NIS :>jlj* ^ gk£ jl j<c •J^iL Jj jj& 



ft ^ w 



(TCP/IP £ Sib) ijU. Ol^j Jc ^LioVl 



lift £ J*WI J Slyh UL ^ jliJ •jL^VI (J ^SCJ/^ r aJajl ^jr J i*^ ^j^l i^Lvo c J^ UJ 



^ jJI S^U^AI Ujllj oJScll Jli i^ljjo ^J; Jl J, tlk^ 1^1 ^ Jl 5 ^1 



- ^IkJJ ^IjJlT - j^Sc^j c^^ScJ/^- Jl M oUjUil J> jl J-^Sj* J^Lou- 



. ft ft y ft # 

jW, UJ 4Jzk* 5 j>oil Jj* :JiU "jiiv-l Jc ^U-VI ^ jJJ jl LJc jjSw* c^j jJL* c^l J I? 



Lu$Jj tJyAiJL lift j Ji-Ju' .IftjrjCj C^J^xJlI >_-jJu" iak>-j cJ,U J-Ul piSj t.Lldl ii^j cOLUadlj 



liujjr^l Jlu-it. jjSC-^l Sil^VI oLfjJI ^ JiUI p\ bUU ISIIi* ^ 3000 j 1500 



"i*Js^ ^jaS-J Csl$&3 ijxQil 'S°r <j* ^>\j\Xa^\ »3JL .Ujjcj cp^j CjUjj Jjll 



^Jl SjbV VU:I l^Lffjt 4 JwJI iuJJ V oUjjdl »J* - cijll ijJs j - j&j t^oijj 



jd£3l ^.jlSj j l^sr-lsL-l Lie (jjllj i*UI <^>Vl cfl jdl j oL. jUI V^ 1 



jll ,jd!S3l -JkT tTotal Cost of Ownership - TCO aXUI "dSOl ii&dl 



W C iV W 



jtil 



£ & 0 W £ 



cLy: ^iUJI j jjjjl Jai (j ^J^c^tll oU^f c^j^c^vtli 4^a^>6^ oLjc^o Howto 



(^UJI ^J^vO OjJJj 




j NetBios ^c-^ server message block - SMB cg-^^j ^ ^ j*J U-J o 23 ^ 

£jLi Ljajl jjjju (common Internet file system £J^5S ^ j») CIFS p«VI .(NetBEUI 

.TCP/IP 3^ jjc JxilL Sja jla ^xj ^jc CjUjILJI Sjblj idjliLJl a£jULJ 

JaIUUj) NetBEUI j NetBios Vv^j JJ^ ^ULII 4£jULo djU^k Ji AikLall J^ULJl j-a 

Sj^L JiUS^VI J lil dij^ jJ! ^ AikLa (TCP/IP ^ NetBios 



^i^l aC-^J (Jji^J JJ a^Ia£ LiaLoj jJjiaJ aJ <■ V^ll l^-S j .(J^j JJ CliLc^. a1.Vn*i>h1 1 i 4 jj^j lJ-^ 



. jj^j j CjU^Lj C5 i^V! jl^aJl c> 

*+ 

a -\ jj 3 villi j $ jj^j jl AcliLllj cjUIaH a£j\JLq djLo^k ^-o AjSaI jjll ^gAc. ^lijfiU jl j ^ > oU U-oLoj j j Ljj ^ULa, 
J£ ^ (UL o^UVl) SMB/CIFS ^ ^j^jj^^ U^J^ ^ ^H^jll CjI 




(liA AiLJal .Active Directory c^UaSH S jl^V ^ u^j^li j '(NTLMv2, Kerberos 

.(Active Directory J <grHA^ 6^ J 'c^^J p^^J ^'^) (jUaill ^ 



Uaill aAjx^A ^l"^h« t \ > <aJ) j ^.IvniJ CliLo ^Ll-oII a_jl.il 4 <aiajj ji/j (JJ^ ^"^"^ (jlVuol AiLjal 

winbind, kerberos,) ci**-^ ^ ^LaiJ I jj^^kluuJI j <Ual^ AjjaaII JjkJl 

.(OpenLDAP Jk) S jbVI CjU^j (nssjdap 




flk U sjti 




OjU* c^iSI **>L*)I Jl oUjbtl »j& jOI Sj^r^l jl cl^Jii jOI oUai:! ^ cSjuc ^?L> J^J* L£c 



j If Ji I4LJ1: L£c c^VI oUai:lj •jjJJj Sjiss-I U jdl ieUJIj oUU oUu** 



i^JbU U^>^ jl^l jl^ 131 U JJ^ Lie j t J^ J/- Vjj^ joU. jl$>- jl^ 131 



j 1^4-1 JjJir 1^ Lb j jSLj tSo: jtf 131 . J,£)l oLoi:l oJub JIjlL.1 c& U ISIj t jsi 



l Jyai;* jCii . jlfLI ' ci •? JJ j-^* ^ ^">^l Jj^— cJU ^1 



^lU; Ji* cJoJbLI ^IkJI JJ S^^ll obLil U^Lj>-I i^J Ji-I JufblL Lie j^SC^ cJU ^1 Jj 



* 3 



J uala <Jc diliifklll oiA iiijj (j^J :ASP CjIIuLj • 



(_£^llj t^Clljjdjyi Jc- Lal^Jjbtfl jj^VI) ^gjuojUl L_3j A^Lk (jo^ ijV jj^- ^al«J # j*VL ;»L£ll 



C# j Visual Basic Sic ^ik^ jj^j J) Perl J ASP fi^J! 1^ ^ciy <L^jI jjJuj ^ <u 
Jc U&jJi c^ucl lil jSl Ujj j ASP c&l ^ c> Jj^ ^ J '(Javascript 

jj j* p jjiua* Jc AjjjljII \ iJc t4 LSjII a^A J .PHP CJ?^)^ cJ j t^Clal L^iall ^jjj j*^*] 1 



i> (JjU ^ t^j^j j to AlJ/ jjj> 3J .NET (> li J*^ L?^l (J^JJ c> 



cjlinkll 4jj* Sj^j U* .ASP.NET j^j <C# '.NET -1 API CjlLikSB ^U*jj c^J j 



. j3 ^5 GPL <^ jj cFSF c> DotGNU t 
< jj^j j 4^aia Jo UjK Jja^jjl* Lk^j Microsoft SQL Server fi^ J^l^l ;CjLLJI ^cl j$ 



CjLLJI ^cl j3 .l^lii < jt > all j* jjfLudfl cCjULJI ^1 jil J a£ jU* J jk ^^">,n L^ lil tLjajl j 



J tiil^cjL^Lj J^ll^jV J&'aIj*^ (IBMc>)DB2 j Oracle (j j^Vl 



MySQL J PostgreSQL ^^W^ ^-'jS ^ ci^^ Ljl^j . 4jj*^* jj <iJ (j^, iVn . n 



c> jAj ' Jj«^^ LAMP JJ^ J ^EJP j' 'applets J servlets ^ M<^' 

.PHP j MySQL j 'c^M j 'O^ 1 /^ 



jl lift • ( j*&y m C~*S? Olkil oJla jl jUp! c^^SC'^ ^ilc ry> ^ oUJsdl |Ja*^ 



s* s. 



l3^T Jl Olto) Iju. iJlfc j^ S^lc oLLidl iJLW oift J j^J c u ^£j/jd- l^Jaa IjU Ji (a-JJij 



( jiSfl ^ oljVjJI 



^IjUI ^ obUI Ji I* </j ^ J^ 1 (obUI -sJU-l 6 iA j ykj) L ^ UU portability aJ^il 3 



^l*U ^ ^ ^L2U Jlej aO*i ab> U (SjLii^ Sale, c(lilT ^Jl J^tjdl 0j£ Sale) 



^Jo U Sale tUblj »Vrj^ vJI >l pUJa? j I JJcioll ^UaJ J jolj>- 1^13 J 0j£ oUJaJlj 



J^Ux: j>ci ^cSs_ll Sj^ VI "aJU- j Uju. •<u* j jUUx Lc 3*^*1 j e£ja ^Jail *l j ju Sj^>-^l o Ju* 





Sale - ^IflL ^LS!L pi oUJajj cU lej; -jj^j i J! j Vrb J° jl ^cSCll 



u^Lil ciihaM u^II £k^ljX Window >b* cij J VI Vj-j fl-Wu-V 

Jjllj) 3jJJj aJaJl Jc ^bt* Jl^l ^JiriuIU t lift <y JTIj J, .(^ij pi>- : 0 S^/y^ r 4Ji;V 5JU-I 



(L>- ^iy-1 ^ %95 Jalrf W U> 



**•••• ** 



4 # . t ^ ^ t 

. oJIr ^* I j^uJ 43 jjdl j» jj* Jc ^ JitiJ.1 If cSj^-^l Jc LL-^ lid* JL V <ol 



I 




♦ 



3uLUjll SJuae JJU ^ o^U j ai& jj:> j\) ai&j SJlc 



♦ 



b5j Ij^ki V jl U^P j •ifAi* <JfljU*j> olj^l jl i^-ljll iS^Lo <.UL^ aJc 



oJtfc J j£i4 oJc! 43,*ll ^ Ljco I jOS ^JJaX Jlj U 4j\ \j tJUJdl c^jJld 



^Ij^civ-^ i^>- jll Is, Ji>JI oUjJjJI I*// SJuJic oL j oJr ^JJ jl Lie c4kiJ 



45 1 JJ ^Jr^r^ 1 ^ j^^i jk** ^Li (^j^l "jJSCi^ ^Laj .^jjI Ji* 



U>) lilf UU&I 4J JJ!S iu V Ijllj U ^^^il jl VI iCijll jj^ ^ V-WI ^ 



3^ jl do* •(JjJJj Jl.) ■aCUl c5>Vl Usftl ^Jl ^Jb Jc J^U 



(j^o J c>C^U j^Jj fcfcjJ-l oLiU ^>^l j^jjl ^ai ^ jjl ^^icJ Slj5 J^ 




t(daemons c*jU*)l) olilJJS' cSoidl oUS/l JoJbJI ^^/j^ oLJ :iiUi)l ♦ 



jl ^ jUll ^0 c^wlfll ^a^J ^J^l ASCII oliUj coUjbLilj 



^J^J j^jib j^'Uj ula: j Jio oUjjJI (j^o 470^1 ^ijl jLdl li» 



^ J^Udlj obUI ^Jy 1 cs^UJI 4^11 ^> ^j^c^ ^Ij^ :43j^dl o IL id I ^ 



^ ♦ 



* fr 



a^jll JffejU PDF jl t(XML a^A. WUil «UU v^il j^ti) XML Jc 5JLU 



fr fr 



jOi ^ cJ^r jOij t(jui ^jfji jIjl^VI Jo a*>u i^j^j ^i) a^Lai a^ ^ 

•***•* ** 



OpenXML fe> j^as) Office 2007 j, Y,x oIjIjuVI J (L'>) 



'J J J ^^y^ 



Lr 50 Ji iJijV oUJa; JjaJ ^SCc co^U-l j iJa^ oU~k)l 



^ ♦ 



!^ ^Jl^JI I oL^Lv* q^aII <q jt^ y jx^il The Document Foundation y LibreOffice J-\ £j jtl 5 




.UUj 2010 j\x,e>\ J ODF S>l 4i^l ^Jo jU 



j\ lJi\j ^> j? cjjjjj j I MS-DOS ^lk) j I t (Intel x86 tljLJLI ^> 



SJUI oVUU oUjj jUp^I ^ JtL- 



• ^jm&jI ^ j jj^j 4^JajL Sj^yaJI oL^v-jil Ol (2 



. u Jc2/j^ r J** L.U ^U. Jl J** Ji^ ^U. (3 



^jj IJij tllaJI J il jwil ju-l^dl ^ So* dJLa Oj^j cS^lc ♦ (J ^5cJ/^5 r Jl s jCl 



jAJl j ^U) "^bu 3^ lib. ^£ f. ^ ^ S^-u- oUj "^IS^ oU^ a£j cJbJbLl 



^^iJ^br £ V- o*\J ] ^ >(cM iP BIOS oblJcl jjJd oVU-l <>* j) CD/DVD 



3 ^ ^ 



c ft ft 

tf) ^jsrjll c^y^ jft^j t^Li^l ^ <>• J*^ £js flJ^l 4^L^» j^j^. FAT32 ^ 



JUI cJ^ l^j 5 *lr! ^ k> ' (^Ji 31 <j*~ £ NTFS <» oUU 



ft ft £ ' ft 



** ** * ** fr* * ** 



oicj cU-UL^i i^j ^ j5i i^v giyi ois Lr AJ ^^jy fij^-i* v d^- 1 ^^! ^^'i u 6 

•j^'ji 1 UJ^I J^J tljjai Uil i^L j^-l .4^.W U JSC o Jt > J^" 



'(ifjJL Cjy^r ^ 'H) Jtj^l oUyk? cc^SCil ^> Ji* tiLcC olLJa? jl oUJa? t^ol/fi 



:IJLL SJuOc JjU ^La Siu^ oUJa? ^Ll> jOl J* 



ttj^ oljal ^ J^il lift J*J o*J ^ lo^l oUllI ^LLc dJJS ^ :S ^Ul UJaJI (4 



(jll ^IjVl ^ JbJdJI i5l>j cMS-DOS at^ Ujj ^IjVl JI^UI Jj*>j!L tmtookj 



MS-DOS ^Ijl j If ULc ^Js ^IjVl o JLL Oj^jj MS-DOS j a U>. -uLl. J&a J^j 



♦Uj^j cmcd, mcopy, mdir, mdel, mformat, mtype c"m" ^ Slj-L* 1^:1 V| t^U^VI 



j£c tlUI SjbVI S-Uj j If ,S JjJJj oliU ^ Ik ^ lo^l oi* ^ :S ^Ul iiJJI (5 
<j^u j) NTFS j FAT32 j FAT coliUI Ual ^ :>Jc ilTj S.I J L/ JcJ/^L 



^ j5 ^> ♦ (%1S31 ^-H. c£^I l^r^ ntfs-3g J*JL« j^tf oUjjjdl jSCJ cJaii S.I j5 



S*l yti tfUu, tflisfr Jl akiJl dJftr c/mnt/Windows/ Jl jjXj o^j^> iS*i» 



^2b) ^5^"' <j jiUII <-J* j^l cJaij JU-lj l3 j^- jkJ I ilfj C ( _ r iOj i J iijaj 



.(duconv, recode, dos2UNIX, UNIX2dos Jl. olj^l) ^>l olLft Jl jOl J«f 



c^^ScJ/^ ,(L^ l^juu) JjJJjj MS-DOS oUJa; JJutD ^JJS JJU diU ioUJ^ ^Ij^I (6 



JuaJI JJc^ IfSCc .j>\j yz-j. cDosBox j Dosemu Ji^ MS-DOS ol^l^- 



J>j c (Internet Explorer ^Jl^j ol jlJt*>[ L p^o JJ^ L^aSCc cMii) JjjJj ollJa; 



<^U- ^ oVU-l ^Sau Jj Crossover j Win4Lin l^Jc ^Vl t&IJ UUI l^a olL-kJI 
oLfjJI Jc^Vl ^ cJ^jL^- »Ij&sJ JjU-l ♦Cedega JiU v^UlVl 



£ls jJI c^j JI^C ^ l^U ^ii- jllj cVirtualBox 3 VMWare If* 



<i il>L-b« VirtualBox j VMWare .<ulc 2uJc3U JJuiDI aJii jruT jJc CjJt 



j Qemu ^/ Ji. ^>l J> UJ ill* .^IjSl ^^JA^j 



^oly- *Ui^ ^J^^» SITU. ^Ic jl cUji Sj^l dSU cc5>! *l>! Jj ♦Bochs j 



KVM 



^ jllj cVserver j OpenVZ j Xen J2U lUfull ^jLtll jl c VMWare ^oU. Ji« J^U ^ cU^ 



%j*5 jp Sale) il jU^ JJ^ ^Ik Jc J**? 4Ju>dl Sj^r^l JoO*)l A£\ jCi 



•oLfjJl ^ S oliJ* ^ obJI Jc S ^iU j>- jl t(Slf UM oia> jJI Sljdl Jc 



Jlia 

<^ J - jl .(^j^J) AbiWord j Gnumeric j' 6 (c?^ J) Koffice J ^ lKA? ci^j Office 



.O'^/j^J JJ-^J c> g-al jJ ^jIjSII c> ^3^*11 J^V^ .Mplayer j 



<jAjjj JJSj jj^j S jjL-a S jaA 5.2 



(jj-^j (°Lp- ^J) J^P 4cyf j i jUU Sj^>-1^ ^o^J. 



I^b4 j)l oLfjJI ^ ^a^v. JS3 oblJcl j£Jj ME, NT, XP ,98 jjjjg Sj^l M 



(TCP/IP JUPl JJy) iSlsJL ikrJW oUUl ^ jwJI Jl» cS/yil liWI ^ 



^lil Js* a*>U. ijl^ ^ til jl^ lib* lcJ J\ ^jJ* (J ti-^-jll J^b j 4ki ^1 ^ l^la^u-l j£c j 



Lpk Solaris aJ^iJ jJIj Sun Microsystem's SPARC ■ajUJ oJia. J JuO*JI U*J UjS 

6 Jui • V^ - J 1 J ^LLJarJl jaoj j^jkll olkil oi* c (Sun ^S^i ^ ^ i y> j) 



J^P p& ^ OjUa a^ 1 oUjU ^ JoUdJ NIS+ j oUU -gjiii NFS oUa>. Sj^-S/I 

jolST ^j^l~> tfS^iU gUI c-jj foU- Uj^I cibJ£ oUj^. Sj^Vl ;S^iU jL^>- ^1 ^ dlli 



•JtTI "AjU* u ^d- (hJe^ ULdLI cJJ&llj cijjSI liKj) ^ullall J,l J^jll JlJj ^ coUll ^lal J^iVl 



J9 jl UJuJC OU^U cj^l li» J* dJLitf (^>^l CJ^U-l <j) L'L-jl, jr^wJI ,Jft*»j)l li* J*i 



Jj^l ^ Ik ii& .li&l if lilt oL.^ Jl «UI (SCSI ^1 Jl tfJU-l » J» j) vjJSClt ^bJ 



4SPARC \j\+*a Uiftl -^^^JA^ UiJl J,l S^rVl oi* JjjA ^&SI Jii ls£c ♦ 



iji S>rl olkil Ja^j tiljULI Sun :>b> jUJL-I c^>I SJU^I iJUj 



♦ 



.Wf ^ jjSc^ 4jIjJI ^iJ^j jSCJ cU>-^ "a]^ 4jUa!I lift J*>«^ ^^^cJ/ J^*j 



jl c^>l L^^j jj£ a5 tLU* oU~k!l ^ jff jlT ISI S J^JI oiks- oU 7 . ^ ISUj (8 



tf/JI jl^L Olf ISI ^ jl Lie cJQj: ISI .lilf Sj^U ^JJ ik^ o^Lw ^1 



cUU j jl c(Uj^j Anjuta j Kdevelop JfU) ^jkll IDEs ^fcdl j^jkJI JoO^JI 



jl IBM's Eclipse) jJuaU X^j^ SJuJc obu ^j^ScJ/ Sun olj^l ^Ij^u-I 



.(NetBeans 



JjJj (j\ jl) Thunderbird JcJI^lk ^3jj*il ^kjy ^iJ.J ^jj* ^i^j t^ill t^^xll 



i #J ^ 4j>j ju&u dili jTj cLy: JJljj aia •(l*jaP j I Evolution jl Kmail Ji« 



J^JI oiks!. ^ s^L* J^JI jl ^S^/^r Ual Jl JlicVI ^ >l olj^Vlj obJI 



^ilj ^oU jac jl TCP/IP jjuljt jac ftl^.) 3cLt ^ofi: J^P ik^ ^Ij^u-I lu£c SoUWIj (10 




^ bUiPl -^JcJ/^ ^UaJ a> ^11 j\ jl^LI ^ il jail ^bJI ±J/ j£c S-sSjJill 5>r^lj (1 1 

• JU-I <u£c L*U ^oU. J,[ L^ii rtSjLill ^ j3l 4^L^» 



S*-LII £jy^ ^a^- ^la^L olj lu£c •L^jIj^ 11* S^l jfyl i^Lvo joj* J* (12 



5* 



O-SLV jj^ ^ J4«j Ualwi aJU ^1 Aukj jj Jjj » jaA 5.3 



s 



cDATA iijLL. PRINTER 1^1 djjLiJ GROUP L^l J^P 3c_^ (jl^ 01 (>>iJ 



^JicJ U Sale) fUjI clia^jJJj joU: If* JjSlI 4192.168.1.254 - 192.168.1.1 



.(i^U. IJWa oSLi v^O! jjjh**' 1 9 2, 1 6 8,x,x oli olCiJ 



( _ r ioJ/^ j SMB/CIFS JlL. JJuil LJ ^-o- Uj ^jjlj cL.U ^U. ^JL. c«Jla biLf ^ *jC 



.nmbd j smbd OUJi (^UaJ JjJ^-) 



5>rVl flk nmbd JU.U. ^.Ju" L> .iSjLill oUUIj oUU »*>L*)I ollL> smbd 



3jJJj j) ^lill ,j> Jiu^ JLLU IJla .(IBM tfjjl) NetBIOS JlL. ajljUj 



J»j cWINS oUai- UJ nmbd .(TCP/IP ^ NetBios ftc J&ti Ci^j^U ^ ji^J cNT/2000/XP 



j DNS ^ fj If I tS^-Vl acyf LjJ jlS' li[ NT/Server jjJJ, Jc Sale J^j jll ^ILpI 



obJ DHCP 



J^P jU i(s$l£)l Jfc^- j ^.J^xJlI fllkpl) NetBios ^\ JL&-I J^U,! cDHCP ^U- jp j» 

WINS ^ JUftl ^ cNetBios ^1 Jc jl^- ^iU lil c<oL> ^ ^LJ ^Uil J*s, WINS 

> iJr £^$/ y>- Jc iJu^JI 6 Jla nmbd Jiis, .4** JUajl *lSj| ^ j*j c4 IP Jc 



fr ft 



^ ft 



If jOlj tcifs S -Uj ^ 0 VI Si jdl J UL>I LPo jl U*l cJa^a; jl Lie •LL** -4**L ole jj& jOlj c (smbfs 
J LLc jUff iiU^ LJjl LF*^ cifs S-Uj • ( £y)S J \£ smbfs iSjb OiJill ^jll j^rf 2.6.20 Slyil jU*[ J 



Util oLLP JLfcl oIj^jJI d i* LJ ^ ccifs j smbfs oULU Ual *LH -(SMBJ ^IJtulT) CIFS 



bjt SljJI p^o jjTiLi^ Ijlju .(mount -t cifs jl mount -t smbfs) (J ^oJ oUU o ^[jj^j oUU 



5* 



SljJI j S^lc jhU*L« ^Ji^jSI jOT jl ^uli csmbfs c_JJa£ Ji ^^U^- jl V| tcifs j^-[prj 



c(smb.conf cJaL> J c£>-< If) L«L oblocl L^P j smbfs Ju^tf d~>- tOblJcVI V* 5 U*J & LJc 



(mount ^i)l JJL^ JfU) oLL*)l jac Iftalacj cifs Sj^j Ja*7 Ljj. 



JlTtas jl LJc :ii^JI ol3 oLf jJI ^> tSlyJI Jl ^U*l tL»L ^oU. ^ j^u-l j 



SI J^T L.U ULdLI f>l cUulj .foLkl UUdl f>l oJL& CjuIj u~Jjdl U jj J\ L.U iiLdl f>l ^ 



Uajj ^Li*^ j^ill uS ♦samba, samba-common, smbclient, smbfs \ ^\ oia OLo ti ♦L-jJ 



LJc j^w- ^jjail JLU L^L (J ^5cJ/ ^U: *LaL- CjUj^. 5 jtaV 51^1 j*j iswat oJu** 

^jj t jjjjj-l jl*L1 Jl J^Sfl 3L^I ^ (Oil L-Uk 4J Jii^i IT ^ jjl) ^1 D ^ oljaU J^J 



J-*^ L>U ^JieX^I jl cFTP jjc aU3 j^c jl t^L^-l ^cJ jic <\y* c/home/DATA/ Ji* cjL^* <j «lj: 



Ulil ja 



*lkJ ( *kHI ^Iji^^ J-wJI y\}\ ^Jic^L .LJ J^, cL*U J^T ( _ r icJ/_^- ^laic^L jW, LJ 



:oL5U 



:LL^ S^a^ ^> (j ^(jj^j ^1 host jl jl^l jj-Xjj! ISjw Ijjjf ^aJ (1 



smbmount //host.carpeta /mnt/windows 



/mnt/windows/ 



:JLfcl 5 jjll J^s b£c Uxp cU^V (3 



smbumount /mnt/windows 



smbclient -L host 



.ftp J^J JJlr ^-bjj smbclient //host/folder ^\j*cJ\ b*J bu&j 



S^ib mount ^Ij^u-I i^lj^ b£c ii^ £>\*\Jz\jbjf j\ tlrb oUlil SJ&I J*>- tajl ISIj 



^ O^UUll t(SlyJI j ItjpjJLI) cifs j I smbfs oliU iJaJl £ ^r - t(<ua^iJ smbxxxx oljal ) 



5* 



Ja^l oUU jf ^oU:| Ja^ blc j jSC^ ebb obfjt jT cjJt \£\p\ a j£ tUL- foU- 4b j 



/etc/samba/smb.conf J jl /etc/smb.conf J <JaiU li* JjSw* t(Wj^)l jl) jlo^VI I^LupI i^Uil 



.>JJ» ILit O ^ JW 

- - « 



jdl Jw^JI JbL- ebb ^b J ♦L^k r ^ jUc obL Sjsb JbJu- oLfjJI ^> cjuSt 




:Uj *|>l ^ boill IJLL ♦smb.conf cjilll -L^ J, bJ ^jU 



(M J*jJI (j^U>-) General flc (1 



(bijl r ^ Sj^Vi c\j Lc pi) Browser ^i^u (2 



Lc p.) Share <^li, (3 



<SJ3J>A. <J»11 1 .(man smb.conf) 4*ldl ojjU:) 01 b^C cjalll IJLL J^kil JJjJI j 



workgroup = GROUP 



•l^i *Uapl jjJjj Sj^>-I Jj>^ (jll JJ-^J ^tJS. 



Server string = %h server (Samba %v) 



Hosts allow = 192.168.1 



.192.168.1.255 Jl 192.168.1.1 ^ jjjbJ 



printcap name = /etc/printcap 



L«U c!^>^ c^aJI 0^3.1 coUjIWI (J ^5cJ/ ^ Ji>U^I jSC* printcap cJab 



guest account = nobody 



Log file = /var/log/samba/log.%m 



Encrypt password = true 



NT j\ 98 3jJJj ^Ua& S^-l LjJ jl^ lil oL^ ^a^u-L ^u, ro' </W 



^Jl oUS" j^Ju j£c ♦j^dll L.L ^a^J. SjsIc UUIj t/etc/samba/smbpasswd «JiiU J o ^Jl oUS" 



yJI ^JS j^x) jL j^Jdl ^ijl cUNIX password sync *H jL>- U*J dJb> ♦smbpasswd 



:Share definitions iSjlill o»jjU? (J>[jr*JL^ cdAlS Jbo 



[homes] 



.yes" 1831 



j ^ If ^lJ^ obUI partition JaiJ L»U jlk) aJtf. jii ^Ll# J\ Xp 

jLv. jLdl j ♦ ([cdrom] J# U; jOI jjkJI j J^j^kll ^^JI^Llw «Jbjtf SybllaJI ^S/l 



U^uoij ^iH j t/home/DATA/ J^JI ^ ^11 DATA ^Vl ^li&J LuLaj - JISJ _ UUU 



jl^P jLdl Jj ^(^^icJ/^ J Ja*ll ^Vl ^Js) WJaJI ^ Lai :oUlal) V^. ^ ^ 

lil printable = yes jLWj • (/var/spool/samba/PRINTER j ^j&J/y*. j d J^) WWl l*f J.\ jy M 



/etc/init.d/samba restart 



b\ j£c j)l c5>-^l oUjiM £\J\ U Smjljco 2uLUj j&& U*l jJ- Jj* c^^cJ/ oUj^ cJo^j J (1 



.J i 11 >J,jlII JjU-I ^ jjjT dhjl> lalj ttole dbui> ISIj SI dbil> 



jJI - oUj jc \±>&\ l-jf>H\ - VirtualBox j VMWare Workstation Ji, tSlTUl oLi" (3 



www.vmware.com oLfjJI oJla Jj^aJ-l dl^x <-j j^U- JJc^ ij&l Cj^t 



^j^uJ/ ^ j^j Oj^J (J^ V^** (jj^jl U»-j>- J* dljj OlT j£>-l ♦www.virtualbox.orgj 



UU ^^Jji. oblJd j ^IjcIj CjuI" jL^-I liiCc cLoU ^oU- Cj^) Oljl^r UaS OlS" IS| (4 



L«U J^j ^ui3jl^4-l 



A ♦* 





FHS j (Linux Standard Base jL^ oJcli jl) LSB Jio j^Uil eia b ^ ♦ (J ^ScJ/ c^l J U*^' 



U^UI £j? b£c jJI olj^l (Filesystem Hierarchy Standard oliill ^UaJ aJSCjb jL.) 



t^ljVI c^^; W iS hell scripts) Ji ^j^* J teyf ^Ijl Sale ^JikxJ i jtaVI ^il 4icV 



sscV olj^Vi ^ UjJl sJjVi ^oUU as* M jjSC iJi^j OwLi 




Ijtjkf frLsiV ^IkJI j^ju L^ai 



.oUjjdl an Uxa^ff ^j: olja 



jll oUjJI Sjbl oljil tbJbfc flkJI oIjjVI fcy? JU^- tll^l jj 



44^. JLfjj OUl* ^wtf Jjllj '"f>" ^-^J (i ^ «^*-^ 4*Uall jl ^JoJ/y^- l^Jli- 



**fjt ^-.-^J 1 (<j^ J) »^lf u*J £&A\ Sj^juJI ol>UI »UI 



jl S^jLI oblj^Vl p» Jl -4UI cl^- ^ jJI jl SasLI f y ^ JiLi^ ^ Ujjr jr y 3 



.lib£l jaUll ^ SJu_u3l oVLs»-VI 



* ft 



c^-u ^J; lib Lie jjSw' j£J u jb^l jdl o^L^-VI ^ U^lj ^ju IJbb JT Id jy m 



jl IjjJuiT L^lJuo jJI Ji.) iik^ oU/,/ ^ J^jJI tali) I ^^ScJ/^r ^UiJ jtJU ^ j^^tf jl 

w . ^ _^ * . t ftc 

4i^t ^-Jj^-j lift tlSjUIl (jv&ji ^uiajl cSj*^ J&il J*jJI <J>- jl (eSj*^ ^ojjJ (^1 jl jLo 



u^y aij^ aifcsM UaVl j ^Li)L U j^ai ^ 



J jtTI ^J^L- jOI IjbVI ^Uilj Ic^i ^lyil JtTl ^ij? iik*M oIj^jSI J*>U JjU^ c^jJI IJLL 



ikj^ iljd OUU j^j^ jl/ j jk*- jaC cj^l (^j^v* 



ft^ ft frftf. c- 



ft «• 

uj~ ^Wi^l i^l Lie jSo •Sjjliu oU-jjj 



V: aSLcil alJeVI oliU, V-L-^ 1 ^'j^ 1 >- ^ oL^Ij oljiVI »i» .1 



.^kiWll ^jlJll ^ LjJc Jj^J-l j<C jJI ObUVI j\ UjLI JT Sale OljAl ai* >/ V .2 



* fr 



J^JJ jl>- ^ ijrj .UwJI jl i^JU - J,IT jCai l;UI - JtUI JwJI oljaVI *i* f IJia-l ^ .4 



fr fr 



^1 jj& jl j£s jl .6 



Ijal cJaJc^dl lift J5 cJWLI J~u- j£*dl t-**^ jJI flfll Jutf jOl ^ J^fj 



.Said I oUoiM jl ^ IjUe^lj cii 1 ^ 'VV 



j)l ol>^ Uwt. Jj£ V aS :V-^ 0j£ V aS (Jpl <£f~c) olj^VI a a* t^l fccV .7 



fr ^ # fr 

jjSi jl ^SCc d~>- c^a^w* oVU-l jj£> aS ♦S^liT jj^ 1^ ^& ai jl cUJuiJ 



oli. jl ol ^ 3x15 JUol a^ IS" j! ISU cobUI JUol ii> ^4-4 ll JL. Vj-J 1 



fli^l 5*UT jj^ jjSC^i cdU Sa^ ^ ^ lil s^-4Ji Jcyf jl a^lj Ja, ^a^J.1 



w fr fr fr ^ 

•It** cJljN^U ^j^j S*UT J^l V^ax ^la^-U j^fV l^^utfj Ifb »ljaLI v-pjt tll^l .8 



^jJl^) Jwi u^J^J ^o^^ (Sj^* oli ^wv-UI Olj^l ^Ij£&u*I ^LtJI 0 JL& (j 



fr * & 



-J ♦ ♦♦♦ 



♦LLP *jJ V-U^l oUjUil U ^ Jui: iij^ ^ J tayr 




c4j jUdl ^^SOji, iJaSl J/> ^IkS J - U IcjJ - U*l jLdl life ^JL?dcJ jOI V^?J' 



CjLdl lift o j^4~J jji^ £j& C4JjLil4 oU-jJj jLdl lift £J0 clJub pPj *d j^SOl Ol c^fj 



:^UIT ^UVI olj^l j/, b\ 



V»^l ^b' c>° *Lr" OyJ&iJJ lf*J£^£jji l)j&U S^lcj tV.LVI :/bin/ .1 



jl (/bin/bash J2U) oUo^JI jl (i^ j)l /bin/Is Ji,) 



./boot/vmlinuz J ^^l! Sly 5 Ji« c^lk!l i jj ^i)l oljj^l :/boot/ .2 



j /dev/mouse j /dev/modem j c/dev/console Ji« oliU :>UM lu£c ♦ oliU jl 



Jk^ £y ol3 S^-Vl j^l oOst oliU ibljjj jjSC- jl j£c jJIj ... /dev/floppy j /dev/cdrom 



jl cPS2 ^y SjU Jic (jz$\j c/dev/psauxj J^Jll /dev/mouse \^J*£*A\pr\J\ j 



*ij?4jj^rr cJ^I IDE jis*dC J^?^ iJ^ji^ ^IjSI t/dev/hdc j J^jiJll /dev/cdrom 



jl Lie tjl^l ^ j x ... /dev/sdx J2U j /dev/hdx JS* IDE Sj^l b> 



«* * * ****•• 



/dev/ olilo *Uilj Sj^^l L^LilTl lf£c (udev jl hotplug Jl.) ^ \£A ^JU ^a^ui j^l 



l'jfr\ j\ ^Ul t J*» j*j jl flkdl ^Li Ujc^ feC*Lo 



J*i ci^l lift j aujJLI oULU J^JbJj jLs-V IjbVI ^ ^b>^ oUVI oU. :/etc/ .4 



<4 



^IkJI J ^J^uJ.1 olL>- oUjU« ^0 Ujpj. ^yi /etc/passwd :Jlill J~u- 



^Ji^L^ JS3 V^l ^laS^I I* J^j io^-^^l oLL>- <£j£ :(J/1I) /home/ .5 



(so* S jjOo jl (a. aU>l) fcli cjlf c^a^uJ.1 ^ ^ jJI ^IkJI oL^C» :/lib/ .6 



wUjSI :>UI olc LuSCc cJu-Udl Jcj Jibe. a j\ libc.so oliU j :L^L2I tcJlfdH Jju- Jc 

** *• 



./lib/modules J ^^cJ Sl^J (i^^LjJI) 0 j^cdl 
l^J ^ /mnt/cdrom/ amount ^Vl ^ lo^l k> oULI ^ iki :/mnt/ .7 



.Iflljl ^^Jl 5>rVl ^ iki :/media/ .8 



0 



./usr/local/ obulxlii £U >l ^Laj j,^> «y 



^JUsJU /sbin/fsck .(jJtU ^ JUcJW) ^ jJ SJ,^ oljal J»_, ,X^^\ flkJI oljal :/sbin/ .10 



b& V "^>J^ J a-V^ 1 uh cH V' f^ 1 ° "^j 11 :/tmp/ .1 1 



Ulf Jl «U»i tb» Jtfl "aU^LII ^lk!l oU^ ^ ,^lk!l j fc&t X&n :/usr/ .12 



/) flkll j^/j (/usr/share/ j ^ col^^lj cj^allj tobjiVI) S^-udl JaJL-jll 



^^aJI ^U?Ij ^jjJI CjuHI Ulc] oL^-jJI /usr/local/ J U^l ^J^iJ ♦(/usr/share/doc 



Jc flkl) SjbjJI oUaiHj ^IkJil lki:l oliU "aSU jl ^ y j* oliU :/var/ .13 



<j 5c Us) I cJs^U'jj c/var/spool/mail/ j JujJI iSy^j t/var/log/ j ^.jLi)l ^Ui* clMI J-u- 



./var/spool/lpd 



/ j /usr/ ^J^c^Vy 11 oliJ^dl ^ ^ f toUll ^ Ik) FHS J U jJLI olaj^l ^ ai* 



J*V grV (iiJ^ 1 ) ^ J ^ U J8I jl ^ iJLisll olilll jl/j laLfrVI obUlj t /var 



.(FHS 



s 

olilll j ak^ # ol j^Jo JaS .Iju- JSC^ # FHS jUo oU^j/ljjai ^Sr coUj^l {J a^ m Li 



VI oUj /usr/local/ j /opt/ J ^Jj t^L^ a£c ^jjl jaQl jA^. /etc/ Jj ./var/ j /usr/ J I^JlaII 



./etc/ j i^Uil -L^aJI oIjA^ (j^u <jui* c jLdl jLo ^j^JlI Iftf lil 



cjUll lift Jl .SjjSf JfLL. iik*M oUjjdl ^ olL,kJI aJ^ OjScl colj/Vlj coUSQlj 



♦^^JcJ/j^- Jc ilkil ukaki jgUll ^ Scyf «riS J LSB .aj&ljdl ^^i) oljL^I ob/ ^ 



^Lil j ^1 ^^SoJ/^- JJ:> Jl izjil Id •SJfcLdl J^aiVl jLkl - Jl* JU- J[ - j* man .1 



man command 



man n command 



^*2I pij n OjSC d~ 



^^ir OcU jdl tkman j xman Ji* t^aVl l3U5^V oljaVl J^aJI L*j d^U 



— - «• «• 
bocbJ jdl j apropos j* j oLS^M j^l ^1 i5b> j ♦ v j y. y>\ u» jW* J iaksM 



j£c Stat ^L-S/b .4ylj^l ^ j£f j^jd ji>- j £bjJI U* j^t •>! ^Li SacLv* ^Ik y> Info .3 



•r .4 



jjSC jl j5Cc) jJa; 4»> j£3 aj^- lii S^lc ri«j>JI (/usr/doc/ jl) /usr/share/doc 



j^j V> S^UJI j jJail 



*** - 



i*> ^ Ijdal jLj jij? .IpijA Jc j£/ ^ IjjjJ) .PDF jl HTML a^. Jb jjlj (.Ik) 



<uJaTj flkJI j jjidl cJul^d olj^l Li (>CJJ\ J ♦/usr/doc/ j SjsIc cJr oUj 

** \ «* ** ** «* «* * ** ^ ** 



• ^IkJI J-*/ jL^-V ^W=rb jiy cjil dhelp j\ dwww J2U coL^Uj ^ lyjl 



j devhelp J**) oUl* J" ^ jJI j * oUI^ ^ cojjkil 



^Uij {J»zJ.\ c& *4>-\/ £)ije Ji SjLi^I shell Ji J "i&Ji^" fUl ^Jk^ll fJAbJ 




ZLJa iJ Jtl i "A»X*>\ ,^S> \Jt2- JJ^I fllaJ 2ui ^ LOu C^lkJI ^ O^JbcX-II »U U J> fcJl^JI 



c ^kJ L/ * j^l *ljJi# kdm j '(p^-) gdm j c(X Window J <c£A* syC c£a5l) xdm :lJc 



Ji« [v-^* j'] J\ X Window (j ^W^j ^ j£ ♦ay^- *l j-^. 

.5 j jdl oLi JaJI SITU- £l ji SJi^lj aU*) ^bpw- U JS* ciJcU; ^ JcUxU ♦c£-6" j' f 



.X Window ^U- Jia i^^u J| oLlCVI ^ jl telnet, rlogin, ssh Ji. L^l 




4°&xl\ Cj! i J-tSJt CjUIaCj AJ^ JJl^ Jlia ; 1 



4. JLf . lid I 



4.1 



(&) 



: J^ljLI ^ a Jc j V^kLI oLUI JJ^j J*ur "a5j>* 



^IjVI Ja— ia^/j e*lj» .1 



Uj^j $ ? * Ji* wildcards i^Utl JjjUl ^aSf .2 



OX 




gbjll JwJ jfr^ll .5 



jl toULkll Jj^ jl liJbiai ajuaJI ^Ijl jl c^lkJI ^Ijl J-kiD 15 > Sale ^l/VI jjk- j 



.iff jJl UjuJI 




J,) £b jJl jru- 54-Ui JUj^ll ^Cdl U, Jl 5»U,I uJeUdl UJl*l) 




^1 £ a»JU^!l ^^cJ il^JJiS) .(Jail I ^1 ^l-U^l e jiL. JLfjJI <j*^l OUU JJcis ^ 



Ik) 




* • 




: Cx^ ^L^l J^.j l^>- 



Returns prompt 
Reads next command 




Shell looks 
for command 



Is it an 

internal 

command? 



Yes 



* Command is run 



No 




Creates child process 



Is it an 

executable 
program? 



No 




No 



Yes 



Yes 




Parent shell 
waits 



Kernel loads a new program 

and runs it as child 




New process runs 
and completes 



* end 



Parent shell 
wakes up 



.akrjll oliLLI handles o£>c* tlw j* oliL. 3ftte U UjuJI l^axJ jll oUll jT 



ft ft 



cJoUj C^i JaJI £y^L* 4>- jl is^^. JUo| cJol* LS"JL* 4jjJ jjSw- 4J Ja}\ ja J*ju £b jj ^1 jl lift 



l;UI 



Said £• J* Us; cjlill Jc ,4^ ji\ ii\c[ \jjb jlL c^-l cJJia ^1 J[ cJiL» 



.pipeline e^l&l J$ yu U *Ui^ t^l&l ^la^u-L l r i« r - £l jJI 



cULkl j JUS- If! (J,l oj^ tcijll ^ J ^Ijc Sjc Jj^ ^j^J j£c r^j&sJW ^ ^Ijr .3 





command op file 



command 1 I command2 I command3 



.(islsJl :L;jl.) 



C- ft . <* 



Vjll Js^l y. PID .3JUI obytf PID Jic Jxl kill -p PID U ^.:lk>. 



olsj^J! 4.2 



5? c 



^jS^/^r 4*Ji^ • (Bourne-Again Shell J jU^-l) Bash J^l .1 



UaJl Jf lflw£? jdlj cV-UI ^^^fca^ lib • (sh J^j) Bourne Shell djy 9 .2 

** ** 



Bash J^L ^^J/^- j ♦VjJ.I (j^O J-^ yjL ^ ^J^ 7 5 ^ •oljlJ^VI j <j*£a 



^JlJlI d^l .CjLjuJI ilf j AT&T j Ojj; jiJu- LaUil j)l j Jj; 4aJt*» j\X*>[ J>j <.\j&* 



(# j> jJU-1 ^jfcujl) '$' j» 



- (aJiljdl Jcu* \i JiU^VI |f) jjj; «JU* ^ 5cyf .(ksh J>j) Korn shell OjjTaiJU .3 



u^f'Cj Ojj; ^ LJ^ c>- Ji^ Jllj - (oLtftfl j) AT&T j Oj/ JJo 



.$ j* Jail d^l .oUl^l 



J^J - ^ 1 J^ 1 >- a* V^J '( alias CjljUatVI jt) SjUxJlI Ax>% c^ljVl Ji, - 



»W yJU^T ^JcJ/j^. iJaJl j l^^Jaff Jo Bourne Again Shell - Bash J^l V** ^ 



•as^^il b±^i J j^u- coil ajuJi dift •ajuVl jj* JL^. J^U^^l 

- - 



l^W Ifij^. L^jUll i^; ji zsh j^j: ^a^ UJ iSU l 



Jsl^ \*JjC ^Ji»u-L SSHELL j«dl ^jj^I ^JicJf 1^ J^\jc jJI 5»ju*)I li^t ^b> 



VI 



echo SSHELL 



:oUjl^JI j -.OjUvo <j-I Jl (j^o jl a^ 



j£j 4i a^ ^ all ^a^ull uL> *ls3[ a> jUll ^ ai ikr ^ i£ jl* ^a^ ^LkJI ^aw^J. .2 



cJoU J oUjUll dfc IlU ♦( cr 5cJ/^ r j JiL Ji.) Vail ^ J ^ !l JO 2 ** " cHi^ 'H" J 



^IkJI oUa^ J* j*^ -1 jL>- ^ ^Vl la* ^^L* ♦chsh U jjJtf j&j c/etc/passwd jjjil oU£" 



.(/etc/shells Jl UJ >l) "^bdl 



.(/usr/bin/ j jl) {J S^/y9 r j /bin/ oljjjf j oj>^» 0j& S^l^j t^JLi: cJol* LU* ^ Ua^ .3 



man ^la^u-^l ^1 oUi^ j jy5 r U^ljJI ^IjVlj *la3VI JU- .(ik^. oli}fc>-VI j^lvl?) 



(man bash ^) 43a^> j£3 



Lc c4:U-Lc>-! *L l^k^ j£3 j£cj c(*aJI oUU L5 ^J) ik:^ ^ oUU 43 a^ j£3 .5 




cut, sort, cat, more, echo, grep, wc, awk, sed, :Jt« 4^jJI ^^dl j ^lak^VI WLi ^^^'ji^lj 



. . . ,mv, Is, cp 



cz€ f>\ (\s> J 43 a*? l^J) Jia^JI Saa>- 4^J #.aj L*ic M3 c4^> 43 a^? j*a^J IS' IS[ .7 



cUajlj *sh, bash, csh, ksh c ^ a J.rJ 1 ^Jail! ^«l ^la^u-L LppJciwi citLo» Sa»l j jl 



* fr 



.ksh j Csh t^u J>^l ^a^aJI U U*j J^a^j CSh ^ XH\j^ J^l »(sh) 43J^j Jj£j c£>^ 



43J^a!j c^j^i-AI x& oiJjC ^oj t^J£d*ll uL> j) ♦profile ^JaL» ksh j sh & Ju*) :*Jl)I oliU 



w ^ fr 



o-ulj Xp J^~) ♦login cJJ^ csh ^a^Jj t^JLis ^ ♦kshrc 4jH cJ*b U*J ksh JjjS" 



4* 



(oLtJU ^ J ♦profile J 4ilill) ♦cshrc j ijL>- ^ £Xr^l ^ ^) •logout j c(Jaii 



/etc/profile <J oljL^j ol j^ajl U*l j^Ccj ♦bash_profile j ♦bashrc ^JaL ^a^uij 



Sale) XS> uL> J £*j7 43JLyaJI *Ju oliU ^a^u^ jT L^Jlc jOI oUil JJ JuLj^ ^Jfll 



SJULI oUUl ("^JaJI jOl" jl) r UJI UUJI il/ ^ajl j£c ^ (/etc/skel/ if UjJL. 



^ £ _ fr ^ fr 



Jio caJU^JL ik:^ j£ ^jCl OUL Uajj C<j*l lijaj l^^u Jlf jl U*l ^SzJ}/ y>- J b& .iiJaJI 



fr ^ fr Ml 

JaJI S*l iyL jl cfile sciptname ^ cfile ^Vl f IJ£d**L jJI ^^1 J^o j!l 43Ji^JI JoJ^ LuSsT 



*** - fr 

(J a$\ JJc^ Ji> - JaJI IJla bj^i ... bash, sh, csh, ksh name d^>- c#!/bin/name j^SC ^ijlj CcJoUl JjVl 



fr , fr 5* 



pli&JI Q I j. xsllq 4.3 



VI 



1 t>* 











/home/abdo/ 


HOME 




Abdalraheem 


LONGNAME 


djliUI) djIjL^ll 


/usr/local/bin:/usr/bin:/bin/ 


PATH 




/bin/bash/ 


SHELL 




$ 


PS1 




/var/mail/abdo/ 


MAIL 




Xterm 


TERM 


2 JlaJI jLu^l 


/home/abdo/ 


PWD 



»env ^\ f asxJI lihiM ol j^cdl ijj 



.4*Jl*xC ^Jjl JU-I jLJ.1 l/V* 7 J* £s>^ 6 fJirfJJ jLv* (j^ ytf l^L /I «^iJ^ f 2 



$ env 

SSHAGENTPID = 598 
MM_CHARSET = ISO-8859-15 

TERM = xterm 

DESKTOP_STARTUP_ID = 

SHELL = /bin/bash 

WINDOWID = 20975847 

LC_ALL = es_ES@euro 
USER = juan 

LS_COLORS = no = 00:fi = 00:di = 01 ;34:ln = 01 ; 
SSH_AUTH_SOCK = /tmp/ssh-wJzVY570/agent.570 
SESSIONMANAGER = local/aopcjj:/tmp/.ICE-unix/570 
USERNAME =juan 

PATH=/soft/jdk/bin:/usr/local/bin:/usr/bin:/bin:/usr/bin/X11 :/usr/games MAIL = 
/var/mail/juan 

PWD = /etc/skel 
JAVA_HOME = /soft/jdk 

LANG = es_ES@euro 
GDMSESSION = Gnome 
JDKJHOME = /soft/jdk 
SHLVL = 1 
HOME = /home/juan 

GNOME_DESKTOP_SESSION_ID = Default 
LOGNAME = juan 
DISPLAY = :0.0 

COLORTERM = gnome-terminal 
XAUTHORITY = /home/juan/.Xauthority 
_ = /usr/bin/env 
OLDPWD = /etc 



jSsb ^ ilojJI 4j*^jJI 4.4 



.[Coo] j [Bas 



#!/bin/bash 



** ** 1 *• 



.^kjl lift ^ (^jjl j^aJI 



chmod +x script 




L> 4dJl^)| ^JdJ ilu>- tttJU*)! ^ .2 

/bin/bash script 



^ib^olj^JI 4.4.1 



variable = value 



Jd\ i*j ijj & 



echo $variable 



Jc C jU- L> jjicdl J~L ^ j jt) (jfjJI >b Ja* Jail jrJcil 



ua^dif tVji .1 



var = value 
export var 



export var = value 



•^IjVl ^ jfjOl ^ o^UUT alUI o^^JI Jii£ :N$ - SI .1 



^IjVl 0 J,UU j^ij cjfjJI ^1 ^1 Jii£ :$0 .2 



lift j N Jl 1 o^WJLI jf Jii^ :$* .3 



H 0 o^ji ^ ^ ^ J\ y> S^ULI a^JSJU Jii^ :"status" :$? .5 



fr fr * 

• UasW j^u *i) ^j^l ^uJj cUc^ JuiJI jb 




• dJU-lj oJ^^S" l^U-b J^^L ^^Aj^a^ll l«^\c .6 



l^b S^Uil J*jUM JjblfTl^ Vj^I ^^^1 oU^ .7 



U JIjlL-I jl Juic lib* Ofc* IS[l$U*U U ^JJ ^j^J ( v commancT idJ^f) •sifUl 1 .8 



.Svar jjdl J^U (Is ^1 JLiff WS) J^U j)l oUll icli var = V ^1 



oLjjLcLo 4.4.2 



o [expression] j^dl jl test expressions ^lo^u-l ^ oJU!. i^Jll 



'<pl"i jl J^ 1 '"=" (pl-i :(v*^' c» & j)b '-e* "g e > "gt -le, -It, -ne :\»J\ objUll .1 



£ * c 



cigai J*li clcjU <S,I yll Jjli c<^lc JfiL* ^ oJJJ .-d, -f, -r, -s, -w, -x :oUlil ijll. .3 



. LLdJ LIS 



(-o -4UI) OR (-a -4UI) AND j (^11) NOT olj^ t-a, -o ,! rolj^l ^ Sibil! ol jjidt .4 



jJ^JI^j 4.4.3 




.(man bash r^Jtfl) u^U iJi-b ^Ijl .2 



^Vl JLaXT 4j^> 4^J Jc ^ ISIj c jOir if ... then :oJ 



If [expression] 



commands 



:command2 Jla^u- dJili lac 



if [expression ] 



then 




commandl 




command2 



:iiU?[ if 4Ju tlfjLL (J ^i df . . . then . . . else if . . . else oJ 



if [ expression ] 




commands 
elif [ expression2 ] 




commands 



.1 




commandl ^Vl >Li£ cijlkll J^aJ-l ^ ISIj t j^dl ^ir if ... then ... else LJJI .2 



.3 




jU^I 4^J *L :>o*dl jU>-*>li ILL J* case select oJ 



.4 



:icli j Jf j> JuT for iiU .5 




:J? jiJI ji£ -Up while iSU .6 



ame ( ) { 




fname2 ( argl, arg2, ... argN ) { 
commands 



:J* ^ill ^ jl J,l until .7 




functions <JtflUj O^feVI .8 





fname2 pi p2 p3 ... pN jl fname :J,U£* ^li-J^I 



5* 



4*jjjdl \*Jj jOl £j\ JUIaj lift j (,tgz J 1^) I j Jo 



tf. # * * 

j>IVI dia ^LiJI ccJj\ J ♦ ♦tar.gz jl *tgz ^la^L^JaJj gzip Sbl l^ia^ ^ *tar ^IjcuI a^lj 



tf. ^ tf. # tf. ^ * £ ^ 

•tSjfl lia*^ ot>-VI (j^o j Jy cbzip2 Stal 'gzip J^j *J*£~a jJI •tar.bz2 ^UM 



4ik£ oUj/j ^S^Lil jj-^Jjt iJsjI y JbaJir coJbJc oUd l)jL« aiSI oL^-^)l ^iit ^ j^T •W )J dl 



tf.tf.fr w tf. 



mozilla-i686-pc-linux-gnu- 1 .4-installer.tar.gz 



J^ljdlj l^U d> J^^l j Pentium II 33) i686 4j jL*l mozilla j*j ^1 LaS 



amd64 J\ t (amd athelon oU-Ul) k7 jU(amd k6 oU-UL) k6 J ci686 J\ u586 jl d386 Ci/s jl j<Cj 



fj^m t>'i) ia64 jl t (em64t ^yi jjl Jal ^ 64bit oU-U* AMD64 oU-Ui) x86_64 j 



<ol b |f t... ,sparc, powerpc, mips, hppa, alpha :Ji* c^j^l «J^^I oLjL»d Laj^cj c (Itanium 



mozilla-source- 1 Atar.gz 



Sj^U 1^1 [£ cjl^LI i jL~> V -siU-l j ^cs jJIj source US' l^i ^ jJI 



Solaris 



is, c^JcJ/^r :jJi^ jl JJ^ Alk JS3 ^IjTl IJ» ^iu-i tl> jl^LI i of S j! 



... Irix, BSD 



tar -zxvf file.tar.gz 

(■tC|Z <»^iLa J-aVl (JJiij ^I.VViml ^jfLaJj) 



f j caJ^JI ^ jio ^jjl v j toUlU ^1 ^j^u-I ^ijl x j cJa^all dU ^jjl z jL>- tar ^1 ^ ^a^ui 



4^> J^Ulu- ^jjl (Jftill JoJ^J 



z jU j_^ \£p Ul j<cj 



gnuzip file.tar.gz 

(tar <-a* ui s^) 
tar -xvf file.tar.gz 



^■bjJI ^yl jl Sale o^lj tl^yi jll oLilll Jc ctgz JJl* Jak^ dU ^ jl U (2 

.OJUj j[5-fjj)i oLsLipVI dJJjS^ tSjla^ Sjki- Cj^II OjjL>- ^ JjMj dnstall jl readme ^ 



Ifp d^l jl jlj <r*~**J\ oL^jJI LjJ jtf jl ^ji olaL»VI aits jl Vjl U 



. frft tf. # ft 



IJla J**J .oJr JJ £b jJI jju^ Lie j jSC^ oSU-l d a* J . ji\ aL* j> ■siU-l j 



3[) oljkJ^I Sale ^J£ei*J (^ijlj t(JVI ^1 cautoconfiguration 4JSJ jUc^-l autoconf ^pJo 



oljaVI j^-j \sj{pr Jc aA^t j» Iw* jfjs ^ :./configure .1 



^JjJI C^at Old ^ jCll ^ J*£ (i*f IcjfU jt^iJI) '--prefix =' jLfcl 



jlS" JLI j I ^1 Jc[ UL^ :>a>. ai j jSC U S^lcj t^>c^)l jS3.l J ^bjJI 



:make install .3 



.Jail jU:l j 



L^L aJUl fU) ^ 1^1 o^U Uj <V ^ I j^ 131 £b jJI Jc jum t a,lc aJuf d a* 



01 JaJ-l j-J- j£j c5a>. Jc ^ oUU ^juj^j J\/j ^makefile ^ J\ s\Jc^\ oliJn Jc dslA g*j tCjJu 



Lie j dJJi lac t IS[ ca^II ^ la^u-l Lie j ^SLj c^idll oLf jJI JT l3 jl JU J 



compact cJfl^ j\ Jfr c jU^I) tar -cvf dir.tar dir i^^J jl lu£c c"dir" jA^I Jai^- l>j Ul ^ 



J^lj jk-ijl JaW£J) gzip dir.tar ^ t (dir.tar cJiill Jl dir i^l 



tar-evzf dir. tgz dir 



oL-^Uj oliill (j^U^ J^bb>-^l b^jl 131 cxv^* & •dir.tgz cJai- WlJI dj<^ 



ljL>- tar ol jL>- jS^tas jl Lie S^j>-^ jjSi aS j!l J^ljjl Jl ^U?l c^a^uJ.1 



RPM py> 



5.2 





liSl ^jjl RPM f> fUti JSC 



f ft 



tUL^ s obL Socli ^Ikll li* Jain: tU*lj .oLf^JI c 





:Ji. IH RPM ^> 01 aJc J>jUi!I ^ 



package-version-rev.arq.rpm 



jJIj cRPM \*'J>- 4^1 jll jtij J| Sale rev jU^j t jla^VI j version j c^b jJI package d~ 



i386, i586, i686, ObjL*. Aj» U» jjl Ijlwdl Jl arq j^j 0*>l J\ oljLI ^Jc ^ 



Sale ^a^oi noarch ijL** Ul u*« alpha, spare, ppc Ji* U j£ jl cAMD j Jss[ ^ x86_64, em64t, ia64 



ft * ft 

jJI j^Udl ^j>- J[j^j3 sre jl c^jf jJI ^j^dl 4eyf ^ j jS tabJI "jjii*^ 1*^-1 jjx> Uxp 



U* lfi-U« jl V>- £• cii^u- j!l U**JI oljU-j trpm JJ^ ^aUp^l juLdl 



: J^ RPM f> ^ loL^VI oLL*) 



# 





RPM oljU 




•* 


rpm -ql 






rpm -qi 




.1 oUC tlULI oUkdl 

♦ — -/ ♦ • • 


rpm -qR 


# 



Jaia ^b>c^ dtp j http oljLv* CoJdi c4^»j^ Jajljj j\ crpm -i package.rpm titLo. :<j^Jo!l .2 



L^UipI :j>j Jl>j CjJcdl Jlf I j£c ,V^U jlyp ftp:// jl http:// JLJI ^lu^V 



W X £. £ 

c^ikdl lift Jl^l ^ JU j ♦IL~** iota jjSC- jl ^ j& oLf jj jl ob£* O'lT c<ujj-l 



jSCJ) 4^J-I Coor rpm L£c ♦U Jj jJI ^J-l j O^bll jJb b jU-l rpm ^ 



oUjUll Jj*L£ it La, jl c— nodeps jl —force jU:b (-4JU-I oi* j V ai Jidll ^LfjOl 



d[ oL^L^p^I L ^> 6 i» J :5JoOc \& J oLLP j^^: (rpm ^c) £aar ^LLp j[ 



bdt 




RPM obL SacU j ^ LSI ^ gjll ^b J^J .j Al^l Jj cCaaJI Jbu U oLLP JLfcr 



* 9. 



rpm -U y> ^Vlj cLL^o Ld« £b jJI ISI Vjl <j*>*i cCaadJ :d«Jbcdl .3 



3 



•LUIj jAJI CaaJI l3o^- piu-j c package. rpm 



o^il oLlil rpm U ^ IJLL ^IkU J~M olilil j& j^cL, A 



rpm -V package ^Vb •obUI j Lb ^ ^ u^t ^ ik>- jl ^LpI ILLP i^b ol jwu il 



p>LI LU* toLaL»l ^b. IS! 4 (--erase jl -e jUUL) RPM ^ : JsJJ-l .5 



rpm -i ftp://site/directory/package.rpm 



jl ^ -^bdl S^b md5 ^J^J ^4yy <y ^£ ^ ^ Jb ^j 5 ^ £ ^ iolc •#£>U 

J^iij .1^>LI Vir jr* J^tu - (PGP ^ j^r jIjl^I GPG Jio - ^| iJaJlj t Joir 




^|j£ci**L jl ^J^J ^j^l oUjjd y^ tvl-jC^I RPM ^> Jb£ jl bxc laXz* 



.RPM 



jJI GPG ^Ij&s-I cL^> ^[>y\ oife Vrj^ 1 oloj^il \j?J\ t^L j^l ^Ij&^-V 



LL^» 4io ^Ijdl dift U S^lc ,**jL ^-bU ^* PGP ^ly oliU (go^JLI) ^jj^ 



$ rpm --import GPG-KEY-FILE 



UJ cJJAI IJA jjSC U S^bj t tCUJ8VI cJJAI jL* jl GPG oJL. y> GPG-KEY-FILE j^SC jl 



f IkJI j c bill ^Ul b£cj .4^ ^ j5>ai md5 y£ 



$ rpm -qa | grep A gpg-pubkey 



^Jc J^U f ^ill c bill oU>dl ^ j^l ijj b£c 



$ rpm -qi gpg-key-xxxxx-yyyyy 



^fLL. cJoU c^y U jtf 131 U ^ ^ cS^Jtf- RPM 



$ rpm --check-sig -v <package>.rpm 



^S/l ^la^l b£c t^bll ^jdl *U U jl jTblij 



$ rpm -K <package.>.rpm 



jj* j£ U> RPM j^U-Up .1^ ji* jJI ^Ijll ^rliil ^JU 



♦ jjlcU ^ liU j^J jl Lie Uxpj j^-i 4^3^ ^J^l jjSi V Uxp jl cblk J 



c(c^jU- If) DEB SL^J.1 aj^l jLo ^j^J •oLfjJI ol^a*^ iojjdl J juT jCia 



j RPM V> tfjj^l Cr 0 ^ ,S l -f^ 1 ^ ^ '(^^ rpm </^0 RPM 



C^JJ jl - DEB Jl RPM iJU-l oJla j - ^ ^ Jjj£ j)l alien Sbl ^ I j&s-l ^ t jLo 



Jcl Jv-j oU^ Sjbl ^Ik ^LVI »i» V3i J 2 ' p*^" 'Hjj^ c^^^l (Cj^ 11 f 1 ^ Jl 




0 jtal Jcl ^ OlS Sta V ^ ill YUM ^UaJ fJJ*Z»i t (If liJLi j oU; j) I jj aJ J 



tlibt Sjwc olc:^ Jl Jy^Jl YUM .^jj-l as. oUUip^I aJVI SjbUI Jl cRPM iJajl j ^1 



</»L>l Vrb 4j 6 (/etc/yum.conf S^lcj) cJaU J If blocl J*£j 



: Jc YUM jUI 




/etc/yum.conf 5 




/etc/yum 




/etc/yum.repos.d 


.gpg 


:1oLpVI yum oLLf* 




UL^ oil 


Yum install <name> 




Yum update <name> 





JS3 OjCU olcj tolojxJJ ilJc^olik 4i Jai^i /etc/yum.repos.d/ djLv« j^- 41 jbLI oUjJj^I j YUMJ jj£ U S^lc 4 



|lj cJaid tfIS yum Ja-^ai ^j^uj jUtf /etc/yum.conf Ul *J*-\j j joyL*^ Jf \ j^Cj c j&\ j\ JU-lj joyL*^ 



♦IjjOi 4*ojj? *uL Uj 11 jIjl^^/I j JiVI c /etc/yum.conf 4jl ^>c^5Ij c/etc/yum.config j& JiA\ jl J^^l ^1^3! Jj« 5 



Yum remove <name> 




"XT" 1 * 

Yum list <name> 




"X T 1 ^ ^ 

Yum search <name> 




"X T * 1 ^ w 

Yum provides <name> 


c <auil ^ (^111 ^ jaJ jc ' ^ ;» 


Yum update 


<Lo<L Clu^j 

• c 


Yum upgrade 





»?LU.Ijjl yum otalucL ^jil yumex Jit yt U*J dlb* ♦pirutas oLfjJI Sjta[ 




5.3 



^ 5*^ f>1 j, V> Olcyf jL^I jOl ^ J*£ c^jjl tasksel Js, aJclij oljil OLjJ 



lib*) Sa/rjLI ^ -aMf U) jll dselect Ji. jt tUj^cj ijffejU 4jtJ Ldl cXJ ^> 



(">- «j'' 5 )' c(rpmJ «jL>l J-i^l cS>i~U ji j*j dpkg <-^j^ Ja^- Jc 



J coUjUIL ik.-Jil ^1 ^Ijjl JT .cUJclL ^U] dpkg -i package.deb Silc cS ^iL. DEB 



.(apt-xxx ^Ijl l^Ji*.) APT oljal If I Jc j<£ (IjjJi j YUM -JU j If) -L-jdl ^_fJ, 



coUjJI jiUt. j, JbJuJI Jc bL»l "^Idlj aJU-1 p)J-l aiU y> fJ-\ SjbL APT U ^4 



U^il^U* Mii^ ^lk!l J^f aijsu cS^iL. SjbVI oJub ^ ♦FTP jl (HTTP) ^Sl rj l cl^ 



<y u^tdl j^UIL iclS /etc/apt/sources.list d^- t /etc/apt/ j S^kll oUU y APT flk ^ 



:l|Jc lit. VI 



deb http://http.us.debian.org/debian stable main contrib non-free 
debsrc http://http.us.debian.org/debian stable main contrib non-free 
deb http://security.debian.org stable/updates main contrib non-free 



W WW 



f> Jc J^U t(S je~X\ 0L0 "aJU-1 6 Jla j 5*sf oLjS "V Jl" j^Ull j- JbJ«)l ^ 



t^jLI j»j (web/FTP -JU-I «Jla j J-j) fj ^ ^LVl .^J-l 6 i» oU,Jb* J^U^lf. oUjJI 



jsItOj* Jj^J-l ^j^C ♦(sources.list J j^Ut« j^Ju Jbo) ^jj^l ^* ^J^4 o jl j^Uall oift 



U «J jJI t apt-get L#UaJ <Jc J^LJJ V - ^' StaVli coU jJl j^Uxo Ja^ j[ U 



9 e. 



jpjj apt- get J l^lj UJ iiU .1^1 d-a^ j^-j S^^idl p>U ^^IjVI j\ i-Judl jl 



i^ljll fci-P- capt-get J fcTU- U jL^I jSCc OLiU j) LLP apt-get If I jU- X$>-\j jAk jllj aptitude 



aptitude 01 jsrvj »iJiclij 4^>-l j ^1 j cj^l J^Aa ^}J-I oIoLzpI j^Ju Aj\ aptitude Jjly ^ c(jj 



:apt-get j V-LVI <JtfU*jll jau 



£jl3t .1 



apt-get install package 



:V> ^lljl .2 



apt-get remove package 



apt-get update 



apt-get update 
apt-get upgrade 
apt-get list-upgrade 



j)l netselect jl clLc J 1 ^ ^ <-l^ ^ apt-spy 5xLSJI 



cJiU ^cJ jl (apt-setup j l^Ja^ L^c) \sf Jl ^Sl^il d^>JI L^Cc c j^T^I ^L&j ^Ijll 4xU jL^-L L) 



.(http://www.apt-get.org :*>li*) j^U^JI ^rlji <Jc J^aJ-l ^j^lc c (/etc/sources.list 



OVI J** ^ J^J J jJIj (/var/cache/apt/archive/ j Jai^) (Jil £oj^II) cache Jl * 



dib* ci^lkll j£ (J ^UcdJ apt-get autoclean jl cl^ l^u ^^L^ apt-get clean 



j^U^> md5 ^*Lf ji>dl iul SecureAPT J# <J*j« U UlI APT ^UaJ 



tUi jll fj^U ailS J^Pj UJLr apt-get ^ t Jijdl S>yu f. \*[. (GPG y ^ ) oU jJI 



# apt-key list 



apt-get install debian-archive-keyring 



^ C5 



(OLo jl-W^i bUipl) L^ljSl 4i\ Jj^UI ♦^Lc" Jl ^iljll £• sources.list cJ*b Uai jl jLipL cL^Jj 



L^c jl t^U*^ ^bill £• apt-key add ^J^J • ( v i:juVI V*J?J' ^^Jl Sale <u£j jL^ 



# gpg -import file.key 

gpg -export -armor XXXXXXXX | apt-key add - 



^ JcLdL U j»J jjl apt-cache Sbl ^Ij^-L oU^U ^1 _/c-l APT ^.IkJ l^ll ^iSlbJI <yj 



JLo if jaJI ^jc ciiUjlx^ ^ ( * ^ ift j US ^-ajoIj j^ljl apt-cache ^ 

apt-cache search name 



apt-cache show package 



apt-cache depends package 



:^U»^I S APT otfltjj Olj^l 



.(-u jLtl Jail cOljIJi^l ^Vj) l^J^ jOl <y jOI b j# :apt-show-versions 



tjlsll J^u. -dpkg Jio 6 J/VI c^j^l Cr 4 ^ j^ 1 tS>^l cifltjll ^l^u- 



dpkg -L package 



dpkg -I 



dpkg -S file 



J*, cJs \ $ f-jJ-l UJ apt-file J j£c iiasll f>l £ I J* 



j t^L gnome-apt j ^synaptic lf#j t^jjl L ^*u APT J V^J' olj.*VI U*J j^J c^ulfJt J 

w w c. 6 * 

.dselect j aptitude JJU olj^VI a} 3 U J,[ iil^ t c£-S3 adept jl kpackage 



^S/l jU Uxp I In ^jij (dpkg SJclS J,l APT Sjbl ^ Ik jt Jjj jl L jJb£ igteL-l 



gnome- J*. jJa 4JL)I Ul cj^^J ^a^L^ J*L*ji <j X^\^ Uj^l^ Jl^ U ^Jll synaptic lac j&\ oJl* JS ^1 6 



... Uul U j^c Lcjj VW-^ ^Wjj^I J ^Ij^u-^I iijt j \Ja T ^ Lilll j CXr&r^ kpackagekit j packagekit 



2Lolc 4jjl.il d\$J 6 



jjkc jJIj l&iU IfljIJ^L oUjjdl 3JU-I JakW oljaVI ^ ^Vl jUi Uji^ S}ji* ^-UjU* JL 



:( U Jj j V J* 1^1 j^j) (ji* Jx- .5c 



l^b'-M (i ^jjktf jltj 'V* 5 f l>» VrL> ^ v'b^ £^ 'J 1 - 5 1 :Linuxconf .1 



8 S 



j£3 [fhUe>[ oU>slil 4^j^ Jw*xr c^-jj 4^>-! Uj^a; Ijj ^j^I Stal oi* iwebmin .2 



(l^Lu? f ISI) UiJ >j? ci. JbUI Jcl o^UUo ^ ^ili U Oj£ Sale cl^jbV ^ 1«J^ 



. ISPConfig j cPanel Jl# c^j^l .3 



10 



Ukl ol> jjll Sjrf&l Oljjidl ^ t^LVI d iA ^IJ^u-^i j^j iJU- Uj5 aU^. IjT 18/1/2005 £jU OlTj d-a^ >l 8 



^^JoJ foly- o ol^>-lj JtTl c^J^[ cPanel -U7j ^ Lr ^ Jc Ijl>. JL>- jSCii c j^l jby^ U 5 !^" 9 



2b jbl olj^l ilUj co^j ^Ijl j chkconfig Sl^lj t V^-J^ ^ olj^l Ji> ol^Jjdl ^ U/y olj^l UuJ fJU 10 



<q jt*A ^s? LJU. <Oj>-j* tJijJ L^i C-^Uj L^I^j aij gtk ^ 4Jull system-config-xxxxx Ji> 4*51* 



!d« iJU .Ij^ Ijm l^l^l Ijj Ji 



Olj^l) lfa*u u »£j/y>- OUjjj? (ji* jijT tSi _yLU J 1 ^ jl^l OljiVL jUx, Li 



J 1 Vr'j" t>* ^^-Jl 5*1 J iX Window Ja^ c^lkll oUj^ *Jj Ja^ tCJjuVI O^Ltfl) Il** ^ 



Olj^VI JoJuJI ^JlSj JjU jdl OU: j) I jjOi ^j? jl U jJb£ t^JlJI lift j 



system- Jl-^ljVl J J c(5jbVI icU J) ^SQl ^ j U^UM b£c AibaM ijbVI otflfejl) (itU JtTVl) 



ijj L£c ♦Uj^j t^LI tjAl tfSliJI c a«lla) I c^UJI JSO \ jbl Jtfltj! config-xxxxx 
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Background services Qr &® 
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Copy L?elet 
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iteu may configure network de\ 
physical hardware here Mullin 
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grep, awk, sed, find, diff, gzip, bzip2, cut, sort, df, du, cat, more, :oJuO*)l ^Ijl .1 



... file, which 



- . 1 ♦ - 




4l <t(j m j£j £U>jl) ifjg oUJ ^*>U ^k^j J*^> y> Emacs .Sjuc oUL jjU 



Ujr^j t Wordstar jj^- Joe U*J dibbj ♦Xemacs ^Jo ^y-j jlJi^l j I JU- SSj» 



j c(^>^) gdb j j ^ ^3 ^voa) GNU gcc :^jxJ.I iJlc oUJJI ^>^j ^jbj^i oljal .4 



(oUlil ^ JbJbJJ £>^) ddd j c(gdb SbV X i^lj) xxgdb 



j oUU ^ d^il Ji~r JJ^ Jc j bJcLo- ^jjl FHS jU. Jc Ijx jJI liu^JI S.I^J .1 



[Bas] [Coo] :J[>Jl c^l j 4*Jt^JJ j ^Lill Siljj .2 

ttJUl ^1 ^ JLic Ct£ cRPM ^ .3 



5 s fr 



APT olj^l ^Ij^-L cOLo f> o^J ^^cl Sj/ULI ^1 A 



£ *V tv f. 



ISU »dtaojj7 - Jlill J~u- Webmin jl Linuxconf 5b IT - \)\*\ ^ -6 



V ^ jJI Soil I ^ ^ Ja SU3 ^ j& 



sJuJc *4i*l 4jU»^ C<_/>Ij 4ja*a)l Sbfj; <j (X»jJc* ^all»j) j Lal» jy [Bas] [Coo] 

.L^U^Ij Ifl^-Uj i u *Q/j a ~ j iibsU ifjJI olio* [QuiOl] (JiiL 



.oUoj/ljjai, OLa ^Jjd oUjJI ^> <^lk) \jjjy [Deb02] [Bai03] 



.^S^/je- j oljaVl Jt 3*-lj Lai. [Stu] 



A ♦* 



sj\ja Sjblj tflkJI ^ttl jp^jj— r^UiiU ^aUI cJiJI (^r^cJ S^lc ^-JLI) ^£^1 j*r flk SljJ 



£ ^ * * * . 



.^joJ li-v J*^- ojU jjtaii fik sij! j*>i iju jtf .fUc-.^ uu jsi aM- 



jjuiDi aJiji jif j ^judi yiit iij* 



jl jfjJI jJuaII ^ U b£c cJufj •lullaJ SlyJI ^LP ^ J^bdl ^jLT cSju-jII oi* j 



J, bill cJbyvadlj oblac^l j^jk? iij* ^iibi** c^Ll* Jx^.j »L*lkJ p^k* Sl^JJ JuJl>- jIj^I Jc 



♦Ipb LU> jJI SjuJil Sly) I jb>-l 



jxiSjlJ/ ^Uh3 51^3 1 




.akr^U jiUll Sjbl, oliJaJl £dl :(I/0) ^ >Vlj JUoVI .3 



Shell, commands, applications 


System bask services 


1 File management 








Process 


Memory 


1 I/O management 


management 


management 


1 Core utilities 







jl tlJUjJI "o^"J slit I oljjil ^Ij^I jac ^ tlfju^ jl L^LJbd ^1 *jj 5l>JI 



jJI Slyil ^3 uJu>-j DjM U Sale SlyJU clJbb .Iju- *Jlc ole Vrj^ ^! J 9 ^ o* °Wrjt 



lk>-UI ^-^1 oU,Jb£ Jc J^U coUJ jdl s j» j> ^jdUJi^ iiLdl V^J 1 Js Ltll 



♦tail 



W ft* 4** 



^> i-^i J^. ^ ^IkJlj ^ 11 Jas jis^ll V jj-l ^UjVl c^ji ^Ji^LUl lift 



Si i 



oil Jail If JJlc oLLidl J cJJa^ cJo^: U ja5 Slyil l^SCc tUaJj •^all olioi 



W c w t i. ? ^ 



(-aIUJI sj^r-^/i ji.) -^wdi iJsjVL aaiai JjU-i ji ^uic iisji ^ jii 



- 1991 dUij - jjjUj/ ^jJ «-l (^Jdi ^JU, llaJI j Uj> ^) Sljdl ^jb ^ JJS ^S, 



4V 



Jl jla^VI 0^ .Intel 386 (V«A£H v^u-l^ UNIX ^ jl^l) Minix ^IkJ -uLSw jlo^t U 



l^r^\ CJ-sj i386 oLjL*. Jc JLidl Ja* O^*" jjjlj 1994 (3) ^jU/jlil ^ J Linux 1.0 <u* J, 



LSI Ji. litat oljL*. Ja^jlJi^l Jjl jl^j d995 f lc j, jjdll ^ j 1.2 ^JcJ yti ."v 1 *^ 1 oli-UI oli 

^ 2 1 



Oi^lj tl jrviT SMP jfly Oil ajl - 1999 flc j, JjVI yUl - 2.2 ^^oJ j .SMP Sajudl oU-Uil 



i»L jL^> cSMP |»pa j oLi - 2001 ^U) JjVI ^1 j jJi*> ^jjl - 2.4 jIji^VI t y^s obJI jruT 
J^jll) PnPJ J> j»pjj c(-a5^I Sj^-Sm PCMCIA oUlkJ) PC O&IL Sj^Sl LPa, cUSB o£>Cj tSJoJU- 



SMP 



p^o t (12/2003) SljJJ 2.6 ^5)1 j ♦Uj^j cRAID j jjjrfdl JaJLj ^:>j c(plug and play JJuiallj 



LjL*l J*ail If-ij tSlyJI J 1UUII J^jk>- fla^lj t£HI -^a*- ^IkJ J^l iU^I tJ*p«U jSCia 



tlfwb: Jfe-I ^r-^J jl c(0.01 jU*VI) 1991 jjjlij/ j* Sljdl j^it jl tjtjWI j Lu^ 



David Weinehall J^Jj JLio 2.0 .1 



(UJ oljlJUVI (J4«l OUJJ ^ij j> e^iSlj) Alan Cox ^^S^T j 2.2 .2 



Marcelo Tosatti JUy ^L--jU 2.4 .3 



♦jjili <j* jJj Andrew Morton jjJJl 2.6 .4 



.Mips j Sparc j Alpha 1 



jijU 6jt L tJWI dj€ ^1 j JjVI ^1 3 



jjull jjkJI (J>Vl (jaSlI) ^1 iJ4 cJaS» Srfs-lssVI oljlo^VI Jjji-I ^Ji .jf jJI jJt^sil a^b ^ 
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1991-09 


0.01 


176 


1994-03 


1.0 


311 


1995-03 


1.20 


649 


1996-06 


2.0 


1800 


1999-01 


2.2 


3378 


2001 -01 


2.4 


5930 


2003 - 12 


2.6 



, >dU OVI Ul 




Open Source a^^ill oLf jJI j& Jl (2003 ^lc) Ual (2.6 jlo^l OVjJJLI) j£>^ 



3.2 jla**)fl) 2012 \U jj coUJkdl^U 2008 *lc jrji J*" a£k - LjuXjj Oj-U^U - SlyJI cSuZ ju) 4 



- ataJL ^jA^cdl tom's hardware ^yj V^Vi Ijuu^ j ^^o- - Ja^ jjl* S >r-U- (jt^/JW (J 

.j^l 4ftfej olj^ Ja- uJi^ UjJi 5^L>.j cU UUI 39 Jl Jjr ^\ j %50 SalJ V^. 



j I ^Ij* Wail dig' t2.6 ^ *f>jl\ Cj\j\^\ Jc JUiJ 0^1 AaJ**~a CJI3 U oUjjdl ^ A£JjI\ oIjIjuVI 



.3 jIjuVIj 2.6 5 j^VI oIjIjuVI uh ^ ^ J^l 2 - 6 J 2A \j*j4-I ^! ^ $ Jl 6 ^^l 



J (j^^l j^rj jJuaII ^Ij^u-I ^/ j 4^i^a>^ C&ji j*j ^Development Laboratory - OSDL 



HP, IBM, Sun, Intel, Fujitsu, Hitachi, r^JcJ/^ 2u^i( 5 olfytJI 

CP. c>° J^ 8 ^ cr^i) ^fcj-*' 



Cy'df OSDL ^ 4^ 0* •(— Toshiba > Red Hat > SuSE > Transmeta 



^ .tf^UI ola lUaij oIjIjuVI Jc Ju.IT ^IjJj }UJ tSljdl 2.6 yiJLl jIjuVI (jj^'I) 



.The Linux Foundation ^^JcJ :UL> OSDL jU Cij <jj •SljJJ 



^ Cijll jl I* t^Jljj^jkll ^ iJlc Vj^ ^ Sl^JJ SJua4-l oIjIj^^I ^ Jl DL j ^ jl Lie 



c j^u i^-b jl Lis 



43 ^» ^jj (j^Jjl (ji j^^) U"\^\ Cy* JJS -bis Jj c (Jaii ik^^JI *lk>-Vl j j>«Ufc pf^.) ijLJU ^U^L^ 



Ul^l Ujll oh JfeS" 61 v4 oljL>- ill* jlj cL^. ^ 



L^l-ul l3 tUl^ i^jdJ^ ^J; Jl ^^xJ SljJ ol jlJi^l cJl^t O'lS" tSljdl 2.6 ^i)l ^ .1 



2.5 j (X^jj 2.1 j cL^pj^j 1.3 J2U pij JWI ^ijl Experimental "^j^l" jlo^Vl 



c2.4 j t2.2 j t2.0 j tl.2 u-rjj^ -aJJUI) production c?rU;) , l jlJi^VI '(Vj^j 



1 ** y •* ^ 



(dill ULdl S >UM ^) a^. S> jLs- V IJ* jl L. tCrltfVI 



♦lla*. VI JJ5 iJtj t\Xpr SiJtf. Ola (VjJ^ J-^UI) SyCuJLl jl Vr^ 1 CJ€ 



SjL^i- « _^si«** Slj< ^ Sale 5JL« ,j~5oJ/ j^r cAiujj cJ€ -Xajc j» J*a»l lf*a»u 4 Cj lj I Jl*» "V I JoJuJI 



jlJi^VI ^04 cT^I L^vt Jlj U ^jj^j 2.6 jIj^VI J f Jtf^JLl ^^cJ Sly ^ 



; .2 



j Jlill j»Sj)I y> Y 4 5l>il "4,1* oljjSJ ^. ^a!lj c^JI jIjuVI Jl X jjij, cX.Y.Z ^jL 



♦ i •* 



jU UJ cXYjIo^) Wljil Jl uUI jIjuI ^ij > Z Ul iljLatVI jl S^jld 



djjc>-l ^iSI jIjl^VI Jj tSlyil oi^^ oyj^l f^i^ ^^Ll oU^^dl jl ^IjdL 




» ^ 4(2.6 ^11 ^ JjVI oIjIjuVI j^j 42.4 ^ V j-JI oIjIjuVI J 3*JLI) j 



Jl X.Y j ojjtoll ii^l) jtfl S^iu^. OjU (2.6 ^ill) SljJI OjTaSJs- ^ Jai 1 ! I J* cJuScJ 



^sO c^IjuVI ^ uJj^l ustfttl j f lSj^l Ji JUljj) Jtoj J2r ol^ljll Olj 4(2.6 




jl i^ih^ V ljy d ^ (i* 1 ^-j 3 ^ ^j^' (ii Ji^ J^ 1 " mm ^ ^ (release candidate f J, 



cJl^cJ jl j^cC o jdl Jak>- ♦Si j$\ jj.jkJ o> jJI snapshots oljl-l^^l ^ \cj A*> jOI -git 



^Ji^[jl (http://www.kernel.org Jc) ^j^oJ SljJ <Jai« ojbj! ^b>«i^ tsj^LL* SljJ j^-l Jj*a^ .3 



jl SljdJ jj^SUui- ^modules olJUjIL oia tSljdl Jj>VJ^ 



ff .2 



^ ^ w x bv 



♦ dJufc SJbJbJI jui^JI J^j2>- ^IJl^U-L J^jw 5ljl!l jruT «-j=^ iill&j 



4^j^r jl c-JlU JSO Juir Ja^ *ILpIj c4>ljU oJoOc oLLU 3m lit Sj^li ^iljt ^U^I/J^jJ 




V Sl^JI jl* tlJij •iiUI il$U ^ t^Jr Uxpj cJui^l ai il^ jj& Uxp 



(jlU. j£i> li» jjkr .1^ JjuJI j& jll asjbll J»IUI ^p*, ^aSs, IJ^ jL2J-l CijU 



c^JcUJI ^1^1 1 J Uajj Ijlao jjSC jl j£c lift ^Lail ol^JI •12*-V l^lj£u-l ^ jaj cUj^c 



lift ^.symmetric multiprocessing - SMP iulj&l S:>a*dl lU-Uil ^jj*Mj toU-Ull ^ .6 



fr fr fr £ C 



ubVl ^ CM [\£Ji] Sljdl *t>l j£J .JSft J SJ^Ij V ^ t 1 ^ J* 1 ** ^ oU-WI 



jC*o IJLLj .2.6 ^iJI j 2uU obu^^Ul ^ c^^ioJ Slji l^jlJu" <jj!l oLidl Jtfl ^ SMP 



JJJ3 r lk^ ^^oJ ^ir jJI ^Vl jU Uxp jl J&\ iUil Jc ^ SMP »b 



VFS oUU r lk Ijij Jc ^ Ijji Ji-UI J^JIj 4SJL,- oliL. aU&s IjL*. 5l>fl :oL5UI UL'I .7 



^j^l Jc (j^icJ jU cdUiS -fj^ 1 - fLkj cS^ £ J*W ^.j^ '~ Virtual File System 



cext2, MSDOS, VFAT, NTFS :<uf Jo If, coUll aJiil ^ iJc jjft ^Ju tfjjl JJuiDI flk y> 



ext3, ReiserFS, JFS (IBM), XFS (Silicon), NTFS, ISO9660 (CD), UDF :Jt. cU*JI UaVlj 



jr^ 1 u^*i) V^l jt£ Ujll 



.Jf\ xif- \*j4 j)I j\ L^ki j)l oUj^l jtjkr j .1 >/JI dill a^ULlJ Ui&l ^ 



d«-lji GPL 4^a>-j L! ^M^i IjJjwUj /^SCc ^^s5\jJ .2 



RAM S/U 386 jl^ -sSLi joL. ,Uil j£c tSfel cS^ail j2I S^-Vl J^JI ^^ScJJ j<c .3 



(S^jJ^I ^jl^U W oUjjT ilbb) 4MB Ujai 



•iJaJ^I 4jL^) p^UI cijll ^ J&j <-J**^> tk>- Jo** Uj tlju ^iu^> ^JcJ/j^- aj&l i^Jlc .5 

8 0 

^0 ^jc iJbb) Jaii 1.44MB ^ ik^J ^1 1^ ^ jxc Lui i .6 



L*~D1 J v^-^ 1 tf&c*** ^ CJ^ 131 .dJLu-^UI ^ ^JLI pjfel ^Ll Ojll u^jSI 1.44MB UJI ^3 ^ b» ^^011 8 



U*j ^j^l SJaJl ^-Ijj JJ^ Ubj <u£cj ♦ ^JaJ^I dia ^1 OUJ^ JLiu-l jl ^02* dAlij 



.x86 oLjU^ Jc (Uj^j Xenix j BSD j Windows j MSDOS ^ Jl.) 1^, oL^ 



toll J^ll j £il i^ll ^ac j c>° ^ V ^ ^ :Jc * - 8 



fjs (Epson, HP) oUWIj (NVIDIA, ATI) J* yi\ olSlk Js, o^U- j ,>l^ll ^1 ^ >Jc 




cIDE Sj^-V cgeneric ^I^VI JUlc \y \ i3b» .l'ab> ^ jS^I j%u "4*1x11 lyVI ^1 jL>l ^U-l si* 



obJI o(£o> ^ ikJi. cSCSI J 



9* 




4^jpJl« jrvC 4iJbL| dj^>-^l fjJUu jiu*^ jl-l^[ djJ^^ 4jJl^ jrv6 SljJI .1 



LpJc 0%^- jl Si Is, Jl>. I cJiJ^ U U L^Jii ^1 ol^cdl .3 



ft , * » 

4i jJ-I \y V I j U jp~u Jbu |1 ^bp L jj j 4x,Jl>- SljJU c (J ^5CJI jjSC aij .4 



51 Jl JjJbJ j l^pJ jl tSl Jl j SJo JbLI ob^>JI jL^-l jl .8 



... .10 



yUl SI Jl d-J^ :6ljU Li "aSU-I »j» Jj tLjJ jdl si JL 0 V Ji tUjjfc, ^L-^l »JLL 



ft 

.j -Wall ^|j£ei**b SwU-lj J^aij jl C4*jJ)jJJ 



IjIji^[5IjJI j^ti Uxp ♦UjjJi^ xp SlyJJ oU,Jt£ U*l S^UJL gjjll ji* m ftujjdl 5lj5 d-J^ .1 



j flkJI Jwu ol jiJdl y-j SJoJil SI_JI Jjjttj cflkJI JUsrl^ ^ cSj 



Ul 



.U -aJCl. JU j l^lji^V icoill oIjIjuVL kLb^l ^ cSj-jJ-I Sl_JL aJUl Sj.1 




5 \h[ cit^ j\ /aJ&LU ^wil j L<Jj| 0*c^i cUul o Jo JbLI SI jJI J uJl* UaUP j>o 1 131 



jl t (kernel.org y) L'Ju. SlyJ! "j? )\" jlo^l Jc J***i jl UU c^U,! jrjL>- U,j jl La L<r 



^ jUoj IjjjJ Ji, oUjjdl jl Ul> j ^ jl Lie .l^Jj i«j/JI U jj jJI j:>UU Jl ^Ml U^j: 



jj& V J» iujjdl I* jjl j^ULI C(^>l S^j .Sl^Ai aljfVl V^i ^U->^" Jc J^- 




c'dlc Sbjbl ii&i j& ajjjy Jcl Jc J^U flkJI li» LJ 



sUI c(L* jj J\ Uj t^rf lit.) Ujtsi j)l L ^SUJ:lj Sj^Vl a^, LjJ jj£r 





s* ft 
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i^jUu tJUl j ♦ (J *icJ i\y s\jc\j Cj-xJ ijUail iJLJI Jc Sjk 



1 1 



2.4 icaSJl ol,U*VI ^L. .1 



2.6 Jl S^l j> USW ^ J\ oIjLpVI ^ .2 



Slyil ^ 2.6 jIjl^VL jUc S^j^- J^U .3 



j& 4 [-tcjjjj jIju*VI J. tUit 2.6 _// juj jl VI J,] 2.4 oljU»VI ^ is aJU-l oUjjdl a*; j. 



12 



ft 

4^jPw\il j^C j Oj>-jU 4XwU)l dj^>- VI ^ 4^1 y ^JC U^W} C^wUl! dj|jl^[ ^Jc OjLil j 



•lP* Jill IJi 1»jjsF jl Parted Magic Jt« ti'L^JI oUjj? c^^IjI l^I ^ ^J^u-I Ua;j ^jSO: 10 



.U^j J[SjUVI jj^ SJoJic Cj%JjJ ft_}i-l li* a^J <£j*s J* 11 



2.4 oIjLlo^J Sl^dl JuyaS 3.1 



^j^lJIL ^> jl ^xc :LL*JI oia *l>l (j^u jSo) jJil ^J^dJiLj cUji^ Intel x86 ol jL*l oL~ld 



t(4 UUI FTP joly. JU-I jl) http://www.kernel.org ^Ll SjljSta b£c :Sljdl ^ J^*J-I .1 



5* fr 



.http://www.kernel.org 



J^ai^ jj^f ^|j£&u*l LuSC) i/usr/src/ ji^l J £**j>j SljJI j^Ux« ^j>«^ U iblc :Sl^JI ^lj>tU-l .2 



£jj J^j^ cii* ^ Jl jJUall OlS" 131 •iojjdl l^yi a5 jJI j Jul I oliU £. V j>- 



:bzip2 



bzip2 -de Iinux-2.4.0.tar.bz2 I tar xvf 



^IlJ cj^Uail JaJ^ dU* Ujlpj ♦bzip2 j&v* gzip JjuLJuJ cgz <JflJ^ J Jlj^Uail 131 Ul 



*ol jJI otal Jc[ Ja-UJ a)^- JCL^ jjl j ol jJI jl ftJ^wj kernel j I jl, ^1 Ijjjf 

5blj cgee j^- l3 ^ i^Uj cV-Lil olj^Vl 61 ^ jTbJI tcJb^^dl ol^k^- il^l JJ 



Ijal 3cyr c?j cmodutils dUi Jc ^Vl •SJUU SjgCil ^>^l j^r ^b^b imak e 



^IJicVI OljU: - jL^I uyo Ji-ts Uuj UJc idU^S ••'j^ ^J^ 1 OlJb-ljll £ J^'j ^J^-^ 



Qi^uJI] menuconfig <^>-\J ncurses 




Ukdl 43 ^1 (jJLAtU ^*jfj!| aj.il J jl 2U)J-I jac «-l^) SljJI Jii^ c^lc jS^dij 



^jt- ji\ j-Us-Jl M\ J README oliL. "^IjJu .UwJI l^b*. jll Slyll j-U** oljlo^lj 

.Documentation/OO-INDEX <j SljJI j^y u" j¥ j' Documentation/Changes dUjSj tSijJ 



(jfjJI jU^Ul ^aJjSI jA^I j/>) make mrproper jLii 4jLkc Ijj£c tiiUI oU^d 



:J* aifcsM JjljJI •(iLfjJI j^U^i jjbLI iil j ♦config joSC U olcj coblacl oiU J ^ j/: 



jl j&j) n j y £i jJ-l o~LS"b L# cJUajj cjL^- jT JU ^IjVI jk*- ^ : make config 



9. > ft 



JU c^ajlj J,>JI ^lacVI jl AjUall ^21 j> JU jl cjU:l ^ jl c(iJjU)fl no j yes 



Sale e^ajlj) UL^> ^IjcVI ^Ij&ju-I olcl c^iv ^ aJ^ ^Vl li* : make oldconfig 



ft ft ft # # 

4 1 i^b l)V /rl^—j j- 1 ^ j^4-' jJ^I J ♦config cjJJLI j bj£ U 



.... ...i |^ 



jl J^i; jl IjjisT c^Jc ^Uip^I l^c^ f^j* {)? i\Jc[ : make menuconfig 



.make config ^-1 cJu^* U JJa^j 



«X Window Jul*? ^b'j 5 " j J^^' : make xconfig 



ft W ft 




ijUW Jc oU-Us, SJcU* \.j Cicjj \ajc ^\ £ jl j£cj tjL>-l Ji^U^/jlj^lj 

tblt ilJcVI ^bjt j^ I il U Jc Jul* IJ») _^kr V ji oljLffcl jl j»j cLp 



^ (make menuconfig jl) make config to j^-^l "aSU-I oJia J ♦(dl!^ jjSC V bl^-lj 




ration 



Code iiialiirlly level cottons 



LuadaHH uiiMkile* supfmrl 



Processor lyjre and features 



Memory lechnetogy Devices (MID) 



RtfiiM purl suppirl 



Plug aiwl Play con 1 1 y u rati 1 i 1 



mock dpvfces 



Cryptography support (Crypto API) 



Nut working, up lions 



Telephony Support 



ATMDEfMFM/nLLsuniurL 



SCSI sup purl 



CJJ\ J dUi U ibUi tli* »SljJI 



1 X 




fusion MPT device auppurl 



IFEF 1394 (RreVJfra) suppurt (FXPFRIMFHTAt ] 




120 device support 



Additional device driver support 



Nulu/flrit i1evir.li support 




RlufttjMi th support 



.Amateur KaUio support 



_j 



PruTiHroj support 



Kisth* ten Jain. 



ISDN subsystem 





Multintnfca device 



Crypta Hardware supr nn 





Store Conflyurauan 10 Fie 



X Window ^ <^ c> (make xconfig) si jill Ilu^ ;2 <J^> 



w 



Ji2!L cijl alJfcVI £-b£ t (•config) Jaiil JiiA- c^JcVI s jl U 



JbJuJI j dJJS akW c-'IT ISH>U ^ijfeVI jj$C jl Uj JLiLI & dJ»Ji cUulj 



w 



SljJI Jjtj^- M oVU-I ^j^u j <gI tU Icjj ^> j\J la* ♦(oIj^jSL 



j 



W £ w w 

o^uill) Sj^>-^l ol^do cUjuicr c-^H. dJJij cl-u 4^ ^^ScJ Sljj OjU? jl2 



.olj*Ji 3,l,S-r,„U oUU^I ^UjT ^kiu jCii ^ ji^JL. 
ailu jjc j/j a? tflyll •lift Jb U^p L-U cjl^U g* lil ::>bJ1 oVU-l ^ 



caSCilli Vj^j* ^* Lu50 cLjS jj$w> -sSli SlL ^1 t^tti :U^V Uji jjSw* :>kp ^1 



i^SlkJI U Jup ijlkll SJi^jll ^^CuL- f Jtj ♦modules ol-UjS" I^xjITj ol^cdl 



JS^iolc^ ^jk^t* JjXl^ 4SIL2JI b jrvCj Sljlll (j ilwa^ Jaii o-U-l j S-U- j LjJ jlS" I3[ 



c(ME/95/98 jjJJj! ^ ^jjl) VFAT_,I ^(^JoJl jU^. ^jjl) ext3 



j\ cdJJi J*iJ ei-T ^jc J J^jll Jc ^jatt cNT/XP j ^JicJll NTFS 



SlyJI o f ^IjTVI uv -aU^I oIoLipVI *l£ty Vjl Ub j^SC^ ♦make ^Vl ^Ju^JI IJui^ 



make dep 
make bzlmage 



oIj^jS" Ubk^ jOI *l>Vl Jiiu; ^ cSljdl ^ jl^all *)4-l M j^Swi til**)! aia ^ xp 



make modules 



make modules install 



:(bj* dL*J*tU*l ^jjl jLdl jl /usr/src/linux- version/ jj^l j*) SJuaJ-l SljJI 




cp arch/i386/boot.bzlmage /boot/vmlinux-2.4.0 
cp system. map /boot/system. map-2.4.0 



^jj* j icu2l SlyJI J^-o Sale ♦/boot/ aj^l j Ub^j jOIj tb-U 43 jA\ bzlmage Jail I 

** ** ** 



J^ki tUrljJ Ujup ♦icJiSJI Sl^JJ j J*IJ jIji^VI ^ jl d a>j vmlinuz /boot/ jiil 



jJill .irJiSJI S^U^I b£c li^j SjbJbLI JU J jl lk>- ^1 ^j-u JU j icJi2)l Sly) I *ULVI 



jA^I (J ^2j ci U*J £>*j* tSljJI *Jj isUJ ^jj j*j SlyJJ 3*. hi I jy )\ system.map 



Sj^aT ^j^- jOIj cinitrd ^ oliU *Ui^ ^b^ oS SlyJI *Ju -Up 4*1 jUpV U*J ^-bi c^kiJI oi* j 



olJjC JJ 6 Jla ^bt ^.IkJI & lit c^lkll xp f J*s«jj V 1 -^ 1 o'^JlI (>uJ 



>3I Jl J^j 51 jjSC- j5 jOIj cJaSUjII ol^cio j RAID Jls,l ^ ^\ ji\ Ji. 



cJlkc Ji toVU-l (j^o Jj ^IkJI jl ^bJI oU-L^-l jus« IJlaj initrd S jjJj jl Sly) I jxc 



JU j .olJUj j£i Jc V^ 1 'aU-jII j dJUi J. U f dnitrd %j^> jc l^l>l jJ- j£c li^ tSljJl 



j L5 *i>d1 ^-jjjl Jl jl man ^Ijic-VI JJj JiJail) mkinitrd SbVl flJic-l Ujliil dnitrd Jl VU-I 



/boot/ jisi.1 J jll 



Jl M jjkJI Uc t^U. ^ jl MBR ^Jl ^BVI cLilo J ^BVI ^ • 



:(/etc/lilo.conf :J) jIjcVI ijJl. 




6 ia i»U,l L^c •^•Vl -Up ^Ji^ <^jjl jLkl ^1 y, label j tL. ^5VI ^ ci 11 ^ d> ima g e ^ 



jjJJj Ji* t$>l "Ui:^ jl ^v^oJ JtTl jl jU, ^A5I ilJel /etc/lilo.conf J LjJ 0>C j5 .IcjjJI 



£Li ^jjl JaJI aJ4 default = label Ja*. UjJ .^5VI i£U J ^jjl JLllj Sj_^)l jk-> ^51 jT aJ4 

W ^ ^ tf. ff 

j^jfjl oUll (^jjl ,_^yJI JoJ*d jjUl JslJI J[ root = /dev/... L*J ol l^xc .L?JL« 



jl c/dev/hdbj t(ide Jjl) /dev/hda aJa UjU-l S>rl ^IJ^ 61 jLv^l a^-' '('/' olilll 



'/' c 



Ulll jJ^ jtf lit root = /dev/hda2 SjU, ^1 ^ & ("l^Ut U j\) SCSI ^1 J>V /dev/sdx 



;_flj olSlij oUjlSj USB Ji^ (j^l ylj SATA j iSCSI c^Udl ii> ^ >JicJ J\ ^\ /Vl SCSI ^1 U Ji^i 13 



131 olyil o^UU. al^l " append = " flj^l UJ b£c JjVI IDE ^ JWI ^J3I j 



/boot/initrd-kernelversion J taj^-j* U*j jjSw- ^Jilj (Jail I :>-b£ jl UuJ Lb jjSw- initrd ^LkJ 



^LSJ 4S l#S3 ^bi Lilo oblJcl ^ a* ."initrd ="jL> ^ 



/sbin/lilo -v 



•Slyil J^yva; ibblj Ja^j ■sj&tll j\ pX!b\ ^IJcVI S:>lc1 - lilo.conf 



JoJl>- ^IjcI 4^U?^ ^b>^ C-^ ■aflUJ oi* J 4JU^31 ♦Grub ^Ij^u-L ^KVI 



^ 4i\fX £ jSO cLilo j U \XL> aijsu ^iVI dJJS Ji -grub JaL Jl >TjL£T ^Ulj SJoJbLI 



^ t w 



LteVI *li[U*J J**£U •JJclDI olclj (/boot/grub/menu.lst jj£ olc) Jaill JUrf ^J^l 



jlSJI 



.dJdi> Jl L.J-4IUJI Jji>lj ol^&l J ^ ...SD/MMC/MicroSD 



2.6 51^1 Jl Sj^l 3.2 



Jo* Lie i^jJI A&cJ* SljJI J~r j^jl OUjJj? ^ ijjl d^J^l jlja^^l JU J 



(j^ci? c^ii) -aU^I 5 j^dl olJUjll JU oSir Lie ♦ci^-l IrJ SlyJI olo^-j .1 



♦olj^Jdl Uacj (Vetc/modiiles.conf j /etc/modules 

GTK Je aJL, alJfc[ Vrb </j ' mak e gconfig Jio :S*yJfl jlJaVI ^IjcVI Jl SJbJU- oljU oL^I .2 



f make xconfig jLJ^I cJJa^" ^ j^>- oLSC* j d^xJI Lie "4IU-I oJifc Jj •(fJ^ dJu. jdl) 

.(csi" Lplc c^. jil) QT oL^c J**J 



gec ^ l3 ^al jlJl^[ pij Jil 4^U-j %(SljJI jJ^x4 j Documentation/Changes 



(2.4 J 4»J£dJ.I modutils Vj^) module-init-tools p j£r olJUjII olj^V ^O^ 1 - 4 



l3 judlj) Sj^^l (J^j?) hotplug JJc^ S^cdl ^Ikll cudev 4^ J^j IjJI jL> devfs .5 



•JU-I Cijll J S^jll 5>rVl Ja2i J^J jCfc /dev/ i^l 



.linux-images/source/headers J,[ kernel-images/source/headers 



J,l /dev/hdX ^ ci2tfl Jfi (SATA Jl.) 4i> oLi ^ir jil Sj^^l clbJbLI o^UI j .7 



(grub j\ lilo) J^_> /etc/fstab oblJcl J,juj Lie cO^U-l 6 ia> j ./dev/sdX 



1>(ju j!l ^ ji^JI ^ jl Jl t J^, <^jjl X-Window J: di) £" /fc J» U - U jjjcj - Sjtfll 



31 ♦Alsa O^aJI 0">U^ SlyJI CJU^a? tU Cij J ♦ (psmouse JiU) W>^l 0lJb*j!l J^j ijlkil 



l:tf U£ Alsa ^ d~>- cja^ jll oLw^l oh ^ If* L ^Jidl Lie j_£~i t^aSJI OSS LjJ jlT 



J*rf - %ib£l IfWLc - 2.6 SLJI jl UJU j JL j^ tSlyll L^pjI jJI oLjLJlL jU UJ .9 




IjU- jl) j Jc J^J-L b) ^jlf oljlwdl SaLj Jc 



^Jlj :(AMD_, JtfV) i386 Ji* objL*U aUil L&c tJjJwIL, .bi-U. ^jj ^JVI (SlyJI 



k7 J ^a i)b*j ^(dj-U^lj pentium pro Jsjj) 1686 Sj^c oljlo^ jwtf oUjjdl 



£ Jsl oU-Ulj cAMD 64 bit Ji> C-64 oU-Ul i)L»j t(LJu Uj AMD Athelon oU-Ui) 



lib* ccijll 



(i J*-** jU^tll SMP • Intel Itanium ^\sA J4 ^Slf C*64 oU-Ui IA64 ol> jU« 



jU cjii^ SliJ^ SMP jjjuj ^ oIjIjl^I ^jTiujjdl j£ ^U) oVU-l (J^* j Slyll 



mkinitrd olj^i jC*> t (2.6. 12 I*Jj) Slyll fc-** j tjlo J initrd •LaiV .10 



. ^ ft ft w 

j>J dnitrd U^*>o »yaird j initramfs olj^l Jl* uJuJl>- olj^l L^- jj^. j5j 



2.6 Oljlxo^l 51^1 J^yaS 3.3 



Sj/Ull HJall "^L^. ii> £0. ou^cll jlj jf i U jL»VI ^ ^JU <2.6 jIjuVI j 



# make clean mrproper 



:(l^J£ciJ jJI i^-ljll bL^l) make jLW J^U ^ ^IjcVL 



# make menuconfig 



:SljJJ yldl *\J&\ 



# make dep 

# make bzlmage 



# make modules 



(/lib/modules/version/) stiill olJb^l £jJr 



# make modules install 



# cp arch/i386/boot/bzlmage /boot/vmlinuz-2.6.x.img 



^ j&sJ L^l cGrub jl Lilo ^51 J^j •(12>-^!I 



:U^JL U*J L^LP S^UJl j£c /boot/ Jl oUll Ji- (initrd j system.map j vmlinuz) ^j^ 1 



# make install 



JiJW jl o^- d>J4j L^L aJuJL pi ^Vl IJU 01 jL*VI <>o JU-lj jl Lie j£J 



jUl Ujup UL j Id* JL: jl Lie ♦/boot/ j ^JjJ' j^i ^ 0^ tcJjSI jj ^o3l ^locVI 



Ludl ^la^uol LLo c jL:> j Ul ♦install jLiL LSI oU; j/l jjai j UjUi[ ^ rinitrd jUx, UJ 



j I mkinitramfs ^JUa-Ljl t (^aSVIj 2.6.12 oljU*£U) mkinitrd f\Jte*\, UjUil jl tJUl J*ai)l j jJI 



:(/boot/ j^l j vmlinuz-version 1^1 jLpI Jc) SljJI *X>J^ cupdate-initramfs lJ 




# update-initramfs -c -k 'version' 



(o^P oUp ^ ^.y^ 3.4 



U il> J^j jLo iij* obi JfcVI al^V cSj/UU J Ja)l Jl al^l t jL:> J 



kernel-package, ncurses-dev, fakeroot, wget, bzip2 



:(2.6 SljJlxi^lJLI J\) iujjdl d^/^ijl SlyJI j:>U« jIjl^I J^oJ-L Iju cJjVI ?JU-I j 



# apt-get install linux-source-2.6.x 

$ tar -xvjf /usr/src/linux-source-2.6.x.tar.bz2 



A A At * 



.(/usr/src/ j ,jdLI i) J5) dUj jaUU Jc J^i 



# apt-get install build-essentials fakeroot 



# apt-get build-dep linux-source-2.6.x 



j Xj? Jl Sj^JI f> j au^LI ^LLo) Iw sldl V^-l oblacl *L taJfcsJI oUll *Uilj 



$ cd linux-source-2.6.x 

$ fakeroot debian/rules binary 




Jj5c^ oljki^l c(make menuconfig J2U) ^UpI Jy^i? 



:(kernel.org 



# apt-get install linux-source-2.6.x 

$ tar xjf /usr/src/linux-source-2.6.x.tar.bz2 

$ cd linux-source-2.6.x 



^IjcI *jJ tlLL ULa^u-l jJI ♦config oUU Jc ^Uip^I L£c tSaUfcj coMoUll Ja^* f c>°J 



(... ,xconfig, gconfig Ji« tcfi^-VI J jWI <>• ts' ^IJ£dJ U*J L£c cj^aidj) 



$ make menuconfig 



c5oSI jlJl^VI Jl oUVI Lie) li— initrd tV jl initrd a Lip VI ,1^- SljJJ jlfll aUVI 



:(Lljl| jjSC jl j£c initrd o ^\McJ\ jU tSljJJ ^ jl^l J 4:1 



$ make-kpkg clean 

$ fakeroot make-kpkg -revision=custom.1.0 kerneljmage 



(UL^ initrd LjS OlS" 



$ make-kpkg clean 

$ fakeroot make-kpkg -initrd -revision=custom.1.0 kerneljmage 



Alfil J IfJfr fjj^ jJIj tSljdl ikr^ll al^l U^JI ^^L- 



# dpkg -i ../Iinux-image-2.6.x_custom.1.0_i386.deb 



J*-J\ j^Lt« *L 2lL*)I fccl module-assistant Stal acU cJuO^dlj •Sj^edl Sl^JI olJUj ^L?V 



l^J^ciJ jJI j^Uail jl (linux-headers-version V>^l) M SlyJI oLjjJ* jV £-b>^ 



oIj^jSL ^jk« 4x15 ^ jL^-Vl U ^4 br tUcU; module-assistant 5b VI ^la^u-l dJJlo jxcj •SlyJI cJ^j^jJ 



:(module-assistant J m-a <1~>-) JkLo» ^IjVI jk^ ^ :>o^ jl U*l l^>Xj 



# m-a prepare 

# m-a auto-install module name 



.module-assistant StaV ^IcUJI 3xU)l j iJ*»J\ <jj jl luSCc 



UjldlA syi Jc ^>(j- jJa; jj£ oVU-l j 




Sj^ jl^) ^j>c^ad ♦L^SL^L 4-^*^ o Ju~l>- oj^ i j>- j jl Col ^JJ 5 j^>j jl (J,[ ^LLl>-I^ 



Jl IfiL^I ^ c^l jdl 0J1& ^ JowUJI dibb jjSC Uxp SJowU Sly <y Vjj ^/ ^5 ^LUI <y t(*JoJ^ 



05 liljl tJTlill ab. LjS 06 lil cJlj^l Jf j .Sl>JJ JW* jUJ AiW iiUI SljJ SJoJc cJ^J. 



oJuf jl Uajj dl^c jSO c JSCiJ bunzip2 ^J^u-I) bz2 ^ J*j^« cJol* j ^ U Sale 



pa tchxxxx-2 . 6 . 2 1 - p ve rs i o n . bz2 



j c^jvll 4Jic jJaj (^ajl SljJI 2.6.21 j c^jJI jl ^ ( jUc U ^L-j xxxx jj>j * 



jJa; d;J^* Ul UL j JL: jl LJc .ol jlJi^l Sjc Jw^ jl j£c ^jjlj c^jtfl jlJi^l Jl jwi pversion 



(4jLL. jl /usr/src/linux/ j - lit- Llj If - Sid. jj£ U S^lc ^Ij) SI jdl j^U* ^1 jdl 



jil ^ jjl readme «jdU J l^pLrl bJc jJI 2lL*)| j ; <uJa; LJc j ^SC^i ^j3l J*a£ jl U 



: Jlill J^u« Jc cSljJI j^Ux« Jc 4JLJ2JJ iijJuAl 



cd /usr/src/linux (JM j /usr/src/linux-2.6.21 J) 
bu nzi p2 patch-xxxxx-2 .6.21 - version . bz2 
patch -p1 < patch-xxxxx-2. 6.21 -version 



t(http://www.kernel.org) Sl^JJ ^Sj* J LuSCc ♦ 4ik£- jS"UI J^uU j£s 



oU^ya; (^Ijil jj^Ji^L^j) (j-^y u^.jyj \: J**^ ^ c£^L? t http://www.linuxhq.com <j j 



C ttf t*> 



(U> iuldl oL^JI oUlkJ Sj^r-VI ot^j NVIDIA LaJjl dJB ^ 5*^^*11 "4i^l ^j) J**l <c>r- 



j U Sale ♦ ( jLo j oU: j/I jjai j JU-I j> § cUI \y^\ & 3Ji;VI ai* (j^j) l^Jbd 3Ja;l j 



14 « 



oL*JI ^jC^zl* ^j^oJj t jJI (^U^ Ll* ^aIL 14 



-aSjU- J modprobe ^Vl Ju^ ^iSlj c(kerneld J>\ jAk Ofc* SlyJI ^ 2.0 oljlJi^l j) kmod 



jCi /etc/modules.conf cJalU S**fry X* jUll oi* t^lc l3 ^ j^c jl Sa^jSI "aUUI Sj^jSI J~w>d 



ol-Uj oLoLipI lib* li[ /lib/modules/version_kernel/modules.dep j d*^* f J^j 



^Vb (ol-Ujl! ^LiJI jj^l) /lib/modules/version_kernel jLil ja iJ^J\ ^ tll^l jj 



l^L^ tlJi^j ♦uname -r j^c 4k^? ^Jilj SljJI version_kernel d~>- rinsmod 



./lib/modules/version_kernel j Sa^r-** <blc col JJ jla^L 4ibdl 



jJIj cmodutils I4H oLfjj k»> j ^k U S:>lc) ola^ljl ^ J*bdl b! jdl olj^^l lib* 



:(2.6 £y3l olwU-j 0 jbV module-init-tools l$U 



^J\Je&\^ ^kM 1 t> fi) (i"^ 1 OlJU-JI ^ jl l£c : lsmod .1 



^lacj cO-UL ola^jll c([ ] io #(/ * ^lyl J^l^) oULup^Ij c^^I ^kj ♦ (/proc/modules 



Jlia 



Module 


Size 


Used by 


Tainted: P 


agpgart 


37 . 344 


3 


(autocleati) 


apm 


10 .024 


1 


(autoclean) 


parport_pc 


23 . 304 


1 


(autoclean) 


IP 


6 . 816 


0 


(autoclean) 


parport 


25 . 992 


1 


[parport_pc lp] 


snd 


30 . 884 


0 




af_pack.et 


13.448 


1 


(autoclean) 


NVIDIA 


1 , 539. 872 


10 




esl 371 


27 .116 


1 




soundcore 


3. 972 


4 


[snd esl371] 


ac97_codec 


10 . 9640 


0 


[esl371] 


gameport 


1 . 676 


0 


[esl371] 


3c5 9x 


26 . 960 


1 





IfiLoLiplj Sj>j J^ 1 JjUi : modprobe .2 



<>wUj : insmod .3 



oIoLipVI UU j oU*j!l Cj» oIoLipVI Jl4 : depmod .4 



Sljdl Sa>j Jjjt : rmmod .5 



olS oUjUll 4xU ^ j*? jJIj cmodinfo Ji* coIj^II JJ^-j ^^^d l^la^l j£c ^j*.! ^Ijl .6 



J^J\ ljxA\' jy )\ jL^-L U (2.4 oljla^l j JaS) jdlj ksyms jl tSa^jlL 4i*>U)l 



.(/proc/ksyms j U*J i>:>j>-j* 



insmod soundx io = 0x320 irq = 5 



jZlA\ £j?J\ j^l j£j cl-U o j^aS V^j ^IjS ^j^jJ Ol jk? jlO^I o& Al*a oUjI j 



ft, u> ft 



jj^ li[l f U-ijy ^ SJuJl>- jlSil Ij^j cIjl>- J^y ^ jl&VI ^1 ulk>-VI cij 



•Sljdl jtjkr j ^^2)1 JJfcJLI j U JaL^I dU? cS jj>S\ i/vi j&\ ^Suu J^ill la* j ^tibL- 



:J oL*Ldl ^ c< t olj^ JJ oUjjdl j Ify^sy ^ Ofc" jdl (2.4 -aUL-) iiUI 



Sa/rjU u-^^Lk c>° ^1 U*j JEEE POSIX jUo ^li. Jlfl .1 




17 



16 



... cSCSI t ^jljdl iaij cUSB JLUII JJuJil JLidlj t JJ^Ij J^jdl rSj^^l ^ -2 



t(aJU)l a* 1 >Vl j 1^1831 Sale)! -4.121 o^l jiSfl) UDF Ji. cfcjbU oUll Uttt .3 



(J*») jtji Jc J^J-lj li» j 'ext3 jl IBM 4, Reiser Jit U* [oliL.] "Uajlj 




^ & Sljdl ^ (1.2 lyl c ) U cij j JTIA. o> ^ tLwr 4 ^ 5f UH ^ -4 

.(lie \jS l^U S_f IjJI IJU Ofc') U-* 128 ^ jsi 



&Lu» <uSOj cLLo ^yJI l^j>-^ (J ^J oliU ^UaJ /proc/ jjjf ♦/proc/ 3^>-lj CJu*^. .5 



jSCiU ^bJlj SlyJI obL Jl J^^U 



L fr > [fhU*l f - liL- Ji^o jSJts Ja^- cUlT jll - Alsa :SljJI J O^aJI .6 



J^VI u^JI Jc J.Jrf b* 15 



PnP IjU^-l yi jl&j Plug and Play :J^lj J^^l 16 



L*J3I j oLulDI J^jl ^ J^H. OK" c^jjl ^ijjJI JLLJL1 y> cParallel Port ^Jljdl iidl 17 



,^jd\ jtJU, RAID oU-jJ <^.yi »po ^ .7 



:(2.6 £>U iifcaU oUrl >l £•) 4iU i>li. oU±^ SlyJI 2.6 ^ill f a* riJU-l -aJJUI j 



^Ull 4jJ^ (jUdl j obxai .2 



j IBM ^ NGPT Ji« SJu-u ^olc ^>o^l ^j&sJJ oLLid J^l :>a*; j obui .3 



(NPTL UfJI j jl (T gj) oUoj NPTL 

18 

. [USB 3.0 j] USB 2.0 ^ .4 



•Slyil J Alsa Cjy^> cJ£*£a ^UipI .5 



(amd64 ^ Uul <J» jS jjJIj) AMD x86_64 oU-L. d~>- oU-U 5 Jo Jj>- oLjUjc* .6 



(^•Ul ijL**) IA64 j PowerPC 64 j 



(Silicon Graphics j,) XFS_, 4 (IBM j*) JFS2 j cJFS :U*JI oUU Uajl .7 



.(^JJI j^c Ual ^ oULI flk <3tS-) NFSv4 ^Ikj cTCP/IP Juir j obx^ .9 



JLiLI cijll UaV JUI JO^l 



oJ^ J^t Jj^ f"H fU* Jjlj i2009 j^/J>j ^ J dllij USB 3.0 pPJo Jjl y» o€ Jul OiiJ-l j 18 



c^^jj Jc \J*J\ ^j^ScJ Sj^l J* £y j*j t User Mode Linux - UML ^J£dJ.I J -12 



IfUl J-Udj V-oi; 5ly)l jtjld Jul* li&j c j^T^lk Jc ^r&J jl^i jLs>-!j Jtj^tf dUJu 



jllj tSlTUjI ail*. oLi ^ UjJl ^yy oUjjdl c-'IT JLS3 iSlyll j aujw SlSVl oL2j .13 



Virtual Server jl cXen ^ j£) ^idl ijVl - JlsLI J~u- Jc - fji jl LJc ulyJI j taljtul cJks 



19 c 



Vserver U*l 



.LVM2 JaJUjll ^ JoJL>- jIj^I .14 



/ ^ ^ ci 51 *J#r^L> f^ 1 oUjU* ^ c/sys/ JoJl>- oliU .15 



JLfcdl U jjkrj oLL*)l ^ oUjUc j^S/I !i* il br t/proc 



20 c «. 

. (NTFS l^lj Jcj) ^ j&sJJ a**L*. j oUU iJajl Jui^! FUSE Sj^j .16 



: aJldl ^.lyjl j obui. J**) ak>- i5l> J 



^ Jl al^l tail* SKV oLij tail* JJ^ aJiJl obUI ^al tSlyJI J Slf UM oLi S^Lj .1 



** ** ** 



AMD jjjftjlj ilntel Itanium ^Ul J4) oU-Ui (oU-Ui.1 Sj-ux* S^t-VI) SMP .2 



4* 



•S^judl oU-Ull c(Opteron 



.VjjU UliiVlj ^I^JJ OliU iJ&l .3 



* c 



♦ ♦ ♦ 



U j£j KVM j Xen j OpenVZ lf»j tUul ai* 5 Lr £j j Sl^U^ *Jbj 19 



5- 



jj^ jtjLdl JJ Sju*. oUL ^JiJl jL^-^ cNTFS j£ oUla^u«l cFilesystem in User Space J,l IjU^-l FUSE ^ 20 



sshfs oUU ^ U>j» Ui ssh Jjfjjj. jp oUU ^IkT l^jj JL« ^Ui; oliU J^>A? tSlyJI j Ij^^d jlja^^/l 



oUL f UiJ j) oUIll 5 > Jl ^ ^Jllj csmb/cifs oUU ^ UJ JUj 



.(... tfllijl cPDA al^sUJl olJcLItf ) "ASlijI S>js5-Vl vJ-jll Ui&l obui .4 



.POSIX 



jb*> tjwii .5 



»bl iib> Jlj U 4JI VI 42.6 gjiJI iU Jo I^JuP ^ obu^dl <y jwJI jl c^-Uil -jjjju j oLi .6 



iS/l cfljJj V-UI »j* u>~^ V^b^ 1 cij£ 



6*jL* VljU GNU ^ FSF S >l J\ ^ J& c^JoJ XJa\ j> \x*>j Jl 3»U»! 



L^-iV: ci^ 1 cHurd ^ ^L Slyil oi* ^ olj^l JJ^ SljJ oVIj •J^IT ^Ik* ^jj^ 



55 w 

5 j*>/ jsr <->L.> fUaJ IJuJi^j oUjjdl J*i)l o j&l y>r 



^ OUj jja^ C-'IT d~>-J llilill fljtjlaJ U 41990 flc j^- ^IkJ Sl^ ijrjA f 



-u3 



Slji (jJLJ £0 c 1991 flc [(^1 i^U dJIi .SI>3I y> U5b 05 tfjjl J^-jJI 4Cij!l dJJi j U^jk ^ 



University of Carnegie ^j^^W c^^' (i^UVI SljJI (^/^jJ ^j^c) Slj^l ^j*^' 



UJLiff ^aly- J^i Jc ( _ r £ J! . Slji c>'Uij J-r J> V 1 -^ 1 SjCai ^ .Utah <ui Ifb ^iSI_j 4Mellon 



.Apple MacOS X ^ Ik {} -&&\ oJUb Jidj 40 Ujliu-I f j&l 



J^j^l iik£ ^ ^lj>- Sac U j1S"4;Vj tS-U-UI olJuidl JtTI j^b 



i- ^aiu- c(IBM Ji^ SCO :L^S 1* LUuJI ^ lil o Sljj I4U 



♦jj^VI jwu- cJi^ CijSI ♦L t »UI aclj ^IkJI JS3 cJlj^VI j ♦UJL-uJ.I o^lidl 



p Ss>J.uua\ 1 olAkaa u^> Sl^jJl jlj^cl : ^yaJ^ j^J«* 7 



4* 



jlo oy*ijjl\ J Sljdl Ja^j J^O^- o UcU iijj SjaJ J^aill lift j 



U Ld cuname -r LjJ jjl SlyJI JU-I jlo^VI tt^. y» - ,jJI JJ - ^jj^JI Jj^l »^JI 

^ \ ** ^ ** •* 

^IJI :j>j Jl>j L.Uij ^8)f ai> jj jk jH\ j *k+~& j\ 4JI J*dl ^J> j ^jjl Jttl 



.i.U.1 oblJeVI ,1 U-bU aJ.Lb-1 aicJ JU 

- — / *•* •* •* 



.Ijjai j JVI d-Judl .2 



J .3 



.3JU»VI oLLLdl ^ *UL b£j oljeVI 



jLu Sl^ill h.'..b 7.1 



jac dJJi J^P j£c *APT ^J-l ^la^u-L dJij tUul LSI jjSC jl c^Hl j£c c jLo a*/, jr ^ U j 



.(... [PackageKit jl] gnome-apt jl synaptic Ji«) Cx^j^j APT j' c ^J^ 



L^lj Jcj) apt j^Ul4 Jj^jII l)I ^ tapt-get ^la^u-l ^IjVI jk^ Cjuj^I ^IL* 



Jl jku! ♦/etc/apt/sources.list cJJ^ J (U^VI jLo j:>Ut* 



.^jj-l icU .1 



# apt-get update 



:Sl jdl IkrJLI f>l icU .2 



# apt-cache search linux-image 



AJudl 4*, Jc jl cAMD k7 jl k6 jl t J4 ^ 386/486/686 jl t^lc) t&jL*l ^L. jlo^l jL^I .3 



tSljJI j I -1*4 j» jl-l*>VI Ojxs, .(^j-'U.| J4 oU-l*i ia64 j cAMD JaM ^ amd64 C-64 CjIjIjl**! 



OLo W-l^ cAMD Athelon £U1 l\j J>j ckernel-2.6.21-4-k7 :Jli. .Ijlwdlj OLo 



SI U 1 apt-cache ^l-U^l d^Ju- .(jU*VI ^^i-) aJ*l jlJU^B 15»J11 aiU^I oLu-jll _// .4 



1^1 Jj; .IfJir j^; jJI slyJI bL*>l tbabJ SjuL* jj& jl j£c ^j^l 5 oIj^j lib* 



jl IS[ •SljJl Ji^ JJUjJI oi& ixl U jOIj tmodule-assistant Stal U*l lib* t jLo SJL^Js J Llj 



Jf Liii 4^ ^ :>b> jl jc*; IS" \h[ SlyJI d*J^ lift L*uC JiS* c^o^pj^ a, jj ^1 oIj^jSI j& 



S* ft 



c2.6.21 iwi) Linux-source-version j Uul c^UaJ jfjJI j JUaII J^aJ-L UajJ IS" \h[ .5 



jLi Js> # a** >(j SSJI Ola 



# apt-get install linux-image-version 

# apt-get install xxxx-modules-version (^jjj-^ cjI^jII ijj) 



J 



# apt-get install linux-source-version-generic 

# apt-get install linux-headers-version 



w w 22 



ISI UP l±L* ISI ♦Ul ^ li*j t( v 1 ^ 1 1 > ^ Grub2 ^ a^J c^l U #JJ cGrub-legacy 

23 

j SJoJil o jo^all ^|jcl ^jJuo j joJbU JaJI c >^j t (/etc/lilo.conf lilo ^Jol* ,y jo Ul LUi initrd 



dilo 



initrd = /initrd. img-version (or /boot/initrd.img-version) 



jl£li Jaljj vmlinuz j initrd.img jl ^ ^ ^fragment J lilo Jj^U LJc j^Swi cdJJS ^ j[ U 



s 



tgrub-legacy ^J^ui J|y U Lcj ol jl-U^V! ^ cGrub2 ^J^J UU ^JbLI oUj^l ^Ji^ jl Jl oUVI ^rjt .4kidl 6 a* Jjjw ^ 22 



•fCVI aJt& IwU- j^b <u!j&^-li Lilo Ul 
grub2 Ja-^a) ./boot/grub/menu.lst j jl /boot/grub/grub.cfg J alJe[ cJal* j^-^i tgrub-legacy £^A5^I V 4 ^. 23 



^ (£^1) ^jil fc*JI j\ cGrub2 J> JJ* ^ 




./sbin/lilo -v j\ /sbin/lilo ^ I ji^l 



oUjj/lj^Jujfl ^9 Sl^Jl .kuo 7.2 



[dJLjJ a^yi v^-] flkJI Olja'l fly j oljaNl oil-) olaoj/ljjji j flkJI oljal tfli j jl 



jiji^i j^r ju^tr yu J 1 



f ^ j coU: j/l jjOi ObL iJc\l> j Li j c^JU-l ^ jCiJ Jiiix, I ia> i-judl £b jj 



3_ 



♦LSI slyJI d*J^- ^ tolj^VI ja la* ^ 



Agente de Actualization Red Hat 



n x 



Paquetes no seleccionados 




□ Seleccione todos !os paquetes 



1 | Pack age Name 


| Vers km 


|R£l. 


Arch 


|size | Reason Skipped 1 


□ kernel 


2 A 20 


20,9 


athlon 


13535 kt Pkg name/pattern 


□ kernel-source 


2 A 20 






38046 kE Pkg name/pattem 

—77777 ! 1 



I nf ormacion del paquete 



Aviso de la visualization 



Ha escogido aetualizar los paquetes de forma no automatic a 

Si desea anular su configuration e incluir Lino de las paquetes de la 

lista. selecdonelo en la casllla de verification. 



U Cancelar 



4 Atras 



Adelante 



o j^L^a-oj ^U-oll ©I jill i"u Wi (CIjIaJj A^JjuJ Up2d.3.tc) <-^-A^J i"u Wi j£ SaJ ;3 (J^ajj 

lib* jl ^u* \s[ t! yum ^la^u-l ILL* jl tSSKJLI Vj* - J* oljaVI ^la^l Ul IjjOi j LuSCc 



#yum install kernel kernel-source 



*fijjb\ jIjl^^I cJuai-l jIjl^^I L^j^I OcUJI j oljLW Cxrrjj ^yry. (sftj ^ <1>j& U 



c)trlj5 UjJ (/boot/grub/menu.lst j jl /boot/grub/grub.conf j cJaiU) li* grub-egacy i\Jc[ <j cjlill J^u- 



'J 



splashimage = (hdO,1)/boot/grub/splash.xpm.gz 




title Linux (2.6.20-2945) 
root(hd0,1) 

kernel /boot/vmlinuz-2.6.20-2945 ro root = LABEL = / 
initrd = /boot/initrd-2.6.20-18.9.img 




title LinuxOLD (2.6.20-2933) 
root(hd0,1) 

/boot/vmlinuz-2.4.20-2933 ro root = LABEL = / 




.initrd ei^j ol^JI cJab 



U*j ^LkJI 4}Jbt5«i J^cT oU^j/ljjOi J (Ujl* ^J^l^ grub lilo Jl> j 



./sbin/lilo ^Vl l!jJb IJ^S^LJb jjSC^ UJbu j£j c/etc/lilo.conf 



fr fr 



is fry - IfjJr ^ - aiaj cSljdl j^Ut* JjJS OuaJI J M jfc^l^JJ jl U*j 



fr^fr^,frw w 

jl U*l JJJ jl Lie Sljj 0:6 j! I> 3oL^VI oUI ^Vl ^L:Ij U^laclj IfL^ j>^j /usr/src/linux-version j 



fr 



^L)l jLdl L^jjl jlj (I jjJli J iaJ^uJ.1) SlyJJ oU^^rj oUJ/ J^JI j^sC ^2? OU: j l^i 



j£ j\ djjJ\ i\y Jbj? lil VI tl^lS OU: j j^U^» ^IJbdJ J^aiVl dj&Ji 43l ^ l£ toUU>VI :>Jic £ 



<Lolc !huub 7.3 



j jl) /usr/src/ j j^Uail jl ^ jUJ *U j^U^ Ujj l\j> 4^UJI ^U-i <J,I JajJ 



Si ^Jl j^L^t* 



Jj^aJ-l Ju^* IS' li[ jl ♦ jLo jl I jjai j lib bLo (.jyA ^a*-l d-ilS" li[ jS^UI ^il jj£^ 



jj>j jl J^aij j) d^J^I JjJSj www.kernel.org ^5jll J[ c^UiJI tux*J ti«L)l oIjIjl^VI 




jl) /usr/src/ (j Sl^Jlj^Ly^ Jai^ dUjj tcJalll Jj^ ♦ (Sly!l j^^lax f ^ '^sHo 8 ^' ^^Jj 5 ^i^J. 



(*>*.! la* 4.4 



IS" U-Up }L» cSf'i lf« 1 jrdT jl ^u>- tjUlL JLu- :L4>^_f! r-b»^ j^JI OljkW Jc c J)_ LJ 





:(iiU oljL^I ilU jlT ISI) aiUI oljL^-^l ^ i£l .jjis .1 
make clean mrproper 

ft ft ft ft 5* ft 

Ulj ♦ (oldconfig jl cgconfig jl cxconfig jl) Mi« make menuconfig ^^1 ^la^u-L cSljJI Ja^ .2 



ii& ^ 4.3 ^jdi j \S» 



r V rooteP kao s:/usr/src/lin u.x-2.4 



1 1 11 1 ..... 



Archive Edltar Ver Teiminal Ira Ayuda 



Linux Kernel v2.4.20-18«9oistoii Configuration 




Arrow keys navigate the menu, <Enter> selects submenus — >. 

Igh lighted letters are hotkeys. Pressing <Y> includes, <N> excludes, 
> modularizes features. Press <Esc><Esc> to exit, <?> for Help. 
Legend: [*] built-in [ ] excluded <M> nodule < > module capable 




turity level options 




oadable nodule support - — > 
rocessor type and features : 

en era 1 setup — > 

M triary Technology Devices (MTD) > 

arallel poTt support — > 

lug and Play configuration > 

lock devices — -> 
>l lti-device support CRAID and LVM) — 



ryptography support CCryptoAPI) - — > 







<Select> 


1 < Exit > < Help > 





4 



make dep 



Sj^aJI £j£ \s[ U*l zlmage ♦make bzlmage J^j ^Jb^dl .4 



J*x> V j5 •jjT^I JjjfVI Jai^j J^^dl "aIp ^y^j l$* c ^Li bzlmage ^la^u-l to 



jJlio 2LL*JI J ^cUvi jl ^xc zlmage j^x» li^j (,\J^\ Sj^>-^l ^j^w Jc bzlmage 



J o jj^all :>UM JXC c^Ir Uxpj ^aS^I oj^^l Jc olcU Ji j JcU S)$>-VI Jc 4cL Jo-j 



./ usr/ src/ directory-sources/ arch/ i3 8 6/boot/ 



Jl JUx^l jVI Lie •L.lfe; J lixA jfi i OVI ^ ♦make modules ^S/L olJUjJI Jb^- OVI lu£c .5 



U>-l J.\ j\ 2.2 £yb\ JfU) SljJI Iju. LcjS I v j£ oj^ ^ ^ colwUjSI j .6 



u* lj i " oljU*VI J Ul) l^U ^ JiVI JxlJ £j£ d~>- c(2.4 JjVl 



• (Sa^rj* "Al^ill dift Juy jl - 2.4 jIjl^VI 



LjS U (ULc jIjuVI ^ J>: ^1) 111k. Ijla^l IS" I^Uul jjjJu. o£j 61 Ue OjC- 



b jl J^VI c(oU*jJI JlxLol ^) 

cd /lib/modules 

tar cvzf old_modules.tgz versionkernel-old/ 



CjJt l^SCc tll^l jj ll 11435-lj IS[U*-V l^U^I l^£c .tgz cjJia j 4^J LjJ jU? J 



make modules install 



: aJUl ^IjVl, Jlill J^u- dUij t5ly)l ^J&r Jl JlisVI J VI L£c .7 

# cd /usr/src/directory-sources/arch/i386/boot 

# cp bzlmage /boot/vmlinuz-versionkernel 

# cp System. map /boot/System. map-versionkernel 

# In -s /boot/vmlinuz-versionkernel /boot/vmlinuz 

# In -s /boot/System. map-versionkernel /boot/System. map 



Sljdl (system.map) Sl^JJ <£y)\ ^Joill jj^ iija)! oi^ 



jl grub-legacy jl lilo J If ^ t^KVI j^JU :>IJcl cJ^ J ijllall OblJcVI j* l)VI 4** Uc U JS" .8 



Lilo ^la^u-l JU j Ul JjIj OLoj Cf^j" d Wb c£*^ ^IJcVI J^I^Lc cGrub2 



./sbin/lilo -v jl /sbin/lilo bJbf alJeVI d-JbJ 

. ( f U U ^ o> jS ISJ) o^J J^" ^ -9 



ft 



^r*i U«J J^ir - </*^l l*i* •W^l j . V**)l fi-V. j*J ^make install xkz c^ljVI dJi& Ju^: Jjj j£c 24 



J jl (apt j^c) jL:> <3 tUI 4^bdl oU-JlpJI ~ui> ♦ dbujy <j 1 ^^uJ Sljj jlJt*>[ ^-U- .1 



.(yum j/l jj-ti 



aJ^L^-I Ji-L ^ll. ♦ (grub 2 jl grub-legacy jl lilo Uj**) ^AS^I Jj 2 - t(Ujjc 



•^jUdJ ^bu >TfUaj M jSC f. ISI (^Idl ^UVI oUUj ^lk!l ^j^lX) ULI ^Ikll obL 



U-i* c£j-k oJlr J***j jti j (http://www.kernel.org j'^i ^-uJ uljJI Lp ji) .3 

Ajf- j -aU^-u *Uilj Wdl dJLxc jl ulLM axcj c^jL^-l jUI CjJcII •SjUjJI j ^j-ill oljkW 



SI iyJI OuiJ (^>*^) i^U. jl LI j & jjJI Ol jki:l Jl 431^1 6 jLo "aSU J .4 



iJojJI j^ljillj :>jlj* JoJbJI ^ai •^r&J ^ ^ ^Slj^[kera] [1km] 



'J 




ju^b ^ cj-^udl libil Ifb/C u^jwj '^r^J Slyj 2.4 UK [Dbo] 



SI^JJ 2.6 jbJU. d^o^j ulyJJ 2.2 g^fll JjIjIji^I dJU •JLfcdlj 



♦^^SoJ Slyl 2.6 -aULJJ Ch?J' oljjldl £rl ^ [ Pra ] 



•SJui* :>lj* l^J rt^lS" j£ tSljdl [Ker] [Mur] 



oljU*l ijJ^ JOuSlj ^^wdlj ^Ull j> <J**i [Bac86] [Vah96] [Tan87] 



Grub j Lilo £BVI ^ oUjUl [Skoa] [ZanOl] [Kan] [Pro] 



- Linux in a Nutshell v^gf jp l^J ♦ c jJ^. Ji^il - "^JcJ Sl^ j ^ jU" ^> 



Br 



.Greg Kroah-Hartman j 



."Grub 2 £ttVI JJV V ^ 



Ja^u*- ♦ ^S^/y^ J Ja^. J&A IfJaJc ^Ijdl eift (J ^o .jl^. Uil ijljll o jl^ij^JllI ^ Jj I 



^JJ Ijj^ 4iJc£- ^Ijlj OUI j*-l ^J£d»*L c^lkJJ JU-I ^jll 4A SjaJ Jc cJl5" ^3L- 



^1 »bl t>i. oL5j ^ Jl tV* J,Udl b5o: ^)l iifcaU oliill Jai=- aJtil jl c("4cLy) lifcaM 




ay^jLI JL£L ULdl J^Uil JUu- ccijSI 




coJ> jll d ift J UL I j (jll J^liJI Cx*^» ^ IJl* 4jL^ j L5 <Jcc!l ^ j jjl j 



lu\J\ aJc Jj^asLI j^JTj cGNU/Linux Basic jAj cFree Technology Academy tf^ jcT c^S' J[ jJU ^rSOl ^1 1 



.http://ftacademy.org/materials/fsm/ 1 3# 1 



^LoL> bl> :oLajj^l 1 



** ** 



c c _^aJI j :>lacl t (Grand Unified Boot Loader 5 jU) I jU^-l) Grub 2 ^a^ui 



♦ 



Ja* jSCJ cGrub 2 ^J£dJ oUjjdl ^ Joa*)l oJoJc 4? c^tfVI a> tfblad J^a*; j&j 
l!L lco2l oUjjdl jl If c^jlSJI Grub-Legacy ^ cJIJ U oUjjdl ^Suuj lcu2l oljlJi^VI 

.Lilo ^a^ui 0:6 



j^- jp ^j^^um ^jjl JjjJI juJbi 1^1 ^jio ^ ^ JvTI jlS" lil •JfloJI SjW 



♦ 



•Lf^Jy J I j^^a^J jJI jLo ^ ^IkJI la* 0 jU^I ^ ♦/etc/alternatives/ 



/etc/xinetd.d/ j ola^l X^Ji\ ^lacVI oUl* a^ cxinetd ^il TCP/IP JiLo ^ ^ 



♦ 



flkll Olf tlJliai ^ y /<u&\ j •/etc/xinetd.conf Jl al^l cTCP/IP oUa^ ^^J 



j CUlf jjll ^U-l c/etc/inetd.conf jb a^lj aljd cJoi* 4} 0^ ^ijlj rinetd ^ ^^Jl lai ^J£ciJ.I 



LjLji-l xinetd ^X-j anted ^J^J cJ€ jLo 



c/etc/xinetd.d/ t^a** ^J£c^ ^jL Ua> JuLs jJI olilll t/etc/profile.d/ :4^U:I :>lacVI oljj^ <j^u 



♦ 



JuwUJI c/etc/cron**/ t^lkJI ^ly Ju-ull :>lad obL c/etc/sysconfig/ oUa^ Jo* otalJc| 



la^j d~>- c/etc/pam.d/ c(crontab jjc) Ljj^ L^P ^ uJ- jJI oljji-l 



."Grub 2 ^BVI Jjy* v^BT cGrub 2 Jcl U> jtTl J^Udc J,&1 akUl ^ITS^I ^ 2 



i jtjlill Jai^ jl (Ja-lL: (^jj ^1 iDj^, J**) J^.j,j^ olaljd c/etc/logrotate.d 



j) Ol j^Ju ^1 ^U/V ^BVI -Up :>bJI ^2tj ckudzu I4H oLfjj ^ ^ 



♦ 



HI jJI Hal API JU oUJ=dl Iffjt i^-lj I4U O^l ^Sfl IJU j£) 



dpkg, apt-get, :Jio ^ J^Udl aitSft obj^c oljal ^ cDEB f > ^ fl> f 1 ^* ♦ 



.dselect, tasksel 



c/etc/default/ :Ji. t/etc/ j S^U - oljjjil SJ^ jUll - FHS jLo ^ 



♦ 



/ cobUlj 'sSlDI ol^lj SjbV ^Lfjj o^^* c/etc/network/ jJI ^^J ^Sj alad oliU 



^IjJJ J^ljj c/etc/alternatives/ Sjb[olj^l obljd Jp- oUjU* c /etc/apt/ j /etc/dpkg 



:J2U ♦dpkg-reconfigure Sbl ^la^L ^W-jJI f> ^ Jo 0*11 ^IjcVI ^UaJ 



♦ 



dpkg-reconfigure gdm 



J cXJ r ,U)l jL^I u* cK isMj 



dpkg-reconfigure X-window-system 



update- Sbl lib* c/etc/inetd.conf j ^lac^l cii* cinetd TCP/IP oUai- oblJcl fj^ui 



♦ 



♦oUo^ jl JJ^inetd 



ci 51 fW^ ^ ^ (jil ^li^l u* JbJbJI /etc/cron.*/ :1^UUI oblJcVI olif ^ 



♦ 



• JliJu-l PAM du>- t/etc/pam.d/ c(crontab ^c) Cjj:> 




I O b s^Mjg 9 2 



ijj. jllj crunlevels JJ^iDI olji*. j 4> XJS y> U ^IkJ Jil JJ^ J 5L.UI JjVl J»l£)l ^ 



(^/JLI j) i.a2ll oUjOiIj c^lkil JU-I J^JI 



btf cv £w £ \M * £ 

/etc/ ajjf J Sale ^j^l V-^ 1 oLL*)l Ag-j. ^^a; ^Ij^u-L Jk*7 jl oUoiM J*if jl jSCc 



i* j olc ^k? 1^ ik:JLI ^oJ^ ^Udl olS ijfjOl <j*j*ci\ •/etc/init.d/ j ^Lfjj ^j** S^. 



/etc/init.d/service start 




/etc/init.d/service stop 




/etc/init.d/service restart 


I^J^J Sift] L-iliij 


/etc/init.d/service status 






Sals ja£r cLSB jLc^ J a^xJ.Ij Ijj JuiJ ^Ijc^I 




j t^J^l ^^.^ service service-name stop j t^-bW service service-name start ^la^u-l UaJ •|*>viLI 4 
service service-name j t^JsUI S^lc^ service service-name restart j c4*jJ^! "SjU ^ service service-name status 



(I jj-U J 1^) systemd jl ( jL^ j If ) Upstart iijt ^la^u-l ^^0: ^JbU UkVl Jj olJcVI ale)/ reload 







5Jliill CliliLJl A-Jajl J^qi o i Ajvu , Jill CliLc^Jl q ^L-ol ull Jjiu^iJ L_aa qj 


Halt J it, Ml LiULI 


0 


/L^jaJ ^Uai.Vl C 2L-]j ^V-JI 


A^2k all a, W*U*1X*11 A-x-b a 

" ^ r c J 

Single user mode 


1 


< ^ 5 J^-<J1 ^ ^3 jll Ja^a ^-AuaJj t<£julll ClA-clk (ja (J-oju V 




2 


.yV WinClOW (3^*-^ ^ J J^^r' ^-^'^r'J ' iLa^^Ji c-liiiuiu t_jLoJL2kJl (Jju-uj 


• •* tl "! •* 


3 


5 .3 Jl !£Uo JjIj U S^lc 'Sic ^Vmn V 




A 

4 






5 






6 




.(LSB jL~ 



j BSD L*j : c j^ih^- [uujUl j\] uy^i(u^y^) u^^^J^ J ii***** ©ia jj& Sale 



^jjl flkll ^J^lJLI y> System V ^Iki cjLj IjjOi^U j • (SysV USC IjU^-l ^ ^Jilj) System V 



.BSD ^a^J (Slackware JiU) ^^ScJ/^- olujy <j^uj c^>^l (J ^J Ji iJaJl j<J c^j^lJ^ 



^IJcl cJai* ^Ji^ If U dnit UP Ij^ Uxp ^System V JJuilJI 




^SVI Ji> (initdefault) Jail JJtiSlI c^j^ ^IkJI li* ♦UJ^L- j!l lid I /etc/inittab 



jtijl j* n 



4* 



(.- JJuiall c^jiJ. UJ^ - /etc/rcn.d/ j S^^ll oUUI flkll ^-Ij^ ^dUi Jbo 



^ tf, c x ^ ^ w 

^j^x ^Li* Ujup ykc jl \ jlt jl ^ JJb ^\ oUjbUL iciS ^yi ^ijlj c(^a^l ^^lJlI) JJtiDI c^j^ 



*5 > * 



•oUJbUI * Jui^ ^iSI ^jyjdl j*!* lijj c (kill - K) i.JbUI [J*lil jl] Ji2 jl (start - S 



^ oUai:! olcl j\ iJ*\jb[ j\ uJL bl /etc/init.d/ j ULIjj jJI ^LfjJI o^^J 



♦ 



<u^c ^ jl Lie i Jlill J^u- Jl ^wbi jl itLo» Lie t JJutoll ^ jrtJc^ telinit U 



♦ 



U*j j£c) telinit 1 Juk jl bCj tjjL*u dy*&^ ^SC JU j ^JbLI j ^> 




^jl^ Jl Jlisi^l ([Single "Jl^jII" fJ^JJ j> Jl S J^j^d^> tl jtJjl ^ Vjo] S ^J^u-I 



j£c ^o^J.1 :>o*; jjh J,l S^jJJ telinit 3 XjlZ ILL*) I *lp^l a« b£c ^ cjl^jII ^a^uJ. 



cJlftLl J~u- •SiL^VI o^loUil ^ ^Ui ^ j& telinit j£j O^il init ^1 ^1 j^u-l U* 



* # **** . ff- 

sync ii#I^U y\ j£ init 6 j csync 1>I^U Six: ^Sty^ iJaJl J^l J SoL^pVI JJtilJI S^lc[ 



jl j£c ^Ikll (reboot, -r) JJc^ Satyjl (halt, -h) shutdown JJuiJll vJliJ ^1 U 



♦ 



♦ oJLL tf:>lclj JJcilJI J^Lij^ljl U*J dib* Jjj* jl :>Jb£ cij Jku lift 

^J^uJ.1 j^J^. j^jlJU j^c cJowUdl 4>-j Jcj »^lkJI ^a^uJ. ^ J^U j JU jL wall U 



♦ 



UUb shutdown ^IjVI <ua^iJ Cij J^JI cJa3j^ jl^LI jl 



j*j K lilj cps oLL*)L jcly ^ Jj^J-l l^xc .U JJUjo Ja^JLI l3 jidl |%i j ^UL. pidof b) 



♦ 



L^i j*^ ^ij jUi ckill 4^ a^- jl JJt^ ^j^Ucd 



J^ulJJI ^Ju ^iy: jU^ UJj coUjjdl j S j^aJI ol j^Jdl ^ 



Olji^jl lu\jfiij>-y /etc/rcn.d/ olaJ4 ^J^u-I 4 JJ^I ^j^J. :oU:>j/ljjJLi 
/etc/rc.d/rcn.d/ : JUIT olji^l • JJiifll *Jl! al-UVl oliill ^> ^ c/etc/rc.d/ jM V ^" 



♦ 



.initscripts j sysvinit oLfjJI ^> j S^j* fli^l J-JuS *Ju- ik: ^11 ^Ij^lj olili 



zjJ- jJI oUll :>UM h£c 43I Jl jUi 01 bJc djjai j ^LfjJI c^j^ll j oUil J ol jwdl JU, UJ 

** ** ** 



1^ j^>c^i /etc/rc.d/rc.sysinit jfjJl ^1 •/etc/sysconfig/ J oUJbWj S^-VI ^IjcV ^ 



J J* j ^JG£j Ufi j ^*>j^/etc/rc.d/rc.local jfjJI ^aJI t^lkJI JJc^ Jt^> Sj^Ij 



/etc/init.d/ ^ J*lj U*} ilbb ,/etc/rc.d/init.d/ j ijiU Xg-ji\ <_^dl ^ oUj^ JJJ~\ *jJI 



*Ju jl *->Li^ /sbin/service :dUj^L ^odl) SJLall L yj^d\ <J»m IjjJi ^>-& cdJJi <_i[3»l*4 



4* 



oUjL. Jc J^JL j\ U IjujyAll K j S olilL -Lljj «UV /sbin/chkconfig_, jjc *,4i. 



0* 



jl L^p^l^c oUai:! JsJ^j c-oia bJ ^iiS^\ update-rc.d ol/JL Sj^i^'j' 



♦ 



Jslilj JJc^ *jJ iJul&ll oLLJl invoke-rc.d c JJclI)! oLji^ ^ JTI jl o.wlj j l^ilil 



♦i«wl>- JJJU S^lclj 



j^Ujp c/etc/inittab X Window System Jilyll ^UaJ jU V c2 y> jL:> J Jail £^SVI c£ji~« 



.2 £^SVI ^j^i i.Ji^ J ^ J^u ([U jl] kdm jl gdm Ji*) j^JU tdJdi 



4* 



ILrf-l II J^llj Jul r J-j. jl ^ J^dl (jJi-l) flkJI jtJl VjJI WJI fU" Cr* 



J >JI ^ji^ oJUl v y!l ^LiVl j .(.£1 4^1 /tfl isf Ul) flkll ^jl r iSl \jS *\j\mcJ\ j\ -aU^s. 



& ^ W & f IM 



obUI Sale iiliJl _^kr c^lkJI ^Li Ujl> tSJLill obUI ^ Jf >l ^ c ( _ r £j/y>- ^Ik ^A5I .up 



dAli *LM ^ 



W CO* 



•Ijdl ^51 >T ^ JSLJI :dmesg ^ 



♦ 



dJL* JS) Olil J.\ jaoj SlyJI jJI JfL- Jl ^ flklJ j^Js :/var/log/messages jd* 



♦ 



syslog Jc Jiwuj c/var/log/ J jj& U S^lcj ciikil j^jLiJI oliU ^dSCJI 



J** JL jll Soil ^ ^ :uptime ^Vl ♦ 



^lk)l oUjU#j oLL*)l jlj>^ Sly) I ^JbdcJ (procfs) oliU ^lk :/proc/ ^lk 



♦ 



UjL* Jl JtTl a^Lt il> |ra2d 2.6 Slyll j ^k (sysfs) oliU ^lk :/sys/ ^lk 



♦ 



/proc/ j!>^ \'6\$d\ 



3.2 



Wil oUjUll L^P *L*I *J <//j c/proc/ ^j oUL ^Ik £#VI xp SlyJI j^SJr 
j j)l oUjUl ^^ai J JaU Vj Ul J /proc/ jA^I JL •a-U.UI oU jUll ^ j^JI Jl 



Ij^T /proc/ 




Ull jl j£cj cfcl^U SJLHj flkJI SljJ Jc Owu ajJI jl Jjs: jl LJc 



• 6 



^ syi UUk jjl olO Jl aUI c/proc/ J saill oLL*)l ^ jj. jl j<c <ol i^il J,l£)l ^ 

•* ** 



UiLL jj^ dib> /proc/<process PID>/ j ^ lk!l oLLf ^1 ^Ul .oLLJ 



•sJU ijj L^a^J jl lu5Cc aop j ps Ji* a^i ^IkJI ^IjVj £l jJI )L*-UI oUjUil oia •IflU 



Ija VI <j^o i^U. j) /proc/ ^ ^ IkJJ 5 jjdl oU jUI Jl f 



Ik! 



JoJbJI 




.(procps J S jijil 



Ja» Jl >^ -/proc/ j r lkJJ "M -45 U- 1 j)l c£>^ oliill jl L£c ^>l ik^^ 



H*U oUjU* Jc Jj^. [p&Js L^lc jOI oUiil 





uiLJl 


.USB j PCI ^ CjUjLl- ^ ^ 


/proc/bus 


Kernel startup line si jSlI *^ t-iL 


/proc/cmdline 


CPU jS j-JI cjU jLw 


/proc/cpuinfo 


^Uaill CliULnll L_Jq£ S j^-l J <*-fljla-all Sj£^L A-aj\S 


/proc/devices 




/proc/drive 


Si jill Ji aJILJI CjULJI <Ad 


/ 

proc/filesystems 




/proc/ide 


aU^louJ! (IRQ) Jtkl cjULHo cijUliaj 


/proc/interrupts 


.1/0 ports ^^1^1 jaJ/Ja^B ialio 


/proc/ioports 



/^i*ti i • •* * ..1*1 


/ / * 

/proc/meminio 




/ / 11 

/proc/modules 




II A 

/proc/mounts 




/proc/net 


SCSI -i IDE Sj^l J SCSI s j^W ^ 


/ / • 

/proc/scsi 




/proc/sys 




/proc/version 



j)l obUI »IT JiJ dllij t(/sys/ tfl) sysfs Jl (/proc/ J) procfs JlicVI ^ <2.6 jU*l j 



./sys/ ^Ik; Jl (SlyJI ola^j) If^i^j i^Uj coLLJL jU- V 



/sys/ jj^o :SI^JI 3.3 



V (V"^ j') 0* oU >~ <il J^jll oULkllj APIs oLLkil ifjt ol^lj) ^ 



•Ul L^L^j Sj^>-Vl V 1 ^ udev HAL Va^J U olc 



(iib*M oljU*VI IfJSL* j^cc jl j£c jOIj) sysfs oliU flkjjc yi J^SI ^ 



^^j) /sys/devices/ j V jill oljiail j ^Wc/VI ^ oli^k .(iitsM l^liJU Lc S>r% 



Sj^-Vl ^dr <Juf ^ jdlj /sys/bus/ \s> jt\ olji^l j lLSk> J*ljj 



iy^y network Jl. cL^d IU> lafj /sys/classes/ j S^j^ S>rVlj ^IkJI j iifcsM ^ Jl 



bU I JTS^I /sys/block j ri^liJI 



U^tf 1^1 UjUpI c ilJJI aia j£Jj c/proc/ j laoUl UJ j<£ /sys/ l^ai J\ oU>«ll ^ 

' ** ** 



ju.1 IJla 66 Jij 5Jk* c-J iij* (Slyll o}U*. cjbJI cobUI coLL*)l tSj^VI) iifcaM ^LJI J*U- 



Lpi Sj^-^l obL /sys/ J[ /proc/ ^ oU^UU J*.y jl ^ ♦/sys/ *l£^ <^L*I 



oLWH 3.4 



:Jb£ b\ b£c 4*J* oli J^iJ j j£j c j^» Cij j JuiJI >>. j Jj^j 




"olil^" ^Vb oLJ^ jl tSl^dl jl 0U# <>' J^JL ik;^ CjLLp o:^ ^ :^lk)l oLLp 



♦ 



JUau ljubj riSlii j' ^ ^' oLL*)l dii J>£j ♦4ik*M oUjbUL Sa^ (daemons 

l3 ^) i^Jbbl JJiJ Isf IS[ jl (^IST c3^aa bjl^) £LiJI ^ oUjbbl ai* o;^ ISI U 



f*j bin, www, mail) obL^ ik:^ ^j^l oUj^ ^La jj£ j5 •^j^l*T 



♦ 



•jJbLI ^J^iL ik: ^ 



♦ 



iSjJU JtTlj 1^1 d~>- aJUl ^ lo^u-l UiSCc 



iUtdl ol jLtl ^ j^JI lib* c (ps -ax jl) ps -ef Ic^i ol jLfcl Jtfl ^ ^ 



(man ps ^1 J^u-VI JJ:> ^rb) 



3x15 cJk U .L*Uk ol j^Jdl ^iUj 5 J5 Jf UUb oli icli b) ^ jlo^l :top 



♦ 



,jS ^IkJI lj\y l^J ^ J^ui 



kill -9 pid_of_process Jio U^JJ ^1 JUjL ^ lk)l oLLf ^^Udl ^Vl U* LJ ^ :kill ♦ 



Jj ^dl oli oLUil «i» .aJUl Js^ ij*t c(SIGKILL SjUl Jl 9 ^Jl jJSj d^) 



man 7 signal 




3.5 



Ul/* JJ^j l^U, j ^ki 




oUjAM oLil^j syi jLI obUI JLfc-l ^il JLI IJU .syslogd y»_, ^IkJI j fl» ^J\^ lib. 

j) Uul syslogd Ja^ a£c aSCJ cjail (Jail I \jjb ./var/log/messages/ c% *j>-y <JlU JJ U>U jlj ^j^l 



"aSU Jl J^. is ill t-iljjl tiJ» - jJUall Jc bU»l <^>l ^Ui* *\&\ jOl ^ j^h (/etc/syslog.conf Je&\ 



:(lJjSfl ^ji^) 1^1 ^ olilll 3> jt/j c(jjUI ^ >T JIj! j.J&\ Jl UUjI ^ I J^, c- 



4 alarm, warning, error, critical 



kern.log, oliU *l£ty jLo J /var/log/ j jxJLI tUJL» iik^ L^L^ j£c ciujjdl 



Jj tJJL-jJl o Jb ^jjl JuJ^d :>loc^l jL^-l b£c •i5k5t oUa^ ^jli, ... ,mail.err, mail.info 



/etc/syslog.conf j) ^IjSl ^ Jl JSL- Jl JUjI S-Vi* U S^lc jjl oljUM <yj .IlU oliU 



Xi\^ j IJuio lift U SjsIc .(^U Jl ^jjjl jl ^ - /dev/xconsole jl /dev/tty8 Jio - J$jjL\ 





tail -f /var/log/messages 



4* 



Utifc <jdU j)l ol jjJdl ai Jail S Jib jl li >JI iJ ^1 oi* U 



olS 



♦ ^IkJJ j£ JJc^ S:>lc[d;jJb* ^Jc ^ jS^ldl SJuio ,^Ulc ^IkJI 4i Jb ^jjl CijSI :uptime 



♦ 



jl *^lk)l JJ^ olclj jl (/var/log/wtmp) ^IkJI ^ Vj^b aU-UI jtjlidl :last 



♦ 



(/var/log/lastlog j oUjUU) ^IkJI j ^J&sJJ ijj Iji £jf S^>V last jtjli j ^1 



... (U*l jLo loganalysis j <j) logckeck j dogwatch 



SjSIUI 3.6 



J\ Ji^\ if I j)l ( v jU£ •/ 1 -SSI (1 M 61 61 UJc c,lk)l sj* IJu ^Sfl jU Uxp 



swap JiJiJI jklu ^Iji^l Jl IJla bja^v- «(C-32 Ual j 4) ijj^t "V 1 «f I-aM <y j^ 1 VU^ 1 



^IkJI ^jJL- «.LM lii swap ^J5f UoUl j£j colilU j oil* j JLLff 01 »i» JiJudl Ukl j& 



JlLi& jl) ^UMfdisk ^1 Luxe •(bjsf-j^ jb swap JuJI j$u :/ etc/ f stab cJal* 



♦ 



.(/proc/swaps 



l^la^l oLUJI jj A j£c iLa« Lj^J) Sj^ d^J^U JjU ps jki> j\j*>[ :top ^1 ♦ 



JSVI S/UI ^ UJ ^ Jii .Sf I all i,L)l iJU-l \j>Js J*ju :free ^ 



♦ 



Aj ik:JLI ^ Ij&^-VIj V* 1 J 3 ^ 1 if lJU U> yu ivmstat ^ 



♦ 



Luj So, J^U (Uj^j cswap j af\$\) o^UUe obL j^L U - dstat Ji, - ^J-l L ^ 



♦ 



.(top J**) Sj^ai 



oLoUJI 4^uf s j^lji&l 



3.7 



fr **» * 



L jS jJI oUll U&i'lj »I>VI Uj cUv Wj l^ 1 i^ 1 ti 1 <J 



4* 




Sj^SlI .SCSI /dev/sdx jl IDE Sj^Sl /dev/hdx Ji* tlf. ^Idl JsUlTl c(dmesg) 



4* 





i\ IDE ^ Ji j*pju U iblcj #3*. Lit J* 






iicliJI jJSCi! ^1 jl fdisk ^1 ^Ij^u-I L^j: ^1 ^Jix ^uJSCa j^jd jl l3 j ^ jL^>- \J$C^ 43 yd 

:oU>dl oJu, U u^^c cjlif ide ^ ) jL^I xp tJlsLI -(cfdisk, sfdisk) 



J& ^ cdlUj ^j-ScJj 3jJJj jT^Jb ^jjl (j^Vl) Intel/IBM/PC/DOS ^ ^Ikj j ^j^lJlI ^^idl JUi~ IJU 6 



JWj primary :0lcjJ Uj tjUj ^ jl ,U^VI l4 j* 111) 4 ^ JTI 



) ^Lakll \ ^Li^l ^ I liJc l)I (extended Jcuil L5 ^j Jaid J^lj ^J) ^Li^l oJla J^-V ^^xc c (extended 



cdjJ^^/l gpt ^ijj cSun Sparc ^^ijj C4ra3l ±5U oj^>-^ Apple J2U c^iJl ^gjCi gjjjl i5L& ♦(logical partitions 



ljU*)fl jj 4iJbLI ol^Jjdl ^ jbjull j Jail jUUI laJ-X V 4X-u)l aJiJ^I ^ ^Li^/I ^ Ijgjf bac JJL ^jjlj 



# fdisk -j /dev/hda 



Disk /dev/hda: 20.5 GB, 20520493056 bytes 255 heads, 63 





Units = cylinders of 16065 * 512 = 8225280 bytes 



Device 


Boot 


Start 


End 


Blocks 


Id System 


/ de v / hda 1 


* 


1 


1305 


10482381 


7 HPFS/NTFS 


/ de v / hda 2 




130 6 


2429 


9028530 


8 3 Linux 


/ de v / hda 3 




2430 


2494 


522112+ 


8 2 Linux swap 



jjXj ij>-j IJbbj c(Boot ^5 VI Linux-type ^ ^ >Vlj NTFS L*oJ 



UjU U jji di* Jl ♦ cr ScJ JjO; J^UT Uj^l^ I j^l U c^^ScJ/y^- iuj/ ^NT/2000/XP/Vista 



(^Ij^I •sjjlSI ^1 jSVI **4iU J) Ijiji* * j^LI ^yaj Ujup s 




J* 



J^JI ^JJ J Jy^jj 1 ^ JbJ£ lift 4iJc^ (3 OUjUil oi* Jc Jj^aJ-l UiSCx 



V j£c j)l ijlj^l ^121 S>rVl jl ^BVI Xp Sj*U-l 5>rVl /etc/fstab ^Joill 



♦ 



VU-I ^ S^aJI J^j ^ t^KVI jl \*J*J jjl dlb JaS J* rflj^ll ^U)l Sj^VI jl 



umount 



VJIjljl ^1^1 f U*-l 



UiJl j\ ilj>. cJ€ "&J±\ d\b J Su^kll OUUI UL't ^Vl lis b jit .mount ♦ 



./etc/mtab ,Jdu. UaJ oUjUU 6 i» Jc b£c .(/proc/ Ji* oliU 



.;uhll a^LIIj 4^j^lJ.I ;uuil ^ ji>dL ul j ^aj^l c^UU XJit\> ^Vl li* b^i *df -k ^Vl 



♦ 



♦4^bdl ^ j3l ^ULx x^U ^Ll ^1 



w 



w 



jbjJI lib. 01 <(/ jJU-l - flkll ^Jl ^^31 ^ir lii^U-j) Ulk* %15 jl 10 jo oUil flk 



-45U lib*, coU>dl LfeT IjJi ^ jl ^j: jdlj txjlSf J oUjL. U Sale jJI oLSI J.\ ol> 



£y in it ^ 



tf. ^ ^ ^ w w £ 



W 



UUil 5 jjif oliU /var/tmp/ j Amp/ jljj^l ^Jk, U SjIc .icaill isjll olilll ♦ 



W 



j Amp/ cjuks Js* j^k :ukVlj oUjjdl ^ ^ .A&z- oliJ^j j r a^u^ 



. r ik)i ^ jr 



W WW 



oU>dl 0j£ jl j£c c(syslogd Jl.) ^IkJI k^ Jc bU^I t y>l ^ :logs ^lil 



♦ 



w 



t^Ldl ^ ^ jJ5 ^la^l xp c jl JcH ^lk!l Ja-k: ^ t!bU)l j .W S juT JJU Jl l^ilr jJI 



■sjlj^l ^.15 u*l J 4>L^I J^ cJUl JJ^dl oU>41 IT ISI cJU £1 Jc, 



.logrotate JiU 4^a>^ olj^l ^Ij^dv-I jl cronJ i£jJI ^j^ull ^la^u-l 2lL*)I oifc ixl jSCc 



♦ 



O IL . JarJ I j oUci^Ul cache cSjll ajr^ 1 5^13 cquota ^^a^- Juir jl cLjj^ l^aJitf 



^ w ^ 



LL>- iCjj^ Ukc cJlkj; tU\c *^LA\ I j$£ J^b ^1 ^j^-VI ^bJI ^>-^l 



w w 



cLL^> S^j^Ij SJ^il 4^LII Ja^ ^ V J^- ^a^LI ^la^l iL^J; ^j^lJ. 



olnWI 4^14 




etc2 OlT *l^< c^Lill oUUI ^UaJ^ /J ^jjl ^«J3I Ul tLinux swap ja < y>\ J\ ^ JjJiJI ^Lil 



J^uJI S> £ ext2 ^IkJ ? ext4 J\ ext3 Ji* diju-Vl j\ c(2.4 Sly) I j>- Uj&^w 0^ U ^j) 



^Ijjl dJl>j ^j-u JU J ^1 S^Ui^L lr coUttl ^Uai J^Ju Lc ^>-j, j^jlr tjournaling 



Uul Wli J*j cXFS j Reiser Ji« coULI Uttl ^ ^> 



/home/ ^j^jJ^ t/home/ j cswap jt/^j :^Lil ^Ij^u-I U$Li 6jC Jfi >•! ^Laj 



ft * ft 



.Btrfs Ji* tJJb^ll j diA j£ Ji oliL. 2uk;l U*J 7 



Jsi- Jc tiitat ^ LSI j S jrjidl »I>VI ^ ^ *I>VI J^i y>j cSj^ ^> >l alJcl lib*, 



U V jjlj (/usr/ j /sbin/ j /bin/ oVU-l ^ j J>j) feWI g / £+J J~\j f lo^-l tjlill 



I* fl.fr fr fr 



^ c(/opt/ j Amp/ j /var/) 5 jjidl *l>-^ <^j»M «JuJc *l>-l jl y.\ t.y-j c joi _yy ici lilj tyr* jl 



**.L*. il/j J^»»l j£is cr* j3l Ja^ jOl ^ J*£ lis .SJbJtU oLf jJI cjJg- iki Sb. /opt/ 61 jLvl 



:(U J,l J^U UU b& cl^pjs: 4JcJI I^jpoII oLill ajajl jj£ 



iiUI ^kliLI ^ Sjjkll cext4j ext3 j ext2 V 1 ^ 1 iJ&VI 'erA^i^ 



♦ 



ajjtf (it ij^-j JU j ^Ujl-VL U oUIl flk; j Soldi oLLJI o*>U ^a) J-^HJ 



j FAT 16 iifcaU iJiJVI Jl J^jll cMSDOS, VFAT, NTFS r^JoJ/^ jt ^ 5J%il 



♦ 



^Jo" - Uju, L> iL»Vl >JU j - SlyJI jl fji jl Lie tJoJbdl Jc, .NTFS j FAT32 
Sju, j»j cFUSE jjc) ^o^uJlI "^U* j J>U lib* - Lif j % - j£J .[NTFS aJaV] -kS* •»! j2l 



NTFS-3g Ji* l83l/5»l y)l c(^j^uJl! "^U* j J*rf oliU iJal IK. U ^ Slyll 



.HFSplus j HFS ^ iiU JS, <jj^\ ok, ^ aJily UJ .li-. j/Ull 
UDF j ISO9660 iJail Ji* - CDs/DVDs VjjJI ^1 /tfl JS, - jLjull ^jjb il^jll Ui&l 



♦ 



^ fr ^ **» 



♦ 



.ReiserFS j c(SGI j*) XFS j t(IBM j*) JFS2 t(Jlill Jc ^Uil j ojl^ll j?\ 



Uill iJi-l Jl J^L U t(cifs j smbfs) L.L, cNFS :(JTI £jJ2f) "<$^JI oliU "Ui 



♦ 



.Coda _j cGFS Ji* flgliJI j ScJjLI Uiftl 



♦ 



.(/sys/ i*f) sysfs } (/proc/ jj^) procfs Ji. c V ♦ 





4.1 



fj* jl J* t(/usr/ f /var/, /temp/, /home/) ^>tj / jJi-l oUUI flk Ijl* 



c£>l aj^ jl a- 5 ^ J* cJ€ Ay i<jjA oliL. Juki JU) So~> j^JI JvUi ii/ j£*JLI ^ <u 



45l 



jl lilo j!,) ^ giiy- jc Jjj* UbI ^ r u^i ^^/^ ^ jjl j 
obL -^,Ll* jlsLI U Silc .lifcsU olilll Utit ikrJLI ^LiVl ju«JI lib* jj£ jl 4 (grub 



Uijlj WUil l^bL iui J«J jll UsjVI ^^c) If UU j\ u\ J& IJla jtf Ay lUkVI 6 Jla 
jiT £ J*Udl Jc SjJlSJI ( _ r ioJ/_^ jU 4(1*^0. jj& V »i» oULI UiM ^ elf* oljla^l <jj '^UL. 

.l<*> obLJI -^,Ll*j ilifcst Jj^j Uijl ^ - Llj If - iJi&l JJU 



FAT <^ p** MSDOS ^ J U^j < e xt3 J ext2 ^A&» J* o* j'M - 



NT/2000/XP/Vista jj^ j J '(o^ 11 VFAT J) FAT32 ^ Windows98/ME/XP Home ^ j < 

.CjSjII (>j (VFAT ^) FAT32 j (o*^ 11 NTFS ^) NTFS <^ 




2^ l5 



Sljdl o^Ujl. jji^ j cJ€ jui 4iS3l j JfLi* ;Jb» [c^] 4"^ ak£ 4 NTFS "4U j 



yi J^jll .« jiill oUil XJij\j a iJsjVL J*^. L. Ji. alaa.VI cNTFS2 j NTFS jLwJ. 



Hjy. OULI Uijtjtjlaff jOl jU 4(2.6.11 jlJl^yi JL.) Sl_jJI j 2LU^. iJ^j J>j 4FUSE J^ij 



(o^Uill ^ J^lj 4Sl_jJI oUU ^ "^-".f FUSE 4iSjy.l j) S f J^xJil "^L^ jj 4 jSTl 




f yj J jCU jl jai lil - NTFS flk) J*!^ ^a LjJ jU 4 FUSE J^i_, 



http://www.ntfs- NTFS-3g (FUSE ^il) J*ill i> i*>U.j t- V-L-^l • j£uU# UUI 



.ntfsprogs Olj^l c (3g.org 



V J olj^cT Ul cS^UJI j •L^t UjUil L£c jl t- <Jc bUipl - Uktf. oliU HJttl ^a^J 



/ :J^lJL^kf) 4j jLJ.1 ^all iki t/mnt/ J*-IJj Oljifl^S" j\ t/cdrom/, /win/, /floppy/ :J2U troot y 



cFHS jL^ *L #j^ai; b^j^ <Jl->Uwjjdl OjU? /media/ jA^- ji j /mnt/floppy / j /mnt/cdrom 



.^Ij^U ^131 ^1 JSVI /media/ ^ J^. jl JLi d~>- cbS> oUiil iJaJl ~o) /mnt/ ^J^. jl ^ JLi 



:5JbJI ^1 y\ j? «aJI 2lLp JLir ^_ 



mount -t filesystem-type device mount-point 



ISO9660 I cMSDOS (FAT), VFAT (FAT 3 2), NTFS (NTFS read) :oUU flL' £y Oj£ jl j<c 

,(*4^»il Usftl ^) M ... (cd-rom "4»>^U VV*)I l^ 1 f$) 



x t/dev/hdxy oL^J IDE S^-V j j& <j£* <> ^ (i 11 /dev/ j j* JU4- 



c[y j£U] ^JDI pij l^L c(U^U <JWIj Jj^l cslave j master a, b, c, d 



(.3 (.2 (.1 (.(j^ Cfiij* bUipl) ... a, b, c, d, e ^3jjJ-l aU- J4 x d~>- (/dev/sdx ^j) SCSI ^1 Jl 



.(... c5 c4 



mount -t iso9660 /dev/hdc /mnt/cdrom 



Secondary C^J 1 IDE m b°y. IDE J & >H) CD " R OM J*Jc,kll j^JI ^ J3I li* 



./mnt/cdrom/ ikiJI j (Master 



mount -t iso9660 /dev/cdrom /mnt/cdrom 



jl^S. (Jajlj J*>Vl y>) J?:>l /dev/cdrom ^Jic-J d~>- cCD-ROM J^j^kll ^ _^)l 1Jt * 



mount -tvfat /dev/fdOH1440 /mnt/floppy 



j£c t(Lu* 1.44) <J,b A ^ \) \ 6 J. *cj djL* ./dev/fdOH1440 jjil ^ j&\ ^ ^1 lift 



./dev/fdO ^la^uol U* 



mount -t ntfs /dev/hda2 /mnt/winXP 



cjbll Jju- Jc) 3iL] C: NTFS y y> IDEJ,^ J, I ^ JWI ^J3I ^ U» 



.(XP jjjJj 



d^lJi^l Ju^ i(j\J*"\j j*£ ^ fU^Jl j ^IjVl sift CJ6 \h[ 



:/etc/fstab JalU alJcl c^lkJI xs> SJc5\ Uf> At\ p ^Jl oUjL. {jy^c J-^ 1 iij" 



# /etc/f stab: Static information on the file system 
# 



#<Sys. files> 


< Mount point > 


<Type> 


<Options> 


< dumps* 


<pass> 


/dev/hda2 


/ 


ext3 


errors ■ remount ro 


0 


1 


/dev/hdb3 


none 


swap 


sw 


0 


0 


proc 


/proc 


proc 


defaults 


0 


0 


/dev/fdO 


/floppy 


auto 


user , noauto 


0 


0 


/dev/cdrom 


/cdrom 


iso9660 


ro, user, noauto 


0 


0 


/dev/sdbl 1 


/mnt/usb 1 


vfat 


user , noauto 


0 


1 0 



j a^rjU JiJudl ^Jj c/dev/hda2 Ji* cijLdl UaVI ^ aljteVI lift J~A>. cJlsLI J*u- Jc 



^ USB ^J'aSU-I «ift jj c^j^JIj 0_>l o^^JI .(«UjlLt Jiil- 5l>il fJUt-J^jllj) proc ^Ikj c/dev/hdb3 



l3L1oTVL lift ^4 .auto oUll £j JuJ^ ^ toVU-l ^ j ♦ (c£^ cJ^5"l c£iSI) 



Lcl 



:> QT 4^ J 4J| noauto jU- j total Jc VI J o J*jJ- J^aiVli tU jU* j£ ^ tal ♦ oUlil ^ Ik) jlik! 



j I ^a)l ^ki ^> cJJ* ikL^ UJLis: J&j ♦(noauto) uJDI 



mount /mnt/cdrom 
mount /dev/fdO 



4* fr 



:jl^U jl J^ill iki 4-b umount J^ill (^1 J^ill J*j ciL~&JI U^J 



umount /mnt/cdrom 
umount /dev/fdO 



r l eject :> Jhi\ ^\ ^ j£*J t (U jl) V^JI l^ 1 ^Ij^l "^U Sj^l ^ Ij^I a> 



eject /dev/cdrom 



r^U-l dia J eject 1l& j 



eject 



iJaJ^L 4xU /etc/mtab «Jalil c£j4 iJaJVI jT J^j J*>jj umount j mount 1^1 ^yb 



oUjUll ©Jufc J^a^ jj^ mount Juk: jl cl^Jj^ Pfrjl j£c jdlj clL^ 




4.2 



2^4-1 ^] rwx [Jjl] ^ d~>- crwxrwxrwx :oL>WI "aUL- aS jjSC jl jSCc jT 01 b)l J Jfe 



lu£c oSU JT Jj •o>VI ^o^J 5 j^Vlj t» j&lJlI U jOI [L^ jOI] j chilli dJJLL [c5^-JI 



J>l x J^i cCjIjA^I ^U- j .execute - x i^Tj cwrite - w iSj cread - r S^IJi oL>%? *ILp[ 



Cd ^1 jjc) J^l dJIi Jl J^jll 




(dJJS j£ oUWI ^ jlU) ^ a^J. 



♦ 



^jLc^ jlT j) t jii-l uL> ^lo^l ^J. J^ki • 4 2jlj[ jl Ua>- ^1 ^& jl jSCc ^jjl j^jcJI 



♦ 



^ ^ jll S^ail S>r^l fla^lj t(/tmp/ j fcijU oUlil tjlsll J^ Jc) 5^1 jUil ^^Jj 



L^a^ui Ji t^USl l^J^dcJ V jJI ... lp, news, wheel, www-data oLL>- :4^U:I oUai:l oLL>- ♦ 



^ fr x > 



jJil ^Lc- U*J ^a^ui oUoiil .ai* ^j^lJ.1 *U*L L^a^iJ jJIj ^IkJJ lJU-UI oUj^I 



(ji^-l) ^^a^ ji^-j C jj^ l^j i^J^cL^ l3 ^ jl) ^1 JuJ^ o:>lc ^J^uJ.1 uL> Lii 



/etc/passwd 
/etc/shadow 
/etc/group 
/etc/gshadow 



:/etc/passwd <JaIU jjzu* Ja** oUjL* 



juan:x:1 000: 1000: Juan Garcia, ,,:/home/juan:/bin/bash 
root:x:0:0:root:/root:/bin/bash 



•^IkJI ^a^u^ l3 :juan ♦ 



/etc/shadow ijolll ^ iij>-y \^\ £u li^i tx iSL& J IT li[ tSj^ *J£ei«il jj^ :x 

** ** ' 



♦ 



^j^Lji Jbj*> ^IkJI ^a^.^iilj t^J^JLI J^j :1000 ♦ 



/etc/group j 4c^il ol^U* 1<JI jdl V^J 1 4c^rl ^ j :1000 



♦ 



^a^vtU J^£3l ^Vl jjSC olcj Juan Garcia 



♦ 



c-jLJ-I li^ Jx:JJ ^>ci)l aj^l :/home/juan/ ♦ 



A3 Jl^I jl c c _^aJI J ^IkJI JcUJI xp ^j0dJll L^j^uj jdl UcUJI &Ju*)l :/bin/bash 



♦ 



* J&£«il /etc/passwd ^Jiill .L fr -U» iiJ&s-il &Ji*a)l ij^>- ry> J^l ^U-l oi* j^j »V Jl 



S^iL* 5U*1I jjJLI oUf fla^L 0 ^iU jj^LI oUf ai^ cracks ^ J^P ^ cU cij Jj 



.(jftiMJI/V-dl fU*~ SL^ Xg) lU ikif 



>l cJfll* (J S^j>-^ If I lift J Jul iX Jj CcJoill lift J Jai^ jjjll OlX JbJ |l (lift ^J^d 



: ck ^ V:^ ^J^i u^t c£^b c/etc/shadow lIlm jjLU ^a^uJ.1 ol jl 




jjJ.\ j#3 £ >T ^ 1/1/1970 x. ^iy\ ♦ 



♦ 



^U-l Jj** 1/1/1970 ^ ^UVI ^oc .Ujbu ^LcLI Jk*^ coL>-^U)l *lfl ju* ^IVI 



♦ 



Oj 3 ^ j&^*j ♦ 



:^a^ll olcuf ^p oU^Uo/etc/group j o*cL* 



jose:x:1000: 



group-name : group-password : group-identifier : list-of-users 



/etc jlw oUjUl jl ^IjSl cdUi" jj£ V oSj S^lfe fc^l J IclS j^- aS 



^Jl^lJIL icUTd^lc ^k? ciSb* <bj>-^ ISI ♦/etc/group j S:j>y j*£j V <bU)l c/passwd 



./etc/gshadow cshadow «JaJl« U*l 



4* 



^>L^ jf j l f ujtf ^ oUL (£j£ J\j c/etc/skel/ jjdil j S^jll db J> i^ll cs>VI <^UU <yj 



j ity^. l^Uil -up ^o^J.1 olL>- j L^J j, jJI "skeletons" iJaJI jTUI %o j\ IJpo -Up 

** ** 1 




ye* * jl A jj Jui^l Ol jL^ ^Ja^ c^Ji^LUl jr^ V jt ^1 jj^C U olc ♦skel aj^ 



£1 coU^ L^bi jjl f 



Ik) 



iijj ci OljL^-VI ^Su- l^lbj^fJL-) j^J^J.1 SjbV SJLiLI ^l/VI fcyf jVI c£>- 



^IkJI Jl ^J^L^ 431^1 :useradd 



♦^IkJI j ^a^L^> j^Jy :usermod 



USL U Cm> jrd^C d jru^JI otaJill j IwU- SoJ^ :newusers, chpasswd 



jjuT :>o*J jjJlI oU^ jl cnewusers cJJ^ Jl^JiU oUjUil ^ oLLJ-l Jo J^JI 



.(chpasswd jc} 



./etc/passwd J jj^l J ^j^' fJ^ciJU oUjU* j^Jd :chfn 



SJuJbLlj 1cjl2)I jjJJ 4^ JLov- JUL j i^j^LJf oJJix; jSCc ^a^w> j<Jd ipasswd 



4^ j^Ju ^ dJJi IJc) o jj^ j^Ju ^ ^ jSI ^04 jl jjbi-l ^_jLc- Jc cl j* J£p 



Ujl> tjjbLI ^JbcicJ ^1 JtTl lift jl £;jVI ^ •IjJLr^ jj^l jj</* 



J IS* IS[ - j^all uL> Jl J lis VI b) jOl br AjAI JuJ^ a* c jJbLI Jl ^ j^lJ.1 JjJl: J 



jSo cusername J,[ ^u^dl j^u) su username SjLp #(U lid - ^J&^il c-jLc^ J** VI 



J^jo ^yb c^jJI) su username mandate ^Vl ♦ (... aj^l ^^5; J ttS^I SjLoj ^4%JI Ju 



♦ 



•^IkJI ^a^L^ :userdel ♦ 



♦ 



♦ olc^^dl ^j^J cL^^i; :groupadd, groupdel, groupmod ♦ 



♦ 



^J^uJ.1 Jj>-^ 43J^> j^Ju :chsh ♦ 



♦ 



♦ 



♦ 



^Vb ^ l3 jilj tiJajVI oi* .^j&iJJ oUjUI cJJc^. o jbl ^UaJ ^j^uj c<>#j&^AI il jliSr jJI S^-VI 



obL Jclji fj*zJ cLDAP j <NIS+ j NIS Ji* ^Network Information Systems "^LiJI oU>co iJii" 



jl&l J^j t^j^VI *}L*)I Sj^>-Ij obUI JcljS jj£ ^oly- ^la^b JU* JSCs* olc^lj oL^U* 



4JU?[ ^fcbi* iJajVI oifc cCijll ^j^oi; (Jj ♦idajVl oifc U j^Jj jdl 4c £-b> jL^>- ^1 Jj>o pjt j£*ll 



i^jLI J L^Ij^Ij ^1 ^jlS? jOl I* ojl^ll jJ^l^j jl<4-l/olilk)l jl/j obKil 



alJc[ cJoUj J j&s cJ€ ISI compat Jl jklb NIS ^* ^ to. . j ISI U i"bs jl b& 



* 9. 9. 

jSwij «4Jb J^*J ^ajl ^Iki! UJ^ nisplus jl nis jl c^U- oliU £• J^; IS" li[ c/etc/nsswitch.conf olc^i 



jlS" lil ^UpI JtTl lift JjSC^j tlalc O'l^ jl I^Sj^r^l Sjb[ ^ d~>- cJa^JI ^J^uUl O^jJrf ^1 lift cJJax, V 



jji^ ^la^l Jlj U j&sJLI jl^LI JiJI ^ tS>b oLLJ-l Jn^ lr NFS j? oUill ^Ll- ^ 



c5 iSlj cpasswd jjil ^ J\ ^b*L-L fcfc j!lj cNIS+ j NIS j -4]^ *J\ j o^l Sj^Till JjVl 



Ljl^J S^lcL pi S^UJI j c(NIS+ nispasswd jl (NIS j) yppasswd ^Vl ^p Vjj S^lc ^J^ui 



J ji)l I j) ^a^uJ.1 jl br - Jajlj jac - passwd J,[ 



•*26li)l Sjbl OlJi^j J ^>l Jcj lift SjaJ ^Ju^ 



10 

line printer jU^I) LPD ^lk!l IJla ^ cBSD ^j^Oji. die ^£^1 4cU* ^oU. jOsi 

£ $ yt 

£ JU- Jc "^CjiJI oUU»j « J 1 - 5 ! « j- 1 ^ 1 J^i ^ c£j» fU* lj* .(daemon 



jSaL cdJJiJ WB, o j3l oLtfli -^b 1 ) BSD <_r^j!. £/J cL * LPD f 



Ik 



fj <y W> cS^ 1 Ghostscript ^lk Ji* i*Jli Ijfjj ^ LPD ^lk t^LVI si* J 



jbsS. ^ijT 4^ yi J^U* ccijSI Jj *U £j>^l JJuLlI 4ijJ jijs, jJI oUAkl ^ ^Ij Jlk! postscript 



.LPD flk j J^JI Ll ♦ 



^postscript cJfl^ JIU^jll Jj4j fO^^ jl ^ jJI (<jdM jl) Utjll ^ jdl ^lk ^ 
jL UjUjII jl oUJadl ^ ^ j^ir c^^Jjij ^jS^/^r j •i«lkl Jl 4iUjl ^ ^jjl cJflUI 



♦ 



SjktL ^L2U ^bi liij to postscript ^> j^ti If* j^fj ^postscript iuli» Jl 



JjuLtU i^U^I J| Jj^>dL j>yLj CAUiu^. c^ijl postscript cJaJ^ jl Ghostscript 



♦ 



fciyi UwA cpostscript y ^ "^IkJI lil .^illl ^ jjl 3«.iyi JkJL. Jc bU»l 



J^^L ^j) System V ^^^1 ^LkJI Uul dJU c(BSD ^Jo^ ^ Ui ^ajl) LPD 5cLk)l ^Lk IjLw 



c^LkJI ^JO^ iJa;i ^^a; uJsl^l uLVj cS^UJI J ♦ (System V ^y&xj* >VI £y£)l 
Jc bUipl c^LLo J^i q^J^/j^t^ j .JjVl t^l4>^lj flkf jjcfVI ^ c^l ^J^ilJ^j 



iibk, .Uul System V ^Ijl j* U*J j£J ifcUaJI ^IkJ LPD ^Ijl JaB LjJ d)j£j 4 LjJ ^jjl Cju&I 



lpr t (flkl) J^iiij] J-jt <^jjl) ^tfjl 3eUa)l ^1 ^J^-l (System V jl BSD) t>lk)l JuJbd 2uL> 



.System V j lp j cBSD <j 



Hj^ ^ j& jtfl Ual O i5L*UI jiIjp^I j£j c^JcJ/^ Sell, UiJl j JlJfcVI JU-I j» lis 



jU. CUPS jU j2 tiSJy-l j .LPRng S ^ JS^Ij cCUPS I* jUlkJI .oUU 5»b. jSTI o^L. J*^j c jSfl 



V-*Jlj VjjS 1 »JA (ij^ 1 ^ c^l Olj Uift (LPRng j CUPS 



J^JI ^Ijl ^ fj&cJ tJIsLI Jju. Jc cSystem V j BSD ^IkJ ijUU UaJVl bjjj U lil t^aUl ^J^J 



.icaill ^IjSfl £ fcjli. t>.J^4J VJl u^lf* kLDl ^ukV u&AiJ*- uftj^ cups j LPRng 



fUaJ JaSi t[IJU.] 4JCJ5 ^Jjdl lit .aiJc^ 3cU» aJiJl iW b£c caJU-1 ^JoJ/j^- OUjj? j 



elf tol»; J r aSVl oljlo^l j .CUPS OUjicJ Ubtf oUaj/ljjJi, jLo :3%JbH oUjdl j cBSD LPD 



SJjVI j ULt aJU, CUPS jU j£j ucUaJI 2uk( ^ J^oJIj ^IkJI jrtJcr ^1 j, J*>. Print switch Sbl dJb. 




^ '(^J> j 1 -^)' 1 V 1 * LPRn § (i^ 1 ^) cups y "4^ * 4cL ^ 31 r 1 ^ ^ 



^a^iJ ♦dj^-VI Ja^k) system-config-printer ^Ji^icJ y& ^ (.iij>-y Jbu ^iPrint switch Jjj>dl 

;(\jL2iJ.I oljIa^VI j jail jLkl Ju jl ^ jl lu^Cj) CUPS £jJt ^UJI ^ ^ cBSD LPD iJjl. jL^ 



4Jdlj? aJc Lj^vJ jJI oLid! ^ ^ Jusxr liftj cHurd j BSD L^u c^-^J 4^1 Sac jj jLjj t jL^ j BSD o\j ^xJ{ Uj 8 

1 



•4,U Uj oUai.j ^1 ^ ^Ikll SjbV systemd j 4cUJ CUPS Ji* cl^a 



j Llj If) JjjJJj U&l ^ JcliJI U*J L jJ 4il yjcc jl tub do* Jl ,LPRng ^ I UJ j£cj 



bjSL- ScUJI ^Ikj ^IjVI jl olLidl ja» J* JJsj ^ u S^y m J V-W 31 j^I ^ j* - BSD LPD 

^IJfc^^I Jili LPD flk •BSD LPD ^\J\j ^Ibj CUPS j LPRng jT LU, cjj^ 



♦ 



5* * 



UaJl Jl oUjjdl Ubij cjj^jlb jSC^JL ^Vl jUft UXP i^U. tJa^kU I ^LL V <u£j 



c- c 





Ulll ^ iJUj t 4ilaw jIjcVI pJiJ IJLLj cLPD ^ Ik* JjlLJ ^L-Vl j ^ :LPRng 



♦ 




oU~kll J.I oUjUJI 4J ^ j& y. -ik^j cJ^VI BSD y> :CUPS 



CUPS 3^ L^i ^ jl JjwJIj ^oUM ^ JT Jc cCUPS j .(LPPvng j £) oUlkJI 



.System V 3eU» ^tj ^IkJI ^ jT ^Ut 



.CUPS j\ cLPRngjI cBSD :^ jtf*JLl fcLDI fife; 



♦ 



it L*. J» j\ .£( cUSB jl tljl jl ciJUu oL^-lj jc dte. oVUrl jl«4-l "aLsx* aJU-l 



jl i jIc *<$ll)l jjc "^Ladl dAW 2L^Jl« jJIj* j\ <.y-\ j\£ ^ "aj^y 



S[ LVj j\ c(BSD LPD ^(y- ^ 4^1)1 HP oU> ^ jbST t JUL I Jc) icLU ^ 



Oj& jV) s J>1* TCP/IP oVUri C< >l^- rScUJI Uttl jl oUlkJI ^ ka^uil ^Udl jil r 



♦ 



e. e. ? 



j\ c(CUPS juatf) IPP J2> cTCP/IP ^ Sjua*. Jlc oli ^1 jl LPD £ 



HP 



WkJl CjuI" ^ <cj_^ Lie j£L~- 4^l» J*L1I IJla .Ujjcj c(HP oUU> JetDirect 



♦ 



CUPS o^Llo - Jlil J^uo -p; aS c^^J/y^ j :oUWI o^Llo 



♦ 



ft ft 



Uul j^JIj j^Jl Ji-UxS Gimp £lj jJ 4 (Epson j HP U iJlsLI J^u- Jc) Vrj^ >^ J 1 ^Uidl 



j LPD j CUPS) IJiiVI (Ja~. £ Jwu oUj*. Sjbl flk Foomatic cj^JI ScUaJ fc-rf. 0*&^ 



4Af tf, tf, W 



j^ 1 J 1 J^l> ^ coWJaJI jf (j Ljif .Ujjcj cGhostscript Ot^j c(U>j^j LPRng 




Jj; 0 Jllpd ScUJI ^ ^ J? c(;1m jail fciyi jj.lt iUijJI J^j :lpr 



♦ 



^IkJI Vail iollaJI ijuj c^cJa)! j ♦c^j^^ 1 ^b^l £ ^a^J iLUj ^ j l^k*, j 4$*>UI 



lp jjAJ* ^j^ovu - 3ja;VI ^ j - jl S^j* Sa^lj ^a^Jj SwUlj JjL jl PRINTER 



(jail r VIT) 



99 



Ilpr 

lpr -P epson data.txt 

epson" M ^1 ^ulklb jJ! ^Lkll jjAJa data.txt li* 



•jjjIWI j <JaJlJfl^l aii^ ^Vl la& b) ^4 :lpq 



♦ 



Jli. 



# lpq -P epson 


Rank 


Owner 


Job Files 


Total 


Size 


1st 


juan 


15 


data.txt 


74578 bytes 


2nd 


marta 


16 


fpppp.F 


12394 bytes 



^Ijic-I J? lil jl cUUjI a> ^1 jrfw jl jSGjjiT jJai jl lpr UUu-jl IT lil U Jc I j» jua« 



Jli* 

lpnn -P epson 1 5 



♦ 



oa 15 ?J ^ ^ jii ^ 



^ *wi ji j^a ^Sfi ii* -jfaH. ^ o& ape j* ^ji ^Sfu c(bsd j) ij^vi v-wij ju lj 

' ** ** 



^Ijl *L ^ li U S^Ui tUJ S^b. S^UJI j ScUJI jU ^System V iJU j 4J| Uuj jjJ jl Lie 



lpadmin, accept, reject, lpmove, enable, ftjtaVI ^U^J ^P> lpstat, cancel ^IjVI c J~**)l j .BSD 



.disable, lpshut 



oia ^J^lJ jl •V^JI a^UI iJa&l 5cLWl foU» Ja~^ y^ 1 ^ c£>* fLiS/l J 



BSD LPD 6.1 



J oUlkJI cl>k -W^ J*^ v£ o° t)Wj ^ cBSD LPD (olj>- >SU j 



./etc/hosts.lpd J *2$C-iJI jjc J^JI oL>")U cfi^l V"^ c>°J t/etc/printcap 



jl IjJ ciulLi! J*M J^jU Ja3 oU-^U BSD LPD Ja* jl y» jail toU^UlL jU^ Li 



./etc/hosts.lpd j jCiJ jj& 



# file hosts. lpd 

second 

first.the.com 

192.168.1.7 

+@groupnis 

-three.the.com 



j£c JP ojb« jl DNS ,U*t LI t5j4st-Vl ^ ScUaJI jOl ^ 4st ^ ai br 



groupnis ^j) NIS ^U- J,[ ^Ludl Sj^VI olcyf 



(-) it dUS 



<ulj£^l jSCc JcLt jjjlt If* ^J^. JuJci lu£c c/etc/printcap j ^oLW ^locl jUx Li 



•>T ioL. jl i»U* jl^ *l^ t Jl* oU» j! ik-V JJi^ 1 ^ A d cfe •kUall 



WUI CjIT ISI .JjVI Juidl Jl jr^ lp = /dev/lpO :^ti <u J^V tfJM Jj 4 : !p = ♦ 



L *J*/lfcjli Jj^l il/ L£c Uxp c(HP Jtt) LPD jlL, J-2r<lS U> jj& jV cLPD £j 



♦ 4-1 



jlj^ jj£L~J tfSLi i*ult li[ •4cUaJI jy\b ^j^l^ JijJl jL^LI IP jl jlyp : rm = 



♦ 



5* 

rm j Lib LL^» l3 jJlI jL^LI j c~l*J! jjAWI : rp = 



♦ 



:JkJI JlsLI Jl >ds 



# Local printer input lp|epson|Epson C62:\ 

lp=/dev/lp1:sd=/var/spool/lpd/epson:\ 
sh:pw#80:pl#72:px#1440:mx#0:\ 
if = /etc/magicfilter/StylusColor@720dpi-filter:\filter 
af = /var/log/lp-acct:lf = /var/log/lp-errs: 

# Remote printer input 
hpremote|hpr|remote hp of the department|:\ 
lp = :\ 

rm = servenrp = queuehp:\ 



If = /var/adm/lpd_rem_errs:\log file 




rem 



associated 



LPRng 6.2 



jilyu ^IkJli tJj^L jUff Jl aUI BSD ^Ik ^ UiljdL J*U^j cLPRng ^Ik^U J 



oJojill 4JU?^I oLU*)I ijeuo c/etc/printcap tolilll (J ^o2J Ja^kll ^ j c jgljWI ^IJcL jUl UJ 



* ^ - £ ** •* 



^jJiz, cJflU JUpd.perms JjJLi jjAJ* JS3 ib ji^ otalJd 4i JjSC jl ^ijlj t^U&JI j£3 ^U)l /etc/lpd.perms 



./var/spool/lpd/queue-name/ J j*£ U <blc ^ajlj <oj>lk!l ul^l J ^ 



VI 



:2lJUI V-L-VI ^IjVL J_^>j!I jIjc)/ jS\ U. »J* lpd-perms CjUI* 



DEFAULT ACCEPT 
DEFAULT REJECT 

ACCEPT [ key = value [,value]* ] 
REJECT [ key = value [.value]* ]' 



5* ft fi 



M _> '(!pq c^VL jruljlaJI jLsrf-l) Q c(acUa)l iLUj) P 4(^Ui» Oj&Ol j&) X :^bJl ^ j&* jjjl i.Jbtl y JoJ^ 



:JbJI Jalll j Oajtsc Jl *4L>U(lpc ^Vl toUUl f^) Cj t(lprm cj^lkJI jtfUijII ^ lj V) 



ACCEPT SERVICE = M HOST = first USER = jose 
ACCEPT SERVICE = M SERVER REMOTEUSER = root 
REJECT SERVICE = M 



"aaM. aJc &U&J.I ^oUM Jc jJJ-I ^Ji^JLlj cjl^ first ^Ji«xJJ JSJ jjjUall ^ cJtflUj J*Jt<i 



J£ JL- J*i)l JUr jl jyM j, .jtfUs, JsJii- oL> <}l cIJla Jl a»L>l <. (localhost) acLkJ 



\M ^ C 

05 JUaj^l ♦Ujlv4 jjSi oUjjdl (j^o j LPRng t^ljfcVI li* xs> bjJ^ J^SC Dj^J 01 LJb 



2 UJ 

:Ji* bJtf. jj£ 



ACCEPT SERVICE = X SERVER 

REJECT SERVICE = X NOT REMOTEIP = 100.200.0.0/255 



.(100.200.0.254 - 100.200.0.0 J» ot c^Jti t^U-l 



SjbVli jUa UJj -BSD J Lazuli a^LSI olj^VI ^ Lit t^ljVI >^ ^ SjbVL Li 



.(LPRng ^UaJ oljlJi^l Jijj* j£) lprngtool Sbl J,l jl LU ^IkJJ 



N allies (najne|aJias1 |„.) 



Gji'iiinents 



Spool Directory 



/var/spoo 1/lp d/%P 



Hostname /IP of Printer 



1-14 



Port number 



9 1 J L 




IFHP 



User Specified 



Rlter | Aiar/libeixec/f iLters/ifhp 



— • 



Select Printer Model and filter Options | default 



Job Options Select I PR .lob and Rlter Options 



j | landscape 




server Only (: server) 



Client Only (: client) 



? 




? 








Printeap for: 

Server and Qient ( BOTH) v 
Spool action; 

v Localhost (ftnncGjocalhost) v Remote Queue or Device (:fnnce_localhost®) ♦ Default 




Printer Type: 



v 



Device 



v 



Balance 



Queue 



♦ TCP/IP Socket 



Dummy 



SMD /Novel/Apple Talk 



Unknown 




<*jlL.ki^a 4prngtool :1 <J^> 



Iprng - Ipr/lpd printer spooling system 
Iprng-doc - Ipr/lpd printer spooling system (documentation) 
Iprngtool - GUI front-end to LPRng based /etc/printcap 
printop - Graphical interface to the LPRng print system. 



CUPS 6.3 



£ JeLell *&£ *\ [£ cBSD LPD £ aJslj? iiJ, 4 jaJc£. 3eUa)l ^Ik) Saju. ijL*. CUPS 



? * <t e. 

Ujup JaiJ ^jio 4^0 c(http Jc Ju^u) IPP ^1 jlL IjuJl>- ULLo U*l CUPS ^Juj •gyJI li* ^ ^olp- ^ 



Jc Js^ PPD J^Ju Oli^l y> \cj CUPS ^Jic«i cdili Jl «UI .CUPS y ^ J^JIj ^olAM ^ jf 0/, 



.(Epson j HP Ji.) u^wdl ^ U ^ If coli yd! si* L ^*~ CUPS Jl ca^LUJI oL£»j 



4V 



^ Ik Ja^ J*£ /etc/cups/cupsd.conf oliU Jc juauj cLJ^ oJc2- :>|Jcl flitt 4* [clii 



olc^i /etc/cups/classes.conf j coUlDl *J4j*& ji3tc£Jjl /etc/cups/printers.conf j icUaJ 



•iikil JlPVI oUJ^j JftUI *|>l ^ ac^f Jc blupl flkll :>IJcl /etc/cups/cupsd.conf J L£c 



ft J ft 



jl <.<s*\j J 1 olcyf ^ t^oUil JI J^jSI l^^c Sj^r^l ^1 JuJ^ jU:| I J* U ^-4: allow 



♦ 



IP jl>P ^ *l>l Jl 



V ^1 |^Lo- JliJu-l ^a^uJ.1 **>L*)I cJJa-v- DlS" I3[ JuJ*£ j^II J*c£ : AuthClass 



♦ 



0*j^M oULJI ^U)/ L ^i; V^fe il^jll oU^dl ^ teyf -ill* : BrowseXXX ♦ 



■tflsJI j S^jil oUUJI J" jl S^UJI J JU^*- Ul c (browsing on) L'Ju* ijISCaVI 



cBrowseAll jU UAI ^>Vl oljLW ^ •ULi^ j!l oUkll VI ^ V l*U*tf L£c .Ub, 



•Ls£j« b^uLU ^ jl 



ft^UJI j^ ISI ^IkJI ^ ^U:|j ft^UJI J^, ^ ^L-VI j CUPS jl Jl jUi jl Ljb 



(">• (i U S^b (^jilj) cups-lpd ( j^J'La3\j <-J>\^ ^jj^l Jk cLPRng j\ LPD jj^a^uJ 



Jwu) J^!l pi V <cSJ cLPRng j LPD JLiut ^ Jb JaSU^I CUPS JJx-| rtSU-l »J» j .(cupsys-bsd 



JiJaJl) *^ (pM-^ 'Jj^Jli l* 2ls*1 JL»\ Sl£( c^jj^l ^ j£L-i tlJLlj tiui CUPS ^lk) cupsd.conf 



^3 U iolcj J System V j LPD u?LUJ 4j^i ti~>- U IcjJ Ju^ cups jU ^IjVI Ja^ 



.lpadmin y>j System V ojb^l 



^Ik; ^» (Jb (jSI 4^>-l j jl igtklp j tgnome-cups-manager Ujji t^u*^* Jl ol#>-ljll jjUx, UJ Ul 



.http://localhost:631 jl^l Jl J^ll j& ^iSlj c^i CUPS 




L3L 




A File £dit View £o gookmarks Tools Window Help 



J 



Search! 



Si i 



«. "Si Home '^Bookmarks ^ The Moz Ha Org ... > Latest Builds 




Administration Classes Help Jobs Printers Software 



Printer 



Default Destination: none 



eoson 





EPSON Stylus C62, CUPS+Gi nip-Print v4.2,5 

Description: epson C62 
Location; 

Printer State: idle, accepting jobs. 
Device URI: epson^dev/lpO 



PrW Tr.1 Tiijhr X Slop Primer X Reject Jo as X MuJ r "' l|fcrC X Conllgu-* Pi rilsiTji: -ir to- 



rtile! Prn1?r 



Copyright 1993-2003 by Easy Software Products. All Rights Reserved. The Common UNLX Pr.nting 
System. CUPS, and the CUPS logo are the trademark property of Zasy Software Prccucts. All other 
trademarks are the property of their respective owners. 




CUPS fUa s jbV ^1 j :2 



• (U jup Jl »U>I) jL:> j Jb£ jl L^J cCUPS cJ- ^jJtf jll 0L4 jJI ^ UJ 

cupsys - Common UNIX Printing System(tm) - server 
cupsys-bsd - Common UNIX Printing System(tm) - BSD commands 
cupsys-client - Common UNIX Printing System(tm) - client programs (SysV) 
cupsys-driver-gimpprint - Gimp-Print printer drivers for CUPS 
cupsys-pt - Tool for viewing/managing print jobs under CUPS 
cupsomatic-ppd - linuxprinting.org printer support - transition package 
foomatic-db - linuxprinting.org printer support - database 
foomatic-db-engine - linuxprinting.org printer support - programs 
foomatic-db-gimp-print - linuxprinting - db Gimp-Print printer drivers 
foomatic-db-hpijs - linuxprinting - db HPIJS printers 
foomatic-fi Iters - linuxprinting.org printer support - filters 
foomatic-filters-ppds - linuxprinting - prebuilt PPD files 
foomatic-gui - GNOME interface for Foomatic printer filter system 
gimpprint-doc - Users' Guide for GIMP-Print and CUPS 
gimpprint-locals - Local data files for gimp-print 
gnome-cups-manager - CUPS printer admin tool for GNOME 
gtklp - Front-end for cups written in gtk 



.^bMI 5jlj| 7 



:S>rVl :IDE ♦ 



/dev/sda JjVl^jll t^jfj ^ J 



/dev/sdb j/VI \U j)l Jc^vj 



/dev/sdc ijltil *aJ^j)I Jc ^^aJj ^ J 



/dev/sdd VWI J\ ^ $ u*J 



SCSI JLL. Jc aiJJI S^Vl g&j /dev/sdb j /dev/sda S^-Vl :SCSI 



♦ 



S^t-VI ^ JbjJI dJb> . j^JI ^ U jj) u*j&\ x c/dev/fdx Sj^l A JLI ♦ 



/dev/fdOH1440 OjS^ A ^1 /^l ii> j 1.44 ^ J tJIsLI J-u. J*i c^^JI ^ Jc bL»l 



"4U j .dJWI SCSI jl^ j, JUI ^J3I j* dev/sdc2 3 t JjVl IDE ^ J,VI ^J3I y» /dev/hdal 



J6 li[ cloij Aik;ll jjSl bJcj cprimary \?J*j\ ^LiVl l3 ^Lil SiujL tIDE J\ 

cUik> U»j5 cdUji ji lj[L»l cL-jfj j_j£L~i <4 <^jLj jl <y j**>l N c/dev/hdaN 



.5 ^jLi j\ # jf\ N OjL* 




.(sfdisk j cfdisk Ji.) 4»Lilj fdisk Ji, ^Ijl jc ,^Li\\ J,jw jl 
j 4(t5^Jil ayl]) fdformat A >l ^1 iitat oljal ^Ijic-I j^j A Jll ^1 >Vl 



♦ 



♦ 



oliU »l£iV i^. ay) mformat j c(MSDOS ay iitSt oUu- Jc ayll) superformat 



(^li MSDOS 



oUU UaJl ,lsW i^. oljU*[ .mkfs ^ VI ^1 J^u-L - ^ LiVI j - ^^cJ oUU Ual .Uil 



j cmkfs.ntfs :Ji« tijLSoJ j^c oliU SJaJl jo-j Jj cmkfs.ext3 j mkfs.ext2 Ji« uJuJc 



mkisofs Ji« ^Ijl c^j^kll ^1 Ji*>\! 2L*J)l ♦Ujrvcj cmkfs.minix j cmkfs.msdos j cmkfs.vfat 



Jc 12*^ l^L^J j£c jj£ d\ t(rock ridge j joliet olsUl) ISO9660 



VjjJI ^1 cdrecord Ji« oljal S JfcLc I j^l U £*~JL- jjlj cDVD jl CD ^ J 



t^LiVI j JUI oUU U ^ajlj cmkswapfs ^Vl J>j ^Laj ♦CD/DVD 



c. * ft 
swapoff j swapon u^VL 12>-V l^Ua^ j\ L^i; ^ jllj 



.umount j mount jl^^l :olilll XJai\ z\Jc[ 



jklll Ji\ IJla u *>jB i .fsck ^Vl J» ^^oJ oliU 2ukt ^ j^U X^J\ SbSlI aJU-l j, j^! 



flkJI ,k«r IJla j/,, Uxp L^^j -aU^I *lk>-Sn lift*-. j^ll oliill ^lk) 



5* if if 



j tfsclevfat j cfsck.ext3 j cfsck.ext2 oliU i^U- ol jlJi^l U*J 



c4^» j U\ \Ji\ (J jftj jU4-' f sc k ft ^ S^lc fsck.msdos 



O'S' c^lc JSwJj .ilLa ji>dl iJuju ^>ji Otj til Js*^ c£r~** ,*>«j 



JJuUll ^ Ji- 1 ^ 1 k$u:) jJU-t ^ JiexJil dill ^>Li3l c^lkJI u *5- ^jj ^kl ^ 



.(telinit j init 



<.<j„jl it olJb^j j\ <jdU <J,I oUll ^Ju. tar bJ :<> >JI IJLL SaJil olj^VI ^ j^juJI ill^i 
i)U-^UJI oUjUr tar j cpio ^ Jii^ ccJoU Jl oliUl J^P <u£c dJJ^" cpio 



J, I L^ii Ubl jSCcj t£lk3l jl t^l c^>JI olS oU> Mj cSui Jiic ^Vl 



♦ 



t^^&J olil* Ual J^JL dumpe2fs cJl^LI j lJ*JLI olclkSI ^U)/ badblocks 



Ja^ ext3 j ext2 £jJ ^ f ^ u^JU a* tune2fs 



•alCiLjJI JaJUjll *Uilj cRAID Juj oLfjj ^Ij&^-I L*j c<j£j£d 



RAIDoL^ou 7.1 

♦ -J ♦ 



Ujl^ djLiilj Uljuc«l |fUI juljdl ola ^jrfdl Juki jo I ju-I RAID ^Ij^-L ^IJVI V 



LffLiL. fife; JLis) /^l ^ a,-u3I Lj 0j£ 



^y^-j jW^- 1 **ai ^jjl ^Ik^l ^ £L3I Jc oj^U lihaM oL&JI Jc ^L^l jjT /II jui* 



.^IkJI J Jajljdl -45 jl obUI SjL^- ^lid c^lkJI J I *lr -V-^ 1 Jl l^ 1 i^ 1 



^ U=H) ubU ^1 /Vl 6 iA JlkJI Je^ i>ly. c^l /Vl f Ik *bl olj UwdLI J»tftl ^ Jl 5»U>I 




S>r^l J jj^lj oU IJU ^j) J J&tij obJI J RAID aU.I pJI 



^Jiriui jjll ollgkdl c^^iM Jc .oblkdl «A* *Jd a*b> iitSA la bp JjU lib* d~>- c(lx£Ll 

1 •* 



.1^*11 obUI Jcly j J coL'JlIj obyJI J-^s" cS^sC ^IjVl 



cRAID ^ Cj-i^ (jbj4-l j bl^t. jl) oUlL j£i Jc abJI IJla j j& t^lc jCiij 



jLtll IJ^ SjUl o^ 1 /^ 1 u* c> (RAID jL** ^) jsrt J jU, ^ji^ 5jbL ^ys 



Vrv. jl u!~ ^ ^ js" ^a ) bjcai j& jJI c(l£jl oblJeVI jl) oL/JLI ^ JL 



a > it* 



.(olc^jil ljU. jl) IjLi. oU-jW J\ jjSC- U S^lc jllj c(RAID disk matrix jl RAID array 



lilc^il jl o^l i/Su j$Cc V obJI O^JL- o^U ^ j .70 U^- 30 L*j^I -jl (Uc^ 100 



(3cyf jl) ^ J |^ aiji^dl ^ Joa^ ^ cdUi j<c o^U j ciatst j^- jl 



a5 - oVLLI ji« j - 4S\fk jl Lie) SJWI icUJI j ^ V-L-Vi ^Ull ^Suu 



jijr jj^ tjljcJI jl j^ll oU jU jj^ jfyl ^ JTI jl J^lj tSjLDl Scj^ obUI : RAID 0 



♦ 



L^pUjLwI Lb fcObUI JLAiloi tULj^ ^ j2l JJti ISI t j a obUI iai* ^Ik^l ^ 



4 



jL>VI t>u (^Jia^Jll RAID juL" Jc bL»l uta^l y> ■jJU-l 4 ia> j U .^L^l ^-JJI ^ 



.iiksU u^ljiSlI uj; i.83l> »*L^ 01 



3 



ft ft ^ # * ^ — c- ^ 

j Jul* Joj ♦(-Xjj tej&^L* *Aj l3 ^) I j I Ji ijfi j Uli 4JLlk^ (^t/*) ^* • RAID 1 



♦ 



J^j fcUl jIju lUbil obJlS" c^UI ju.ljdl oli UaVl Ic^U RAID 1 OjSC U Sale .S^j* 



Otf I SI) UajJ jCJtl ^ alacVI IJla ojIjLI J[i-U l^j ^(7x24) 



•alljl l^Ci tu^ljiVI jU J IL^ LiilTI ISU ^IkJI J/- ►Iff I ^IJVI JlaJL-L (dJJS ^ ^bJI 



^IkJI jj^ 4j1SCo >T ^ j3l dJJS 



4 



o) ajli *l>l J,l UJu obUU Ul i Jbil ^jjdl Jl obUI ^ cfjjl UiiVl j : RAID 2 



♦ 



j*pj cS j^SC ^JlW^vo jb £jJI lift ♦[parity :>ljTVI oifc (jlk. jj obUI ^>c^d Sj^Co aljSl ^JlWx^j c (bit 



O j£J -ulj <; LjJ ^1 J5VI j^T :>ac L^l jil ^-b^ d~>- to ji^ jl jxc ^jjl *\yi\ JUJI <£fJJ 



(u* J 39 fl^-l ^ oJL* ^32 Ukl j Mil) jlj3l ^U- If* juaJlj tobUI ^ 



£J$\ \Jjbj ♦(parity blocks) ^y>^d\ JS3 c (bytes) Jc Jul*? i^J; ^a^u^ : RAID 3 



♦ 



^sO tU*i 4S 4jIjl« raid 4 •L.ijU jj? v ^ W^JiJ ^*yi <Jc taL^I If I d~>- cUfel Sj&C 



^Ik; ^Lo! I JaJ d JSC ^J£b1uJ jJVI Jc ^>c^dl obL pj/j cjS3l ^ ^Jbll ^j^uj : RAID 5 



♦ 





5 



RAID 1 j U^a^iJ £ RAID 0 j^yf ^US ^ ^Sy^ pr* : ( 01 J 1 ) RA 10 0+1 



31 ctjjiVI J*Su* RAID 0 *L S^lcl j£c JU 



^jLDL RAID 0 obyr JS Jl l^UI Uc c^l ^ jb^LI 5»U>y b*: 



JJLi 01 j£c tiiJaJI IJ^ .RAID 0 ^ RAID 1 y> olcyf J>j tUJll »J& : (RAID 1+0 jl) RAID 10 



"yi j cU j^Jd ^lo^ Ul IJla ^xJ ♦obUI I jL^- ^uJ3l j RAID 1 4cyf j ^ J! 



5* 



IjL ^ juw V 1^1 ^ cJUJI ^ ^Lfll 



RAID 10 
RAID 0 



RAID 1 



RAID 1 




^A1^ 








^A2^ 






^_A3_^ 




^_A3^ 








V A4 V 














^A6^ 






vA7^ 




vA8^ 




^A8^ 
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>lc jCiJ RAID (j^t UJ jLpVI t>i L*-^ 1 ^ ^ J»lSdl b> 



^IkJI ^uj jl jCil ^ oLj^JlI jj^u J*£ d~>- cJ>! Sol J*ju flkJI RAID jcU 



♦ 



4j ^jjl :>bJI JjJl: - ^j^lJ.1 :>bJI Jc bUspl - U*l jxcj c^l Jii JJti Jl* JSJta J^JL 



^JS? ^4 l1^>- col ^ jdl 4ji*^l j 4^ U- coUJarJI ^bl ^4 jl JuJ jS^c 



♦ 



4C 




U^l jl coU^tf ) jTlill ^ obUI ^ V 4J( ^aJI j, cobUI RAID ^ V ♦ 



♦ 



.olO Jl J^ji) abJI J^: "^U» a-fjt j^j ^ 



(.i^sZi* £ck- OlLJaJ C-'IT jlj Jj>- cV^ 1 ^- l ^-ll OliJaJ *bl Jo_>. ^ SiUJI j <-i£y-\ V"^ j-»J 



♦ 



♦* 




^1 J^l j, SjUj K^l*. J2i (abJI ^ Li j£ jlU) LJs J^uJlI ^ cRAID "4U j .>! Jl fUtt 



>T f lk Jl 



olitf Jl jl jgni^JLI ^ iikstf- IkrjLI Sljdl olo^j ^ JoO*)l jac j^ju RAID c (J ^5cJ/^>- j 

J\ d?J ♦J l r )1 f J^Jllj ^ "bJI oUT J>u jt flkl) IJla oi* RAID o^U^l 



^IkU ^ ,bl Jcl Jl J^jU ^Ul 



j RAID ^jJI obj£il Uj^j t^Lfjj ob^C oLLJI c^^l jW^ 1 



J SljJI ,y LP j UjL^I L^jc jjJIj Multiple Device - md ( _ 5 «-J.I £_yJI Sju.j ^S^J/y^ 



•jiss-t Jc (RAID 10 Ji,) >l RAID oL 0cU4c5 oL/JlL RAID JL>- Jiill lj» .RAID 



il ^ V,) JS^. "^bdl ^1 jiSlI ^£ ^jjlj c jLlil ^ ^lJlI UJ .SCSI j IDE ^1 jil Ji, iitat JT 



md Sj^j jj& jIj tSljJI j Ujj l^j^ RAID j^SC jl ^ '^^-^J J RA 10 ^Wfjs fL*£*-V 



, akrJLI a^bdl o^Uill JI >'l) Jc bUiPl o^Uill j**, JI «U»I t- U> S.u^LI o^U-l j - -aU. 



A£\ Ul ^ c^JoJ La ^ RAID ^ RAID cJiy^ JLiJ "aUAII il>JI .(OLo <j modconf Ji* 4 RAID 



oU^L*all «Jia «jbl_j s-LSjU Sb^l «Jia U ^tJ .mdadm Sbl j^c jl tOuJI 



LjJ jjlj... /dev/sdb j c/dev/sda Ji, cSCSI ^IJI Jc J»~ Ul J* jkJ) "aJJuVi ^ Jc 



:(yc RAID xjcA a^kll ^LiVl ^ jwJI 



: 4 ,. k^- 43 ^Lx« *Li[ 



# mdadm --create --verbose /dev/mdO --level=linear --raid-devices=2 /dev/sda1 /dev/sda2 



c/dev/mdO jl^LI csdb j sda yi! JjVI ^Li^l SwUi*^ 4Ja>- *hyi^u> IJ^j 



:(S^j>- r /media/diskRAID 4kS jl Jc) Ju-U ^ yS" j*S/l <ula^| 



# mkfs.ext2fs /dev/mdO 

# mount /dev/mdO /media/diskRAID 



^S/L L£c ♦RAID 1 j\ RAID 0 JI (-level) jjc It La, L£c cRAID 1 jl RAID 0 J**) 



mdstat ^Jill oU^U) Wl^ L*l b£c »Lj^ SLiJLlI 43y^dl o%>L« alb: jl mdadm -detail /dev/mdO 



If) IjtL^VI ^cJJJ jUVI >LWI c5L/ 61 U II ^L J Ul L£c •Lr^l.L.j ^Ul oUyUll j^jud /proc/ j 



.(5Ju*JI JI^V jJill CiJIj) ^^1 Silcl (^5^. /proc/mdstat j cjjill ±JU J (5 j 1 oL/Jil J 



b^c) SLtJai iitatl "^jJI RAID oli^i^ Sjblj U jll oljU:! ^ JojuII mdadm Sbl jj 



.(man mdadm j \ j U*? j iSJ <j I 



t^^d dAlij RAID oU^Ul L^LP ^ J* J* jll oUx~^!l cjUpVI ^ ii-Vi >T^I dJb»_, 

jSfi iljaj UU^j RAID Cj\j f\jic*\ Jl 4sUI tOliHI flltt O^U* <>^d Xi\^ jc dJJij ubVl 



LVM ajfrttA) I je>\ jjaa 7.2 



IjwU ^jj^ ^ Logical Volume Manager - LVM ^Jiklo ^1 J\ j„J* ^^oJ j ju^ 

•* ** 



jSfVl j» LVM 2 j dljU*l <ftl fJU .(HP iijtf flk yj) HP-UX j *,Ji*JW JaJL-j 



:5JUI (Vi'jl) y SiWlj LVM ijL*. j/k 



J\ j\ y {Li\ j\ "i±* o*\ }\ J>j : Physical Volumes - PV ajlj^l ±6l*J\ 





♦ 



.(<pbJI jl RAID J!,) ^IkJI j ^JU l^^T 

( ykll -L-jll .jlj^l tyyJI ^> ^LiSlI Jalrf *ia> : Logical Volumes - LV JLSkll JrfU^I 



♦ 



JuSf /home/ J}dl ) oliU flk ^yi jt j&j c L-J Uli JjU,) fU» JT jl^ LV 



.(sda3 jl hda6 ^ ^Jj marketing jl stock *H lik.* Ijl^- ^a^ui jl l^xc 




jJI IjbVI Sa^jSI j*j ,LUI ilDI j ^*JI U* : Volume Groups - VG JaSLjl! otsyf ♦ 



-^k? 11 (i au-bdll obLJI .PV jl 'LV JtfL, ^jIT cLj5 J\ jjlyl 



jl ^4 4il £\J\ yj .SJb»j!l 6 ift j ~&ysi. -UUjll ^lJUi-L 2L5kll JaSLjll 



VG J^Uj "ac yf bo> j ytJ iikst LV Uk- ol j^-j j aJc^> VLjjj JaJUj LjJ j yC 



^Lil JS^ Jc) 1*1* j 7 Lai JaJL-j olcyf ^ jl J.BI JS^JI j L<c cjlill J^u- Jc 



.(/home/ j /usr/ olilJLI (/Ik ^ycJ U^LP ^) ^ik^. u^-j (,_Ju ^ ^SJ 




Logical partition 1 




/dev/hdal 



/dev/hda1 



/dev/hda2 



/dev/hda2 



/dev/hda3 



/dev/hda4 



/dev/hda3 




/home 




Logical partition 2 

^IjS^I jruf ^ac Oj&s l)I j£c jJIj) 4^ Id I aj^ll 4^Lv* ^ J^UJI iJku JafUj ^lo^u-L Luxe 



• S^j>-jll JajL«j!l (j^u ^lljij' ^JoJl>- V^J# J^b-j ^U?L dJJij c 4...SJa.;.l. 1 Ja^Ujilj OlcjAd&l ibid 



♦ 



^iu^l <y cH: IJ» ♦(LVM2 j Iff jl/j cLVMl j IS S*IJ) oUlil ^IkJ olk3 JU 

:>oc i #J ^j cl^j ukSJ *Uil dJJ^" lu^cj ♦ c ^kd( Ja^jll *aJUL (ik2J jl) Sj^ 



♦ 




'J 



b>-VI oJ^ f LSJI JJ l^Jc jtT j)l -45 U- 1 Jl J^Sf 



SJkll JaJUjJI Jc RAID 0 



♦ 



d& lit SjU jt) C^tf I cLVM j fc..^. jjc RAID ^ 5 j 1 




UJui^ jjll t^ibJI jl ^jJI RAID Ul o'^L* ^jacJ 61 Uji^ LUj '(uhj 1 ^ ♦U^-VI g £^\j 



,L> V> LVM ^JicxJ Otj 



1? VG iJkU fc^l >US1 (2 j .PV ajlj^ JtfL, »l£i[ (1 :LJc ^js, c^U JSC&, .(jUVI ^>sdl flkT 



eS^I bUilj tV^Jd* i^j ^ ^1 l^I jil ^Lil 3J!# M :Jli* (1 



# dd if=/dev/zero of=/dev/hda1 bs=1k count=1 

# dd if=/dev/zero of=/dev/hda2 bs=1k count=1 

# dd if=/dev/zero of=/dev/hdb1 bs=1k count=1 

# pvcreate /dev/hda1 

Physical volume 7dev/sda1" successfully created 

# pvcreate /dev/hda2 

Physical volume 7dev/sda2" successfully created 



# pvcreate /dev/hdb1 



Physical volume 7dev/sdb1" successfully created 



flifcflM V^l JtfUjJI ^ VG JafL-j fey? ,Utit (2 



# vgcreate group_disks /dev/hda1 /dev/hda2 /dev/hdb1 

Volume group "group_disks" successfully created 



^a4) VG 4cy>£\ J M jJI ^*L*)I *L c(Uc~r 1 lU-^U-l oS* j yj) LV Jikll J^jll ^ (3 

** •* ** •* 



r 



-n 



# Ivcreate -L1G -n logical_volume group_disks 
Ivcreate - - doing automatic backup of "group_disks" 

Ivcreate — doing logical volume 7dev/group_disks/ logical_volume" successfully 
created 



:(ReiserFS ^U-l ^ j y>j) oUU ^ Ik y& tll^l Jj 



# mkfs.reiserfs /dev/group_disks/logical_volume 



# mkdir /mnt/backup 

# mount -t reiserfs /dev/group_disks/logical_volume /mnt/backup 



Jom J up2date jl) yum tjcl jl •cSj^VI l^Jlkr jOI oL^UipVI 



jl ^> ^ 4ibt Obj^c J**r j!l olj^VI ^ 4cyf Sale J^Udl ^ jdl jLo ^> : DEB 



♦ 



... ,dselect, tasksel, dpkg, apt-get JjI jl Lie »ib ji> oleyf 



^Ijl L^Ja^j ^ j»>- oliU ii»La» ^ j :(tar.gz S j^VI oJi&j) tgz j\ TAR 



♦ 



^1 oUjU* V d JiA •(Jak^aJI dU! ^l/VI l^J: J*j) gzip j tar JiU 



j Synaptic j cRPM ^ji- Kpackage :JiU oia £• J^U^l J' Olj^VI -^^^ 

t>* Kpackage Stal TGZ Ul cDEB Gnome-apt 



DEB J,l RPM ^> J,^ 4. b£c ^jjlj c jLo j alien LjJ 4 JliU J~u- J*s .^>l J^pd oljal SjU)I j UJ 



^Ji^ Vrr 



0- C- 




(.- I jjOi J yum j t jLo j apt-get j - ijLf culT toLfjj ap d*>JI oU-U- jl oUj^I jp (2 



olaoj-<0 Ji. t(VL-VI ol^lSCVI >/ J\ oUjO:! I 5e>aLI oUjbUI) iil/iVI oUji. 



iba^ LL^> oLfjs jy jOI obfjJI olc^ji^ (3 



]p yt^L» j I 4^Jp- jSw< (Je cJaS^ ^f-jj (6 



4*£jJI^U2>$JI9 



Cij ^jU- ^l$U ai* jLiz) Juid JaJa.^) ^L^U 4jJl>- J*ju U jJI iJa&l J* JuU*)l liLfe 



♦ 



J^; oLU*)l ii nohup c^LLp cU ^a^w> gj£ Ujup tS^lc ♦c.jLJ-I 



•|lkJI lift r«^- Jbo ,5 





dllij cl^ i^U dJfe JLkr jl j)l SaJbM ik^l dJJSj c>l Cij J ^ JLfcl b) at 



♦ 



5* «. «. 

Jb> Jjfc jl pJI Juiiu- 0:6 IS[U JuJi^ j\ c^jUIj (hh:mm) cijSI JoO^ 



at 1 0pm task 



at 2am tomorrow task 



j oblJc^l oJla Jai^ ^ cl^ IkTjil If.jJI £ UJLi; ^ jJI icli J^ju U ^4 : cron 



♦ 



jJvS 4J ^ ^jjl (iSJjjlj icUl) CijSI :U,jJ t<Jaill li* J JS* <J cJu-bdlj c/etc/crontab 



9 c 



:jt. jjl ^gai ^1 cjiiii .(jk, j|i r wii ^yt W ji V ^ 



6 f)\ ^ ^\ ^ cO fj\ ^\ ^ £jJj\ U 9 



JL^LI jl j^u cron j£j ccrontab ^1 Jub: ^ U S^lc Jj^l ^Jl j) L^i 




l(£&\j tanacron ^la^u-l J^^l cdJUjo j£ ^ 61 j cJ*ju lib 



JSC iL^LI ji\ l ^> j ^l}\ b\j ^j>-y anacron ^Vl jl -6^B jAJI Jolll jT ft 




j£c ♦cron j ^l$U oia <u£c V jl <u£c Jua**d cron.deny j cron.allow U*j ^b* jj$C oS 



j <bU)l j jjSi jOIj cliL- ULIj jJI 4JLJ2JI ^^ob- cJftjj*? - crontab ^Vl - *a^4) 



^1 b£c t/etc/cron.d/ jjjf ±JLa j^SC U*j oVU-l j4« Jj ♦/var/spool/cron/crontabs 



./etc/crontab Jl (olsU^jl) 
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j I Jl** VI) j£ jLo ^UaJ lift .^Lo ^UaJ OljkW oift iiJ^ •L*lkJ 4^U!I "jJU-I (j^i^ laJu- 



UjJiS RAM S^lij GHz 2.66 £-U* 5e Pentium 4 jl^ ^ abJI j£s, .(V 1 j^Jdl jSfl Ja*> fxJ) 



^Sk. Lou. l^p oUjU* isji] c»U > Jl "4*UI cDVD j CD <_^l J»l £b t^l ^ aJe, cMB 768 



# uptime 

17:38:22 up 2:46, 5 users, load average: 0.05, 0.03, 0.04 



j U jSj t- tiJ* jj^jlj fc-j j» j - ^fi[ >T ^ lk)l l|i JL j)l Sail ^S/l la* b j# 



^ j^vo oU> o^UJL j j£j Lj^J j iCx^- o^a^L^ 4^ J[ o jj ^aJL la* jjja V j5 •^j&s*** 4^ ^U-l d a& 




Ij jClj iaJo (i f 



Ik) 



j>u li-U o3) flkJI Uxp oUi ^Ij^kJIj c(dmesg ^W) flkJI Jc S> jU 




version 2.6.20-1-686 (Debian 2.6.20-2) (waldi@debian.org) 




cc version 4.1.2 20061115 (prerelease) (Debian 4.1.1-21)) #1 SMP Sun A 




7 UTC 2007 




rovided physical RAM map: 



S-e820: 0000000000000000 - 000000000009f800 (usable) 



BIOS-e820: OOOOOOOOOOOceOOO - OOOOOOOOOOOdOOOO (reserved) 




: OOOOOOOOOOOdcOOO - OOOOOOOOOOIOOOOO (reserved) 




820: OOOOOOOOOOIOOOOO - 000000002f6eOOOO (usable) 



OS-e820: 000000002f6eOOOO - 000000002f6fOOOO (ACPI data) 




20: 000000002f6fOOOO - 000000002f700000 (ACPI NVS) 



: 000000002f700000 - 000000002f780000 (usable) 



0: 000000002f780000 - 0000000030000000 (reserved) 



OS-e820: OOOOOOOOff 800000 - OOOOOOOOffcOOOOO (reserved) 



: OOOOOOOOfffffcOO - 0000000100000000 (reserved) 



IGHMEM available. 



2.6 jIjuVI if \ c2.6.20-l-686 y> ^JcJ i\j :^Li»^ S jt> obL Jus JjVI 



flk ^Li tcl Jl UJ jr^Jj .(C-32 Oli x86 Jil oljL*. J»j) 686 Sj^V S-uLlj jLi ^1 iej-IJLI Jc 20 



i.jicJil s/UJI jl»L. iL> dJIi J? .jjTJULI gjUL, 4.1.2 jIj^VI t^S GNU gcc Js^c jJI Slyjl OLo 

d\ L£c jjlj ^ 759 J>j J ILUSllI aJtfl IjJI cBIOS ^L2I gjW/J^I fibs ^ (S3j>^l) 



£j> Uc^ 760 U j05 -4U*4 £j>J 1 ^ Wl ^-^^ 




emory: 766132k/777728k available (1641k kernel code, 10968k reserv- 




data, 208k init, Ok highmem) 



delay using timer specific routine.. 5320.63 BogoMIPS 



41275) 



SljJJ U^b oL-li ^ BogoMIPS Ul .(la* j£c) lij* 25 x 80 ^ ^Jl jjkll j ^ j^j ♦ (grub j 



CPU: Trace cache: 12K uops, L1 D cache: 8K 

CPU: L2 cache: 51 2K 

CPU: Hyper-Threading is disabled 

Intel machine check architecture supported. 

Intel machine check reporting enabled on CPU#0. 

CPUO: Intel P4/Xeon Extended MCE MSRs (12) available 



iU^UI cache cJjS/l (JJlA\ oIS cache il^Uj t£UU SJoJc oU^U* dlli" j 



if\hj tobLll SUM Sf Ullj t (cache oU*; jl) Pentium 4 j TraceCache i^ill LI j c^Ul 

»* Jxr^ll flkJI i^j c^^j ^Uil tL2 cache^SjUJLI JWI 



NET: Registered protocol 

IP route cache hash table entries: 32768 (order: 5, 131072 bytes) 
TCP: Hash tables configured (established 131072 bind 65536) 
checking if image is initramfs... it is 
Freeing initrd memory: 1270k freed 
fbO: VESA VGA frame buffer device 

Serial: 8250/16550 driver $Revision: 1 .90 $ 4 ports, IRQ sharing enabled 
serial8250: ttySO at I/O 0x3f8 (irq = 4) is a 16550A 
00:09: ttySO at I/O 0x3f8 (irq = 4) is a 16550A 

ISK driver initialized: 16 RAM disks of 8192K size 1024 blocksize 
;/2 Controller [PNP0303:KBC0,PNP0f13:MSE0] at 0x60,0x64 irq 1,12 
Detected active multiplexing controller, rev 1.1. 
042 KBD port at 0x60,0x64 irq 1 
42 AUX0 port at 0x60,0x64 irq 12 
42 AUX1 port at 0x60,0x64 irq 12 
042 AUX2 port at 0x60,0x64 irq 12 
42 AUX3 port at 0x60,0x64 irq 12 



(coml djsji jllj) ttySO UJL3I Jibllj coLi>)1 .^lill »Ju if\-> t^SVL 




.^LiLI "^Jj SjUJtf cPS2 JsUlTlj AaM&A\ RAM if IjJI j> oUjL. Jjj .(com2 &\) ttySl j 




on irq 

Probing IDE interface idel ... 

hdc: SAMSUNG CDRW/DVD SN-324F, ATAPI CD/DVD-ROM drive 
idel at 0x170-0x177,0x376 on irq 15 
SCSI subsystem initialized 
libata version 2.00 loaded, 
hda: max request size: 128KiB 

hda: 58605120 sectors (30005 MB) w/2048KiB Cache, CHS=58140/16/63<6>hda 
hw_config=600b 

, UDMA(100) 

: cache flushes supported 

1 hda2 hda3 

:journald starting. Commit interval 5 seconds 

!XT3-fs: mounted file system with ordered data mode. 

PI 24X DVD-ROM CD-R/RW drive, 2048kB Cache, UDMA(33) 

D-ROM driver Revision: 3 



j] J>j ihdc j hda {Ji&j l> jU)/l j PCIJui^ j IDE £l J» l3LHTI JDE l3LHT 



d i* j L-l jLpI Jc) Samsung CD jtf £bj DVD Ji-Loj t(fujitsu) ^Ji^ J :<->$jb\ <Jc [*SU-I 



c 10 

^IkJ Si ^1 <->Lta5 1 ( 0* ^ ♦ s Jl^aJ( ^ ^S)t ^* ^Lil cAi obLJI d a* j&j ♦( Combo Sj^j M *]U-I 



^LiVI jJ\ 4^ 111 I swap JUVI ^Lvo cJl^ j jli, c^iSI - ext3 J*cJI ^lk!l y>j - ^^Sci! oUtt 



DVD ^1 J\ U\ CD u*\ J\ 4,63lj 5*1 J\ \j£c $\ V^l J^l J! SjLi^l combo 10 



.DVD , CD 



usbcore: registered new device driver usb 
input: PC Speaker as /class/input/inputl 
USB Universal Host Controller Interface driver v3.0 
hub 1-0:1.0: USB hub found 
hub 1-0:1.0: 2 ports detected 



uhci_hcd 0000:00:1d.1 
uhci_hcd 0000:00:1d.1 
uhci hcd 0000:00:1d.1 





UHCI Host Controller 

new USB bus registered, assigned bus number 2 
irq 11, io base 0x00001820 



usb usb2: configuration #1 chosen from 1 choice 
hub 2-0:1.0: USB hub found 

-0:1 .0: 2 ports detected 

: USB hub found 
: 6 ports detected 



l^LSafl |f (USB j*L* 



: PnPBIOS parport detected. 



parportO: PC-style at 0x378 (0x778), irq 7, dma 1 
[PCSPP,TRISTATE,COMPAT,EPP,ECP,DMA] 

input: lmPS/2 Logitech Wheel Mouse as /class/input/input2 

ieee1394: Initialized config rom entry 'ip1394' 

eepro100.c:v1.09j-t 9/29/99 Donald Becker 

Synaptics Touchpad, model: 1, fw: 5.9, id: 0x2e6eb1, caps: 0x94471 3/0xc0000 

input: SynPS/2 Synaptics TouchPad as /class/input/input3 



agpgart: Detected an Intel 845G Chipset 
agpgart: Detected 8060K stolen Memory 
agpgart: AGP aperture is 128M 

ethO: OEM i82557/i82558 10/100 Ethernet, 00:00:F0:84:D3:A9, IRQ 11 
Board assembly 000000-000, Physical connectors present: RJ45 
e100: Intel(R) PRO/100 Network Driver, 3.5.17-k2-NAPI 
sbcore: registered new interface driver usbkbd 
ializing USB Mass Storage driver... 

: registered new interface driver usb-storage 
Storage support registered. 




-driv 



c(IEEE1394 UJ ^l) FireWire JuL*j tSjtill cJJuJ)! JJ&\ Jlfll ^UOTVIj 



J>j C&JA\ Sll* j> <£j.\ oUjUj *VGA - i845 oU^JI SlLj c^Jlil iilij t (J-;[ ^) -aSlill SlLj 



'( USB ^ jli* ^j>-jS jA^) USB J^Jj dntel pro 100 



c^jfjl flkJI J ^ - dmesg IfJI bUj jJI - oU^Uil oJla ^ jl U*J b£c 



Sj^-^l *lk>-lj Olil JlI JSL- jj t- Uj£ Jl - Sly) I JfL- j J^JI lift J ^4 ♦/var/log/messages 



bJSI IT ISI -cJJAI lift j JSL- Jl IBT ^ Jj>dl ^ csyslogd *H ^U. ^il^ Jl l^L, J-y r^jUlj 

** *• 



Jl b > lil t JlsLI J-u. J** cULc dmesg ^1 jll oU>dl ^ ^ >l 61 cl» jl*U 



£5 ^ 



# tail 200 /var/log/messages 



jit ui^yi oUjUii ^sauj aiui ^ ^ 



shutdown[13325]: shutting down for system reboot 
kernel: usb 4-1: USB disconnect, address 3 



: nfsd: last server has exited 



d: unexporting all file systems 



nel logging (proc) stopped, 
nel log daemon terminating. 




ignal 15 
.1#20: restart 




klogd 1.4.1#20, log source = /proc/kmsg started. 

Linux version 2.6.20-1-686 (Debian 2.6.20-2) (waldi@debian.org) (gcc version 4.1 .2 
20061115 (prerelease) (Debian 4.1.1-21)) #1 SMP Sun Apr 15 21:03:57 UTC 2007 




flkll d\j c/proc/ j oUjU cJ&y Sljdl jb bj^ij c^lkJJ jAJI JJulDI JjVI ^*J3I <jU 



Sljdl dl bj^ Ir tjs^dli fUidl IJLj ;0%cJI j^Li ^jjl Syslogd ^JIJLI J^ir ^ cJUl ^BVI j ... ylu. 



Jj jdl Sljdl jla^[^kr jOIj dmesg JjVI j^kJI Jl Jic jrf. t/proc/ VI cl^lkj J oUjUll i& IjlL* 

1 ** 



.dmesg ol>/ LJj U { tf 3 l«L* 



|f jJI Ol-Ujll b (^jjlj dsmod y>_, VI CJ _/JL xju> >l ^1 l3b» c"4* JLI » j» j 



ppdev 8740 
Ip 11044 
button 7856 
ac 5220 
battery 9924 



md_mod 71860 
dm_snapshot 16580 
dm_mirror 20340 
dm_mod 52812 
i8 1 0f b 30268 
vgastate 8512 
eeprom 7184 

thermal 13928 
processor 30536 
fan 4772 
udf 75876 
ntfs 205364 

usb_storage 75552 
hid 22784 

usbkbd 6752 
eth1394 18468 

e100 32648 
eepro100 30096 
ohci1394 32656 



89208 



0 31420 




2 dm_snapshot,dm_mirror 



1 i810fb 



1 thermal 



ac97_bus 2432 
parport_pc 32772 




2 eth1394,ohci1394 



ac97 codec 89412 



1 snd intel8x0 



1 snd ac97 codec 



6 snd_intel8x0,snd_ac97_codec,snd_pcm,snd_timer 




psmouse 35208 



uhc 



i hcd 22160 



parport 33672 

intelfb 34596 
serio_raw 6724 
pcspkr 3264 
pcijiotplug 29312 
usbcore 122312 
intel_agp 22748 
agpgart 30504 
ext3 121032 
jbd 55368 
ide disk 15744 

eneric 7876 
044 



33100 



3 ppdev,lp,parport_pc 



1 shpchp 

6 dvb_usb,usb_storage,usbkbd,ehci_hcd,uhci_hcd 



5 i810fb,drm, intelfb, intel_agp 



1 ext3 



2 ata_generic,ata_piix 

2 usb_storage,libata 
0 [permanent] 
0 [permanent] 



il tl>>- Llj j/j jS OJLJI »j» j .l^l-Ujj Sljdl Jj* 2 V: f ^ 0* ^ tJa*i 1Jt * ^ <f a* J 



£1 '^j^r j£ j 1 (s 



Hi 



c(process status "oLL*)l 5 jU jU^I J*j) ps ^\ Ji. ^IkJI j oLL*JI <j*>Jc J> aJbll Sjki: 



:(£*j*cJLI oLLp ^IkJI oLLp b) ^k) Mii 



UwJI jjT PIDj 4(4* oJLii <^jjl u>U jl) JLLJI JL5i ^ijl ^Ji^l UID rilwJI oUjL. 



lib Jj^l cf^-u^l Jl ^ oS^I ^] oLLaJI «Jia <u» oljo ^jjl i^jfjdl iLjcUj a^JI li* j _^k ^.IkJI ^ 



* oU tfjjl Cijlt y>_> STIME j .^1 UwJI ID ^ PPID Ul .init UwJL ikr^ Oj&j <.\J^ djC 



* oii3 <^jjl ^Vl y»j CMD_, ^(SjUj dAlb. 65 lit) iWjll V >N TTY j c5JU 



root 1 0 0 14:52 ? 00:00:00 init [2] 

root 3 1 0 14:52 ? 00:00:00 [ksoftirqd/0] 
root 143 6 0 14:52 ? 00:00:00 [bdflush] 



root 145 6 0 14:52 ? 00:00:00 [kswapdO] 
root 357 6 0 14:52 ? 00:00:01 [kjournald] 
root 477 1 0 14:52 ? 00:00:00 udevd -daemon 



root 719 6 0 14:52 ? 00:00:00 [khubd 





Ik) 



J*j £ J«Ldl >VI Sf Ul JUL ps, ^iSI kswapd ^il^ Ji, c^lkJI olil 



JuJ*)l 



t$j)l udev ^il^ jl .(khubd jc) USB ^ J*Udlj t (kjournald) oUil ^lk £ J*Udl .(bdflush 



tlJjJI j k LL jtf ISIj tl^l ll,: j d aj^jj lib <J» V olil >U c^lc jCiJj .S^s-Vl eSj^l J-*jJl» 



.si aJi»b u.^ 0 £s yu» 




tSyslogs .4 IP ob> Jc d)bj cDHCP ^UU J^P jl^l jl Jl cdhclient [Ua] LjJ 



ci c£>*° ^ ~ inetd j »3cLk)l ^lk~ - lit*- * ^ - cups <-J\ i/ > ♦ 0%>cJJ J$bj jg, c^il^ 



c"superserver" £J - <jUdl 




t 



root 
root 

www-data 



154 1 0 14:53? 



2241 1 0 14:53 ? 
2257 1 0 14:53? 
2573 1 0 14:53 ? 
2580 1 0 14:53 ? 
2675 1 0 14:53 ? 
2684 2675 0 14:53? 



00:00:00 /usr/sbin/rpc.moun 
00:00:00 /usr/sbin/sshd 
00:00:00 /usr/bin/xfs -daemon 
00:00:00 /usr/sbin/atd 
00:00:00 /usr/sbin/cron 
00:00:00 /usr/sbin/apache 
00:00:00 /usr/sbin/apache 





12 * _ * «• 

j . (FTP j telnet g oUai:L j^S- jl-A^I) J^jU ^oU- csshd U*J dJb> 



j ifjjll fljM ^ J,Ldl l^ljic-l j£c cron j atd ^IjVl .X Window flk) (jyt J,jU:| y> XFS 



♦ii)c2t oUl» JLiu-^ -kj-^l ^ Jc il) j^, il) I j&j cc-jj ^oU- Apache ^iSU oJsS- C-ij 




493 0 14:53? 



00:00:00 /usr/sbin/gdm 



499 4 14:53 tty7 00:09:18 /usr/bin/X :0 -dpi 96 



0 14:53 tty2 
0 14:53 tty3 
847 



00:00:00 /sbin/getty 38400 tty2 

00:00:00 /sbin/getty 38400 tty3 

-bash 



il Ctrl+Alt+Fx j\) 0 Alt+Fx Jc Jak^JL Ulj jl jJIj) "v 1 V^ 1 ^ > J1 jtJ» t^ 1 getty ^Li^j 



£ Ml 

•Uc J ^ V li^! ijv^jX Window System oL*^- Jl foU. ii/* X ♦ ( (c£ jj^l j ^ 



•^IjVl jk- ^ ps Lit Ujl^ UbUil jOI 4Ju*JI - UfJI J - j c(bash) 4iJi^ 



5? 



If* co <oUi*«^lj <ulj£ei*-l j^U ^ySi 4~£>-1j ^Slj^ jj g^JI j ^>ljil ^ -X*JU)1 tunneling 



... Fl, F2, F3 t^lijVIJUlXd^ cjtflbjl jljjl cil U Fx 13 



JO di!i i'ilf- jf J> \*J»J Jj)l oUjUIl JsJ ^IjVl Ja- OljU- ^ bJc ps ^1 fji 



V man ^Ijic-VI JJi Jc l jJI) .£1 c'^J^xJ,! 5$ljJI jl c£UU fUc-l 2uJ jl ^jjl cij)l 



4* £ ^ ^ C 

ja5 JT c^>l SjUj c^Uo jCu. j& ps UJij ^ ^ ctop y»j la* ^U>l ^1 iiL**, .(ps 



.flkJd i*UI -JU-I oUjU ^oij tS_f IjJI jl ^ULI ^IJi^L oLLaJI ouL^ li£cj ccijll <y> as** 



if\$\ f\JA&»\ j> oUjL. jUoi jljjlj cvmstat j free J\ SjbV SJui. ^>Vl ^IjVl 



#free 



total 



Mem: 767736 

-/+ buffers/cache 

swap: 618492 



used 
745232 

198056 
1732 



free 



shared 



22504 0 

569680 

616760 



buffers 
89564 



cache 
457612 



# vmstat 



procs 



r b swpd 



1 0 



0 



memory 

free 

1732 



swap io system 



cpu 



buff 



cache si so bi bo in cs us sy id wa st 



22444 457640 0 0 71 28 508 614 12 3 83 2 0 



J jS jSwi 4*a^w> jt J»j - Li Uc^ 600 ^jU jdlj - swap jU*yi ^Lv* l^J Ji, free ^Vl 



l$L*^ ^ olLidl Jc jui*j jSCJj cl j^S" [S^UI ^ jwUJI lift] jJu, 



jijii* jc bu»i .jjfi v* 1 jsi i j l jj o ij^j sf uii Jl oicvi. juyi (i 



6 Ja J*. Ja S J*£)l SjfUl ^.Jicxi d\ J&i Ja t JUVI a^L^j VLjjill •J'lJil Jl V^l 



oJa Jrfi <Ja-& 4*1,3 VI ^ U*l J^ai^» /home/ UjJ jlT lilj yJI X>.L~» jT ^JituJ. 



-aJU j If .o^l VlM <Jj U f 'CUPS ^ J**; b*,U» J*^ ^ cCUPS fcUaJI oj? (3 



4* £ 4* X 



Slill ttl> V-^> CUPS obUI ^ ^u, Ja t OVI flk) 



^jKij^-j* cjtfliijll "J\ .cron ^JicA, JcLkll j£ J^JJ ( _ r £j/ J ^- ^Ik ^ Jb jjjl 2L\jlII oblJcVI jjas-l (4 



.dJLjJ ^bLI jl^U Jc (s ju j!l « Ja ti>l Jl 3»UI) - ^JLdl ^-j ail jl - J*«JI iijjl J-U fcL* Jet (5 

SL^^ cdJJ £" OlT lil S« jcki ^jjl ^IkJI j laic jrjc jl *lk>-t C\ aUI b£c Ja 



SjbVlj (jf-ljJI Jy^Jlj ^3 ^jJ^/j^rj u&jl Sjbl -Jil [Wm02] [Fri02] [Smi02] 



.ScUaJI %Ja!l Jjblj UsM 




, J^>Li" <JI &U»I tlfblaclj 4cLU)l Juki! ttjtf. oUjU* aUI La L^j: [Gt] 



.http://www.linuxprinting.org 



C^l oLyJdl »Li3( JpLcIj iifcaU oUUI oUjU* aUil L&c[Hin] [Koe] 



aJiixp ^j^j %ik)ij ollji v r 



j ^IJ^^l <cuLU aJU-l olSLDI (^Jo^UliJl uj; ^1 "^-^ u?J cUnix-to-Unix CoPy <^j) UUCP 



56Kb/s <y) litst olc Salcu J^Ut. VU»I jJlj ciLJS^n 'WAN JlkJ 



jC& 3c>llj OifcaU ^ JiJJ "4iU3lj c^l Jc Sjuadl as.jJ-1 oUjJ:! otii lGb/s 



.(Internet Protocol djSVI JlL. / Transport Control Program Jill ^dl £bjt) TCP/IP Ji, cj^j 



(TCP/IP 4*>) TCP/IP^ <LoJiLo 1 



JlIc Jc J^ljdl J^jj JUftU Jc Vbu TCP/IP Jlv J^i 




a»JU«Jlj Telnet) j*j jo v^-l^ JUr*>U ^U-l ^ji^JW ^ ^ Ulj*a-I jSfVl y> TCP/IP 



JLvjj cFTP oUll J2s JLL*) oUill JiJ jl c(NFS "6jsJI oU, Sju, oUU fU^J, c(SSH 



.(HTTP I 



TCP/IP J^OUj^ 4.1 



:J> V 1 jS'VI iJOidl TCP/IP oU-U- 



i4i« d;J^VI NFS iSC-iJI oliL ^UaJ jp cJaJc^ li* u^u-ljJ-l aJu* j U U\ Jb anonymous 



(}\Ju* i^U JjlLj jl ^Jilj Oj-^J (i jK&l" j TCP/IP netbios jil y jl) 



^ jU^ 1 J oUll ^UaJ ^ J*£ ^iilj netbeui j^Jo Ll jS"! ^ jfil 





^Ji^icJ »Jbo jp c-^^-U J,l Jj^jIL ^J^41 telnet oli Jail •tflliJI JU^ :ju, jp (gA^) JUtfVI 



Jjbio Ijljo Jit ^JL Uju» cL^Jc juL J£j jl*JI ^j^Li J^' <— >j*-U-l 

> «• *♦ 



U Jul jl^ ccSj^l 4*J» ^? ^ j£Li ^ JjU Jl J*»/ li^j ctelnet j^c jl*j JUtfl JLa;l ^Ij**i*-I 



(JUrVI Jl S> oUjUll SSH jib .^jtftfJLI iili Jl Jidl JS* IJLji t^lill J; JJU Jl "j^" 



IJla jU -u) .Sof vi-V- (/J*fi-« Jl JS^j J^jI »j* J«£ :Email Jj^Vi Jw^jJI 





:TCP/IP ^Jii Uy^ oUoiM flJiA JT .i*JbW ai* y Juix^ j^l c-^-U 



<y J*ail llit. UJ* JL* f Ik OUU Jl Jj^jIL f Ik) :^JtJI OliU aj«l J oUUI i*kl ♦ 



[03^] <^ Jp -IT ^ r oUll ^ ^1 r lk)l Jl (If, J |) a> J| 5>rl •FTP 



J*£ ( ^ ISI) jllj colilU Jl J^jU J>j aclji *Uul JIUI IJla Al*. 



U>dl Jl " J^ll" ^ ^ajl jl^l Qlji obUI 4i ^ ^iSI j£il Jl J^jSI 



♦ 



Ul 



♦ 



c (Remote Procedure Call Jiw ^IcJii^l) RPC 1^ iJaJl jac jl c(rsh, ssh, rexec) ^\ jp 



^Jc iJLaj RPC oLLF- i^lji o3 c-j^-U Jc J Jui^^ J^ c-^^U Jc ^bjJ 



(jj-^jj, ^JaJl j ^ j^VI IJla) Sun RPC j Xerox Courier U JtTl ^ tOllJadl ^ 



♦ 




(5JU-I Sun oljlJi^l j NIS Sun YeUow Pages tJIsLI J-u- Jc .JL—jLI j Sj^VI 



.(IP 01^) 



Ixa* oblJc^l £l/Vl ei* .(^^1 ^.r^ JUj*>U telnet jliJ, ^olki J^j laiJJI ^\j>- 



♦ 



Jc L*_^-j oUjWU v^*-^ Vrj^ 1 ^l^ 1 SjaJl) V^J' oUjDl ^alj>- 



♦ 



.X Window lJi)VI si* ^ jifVI .>! 



TCP/IP U 



4.2 



"Ajil^ (^Ovolj^ £u JUtfl ULL* 4iJLU j TCP/IP j[ 




•obUI 4it j^o J^ljdlj c«j*UI SjLoj tJUrtU 4-^ jLL, TCP 




Jlv cOSI/ISO ^i/^ adldl iSJJI J^i/j jac ujlt-U. ^ obUI ttfij^l 5 jW.j 



(JUI Jj-bLI Jl >l) JUVI f.Jc 



) "4Uf obUI g Jjllj c(User Datagram Protocol SjU) IjU^-l) UDP Ljfl cTCP ^jSj 



j^l c-j^U IJiw Uxp J^^' <-jj*-U-I Dj^j jl j^i ^) JUaj^l ^Jc JlL* »U>- J-*/j (datagrams 



Internet Control Message £J JZ^l ^dl JSL-j JUJ. IjU^I) ICMP *H >T JLL, ilbi 
0* (.Ol^l* <r>^^ JUrVI U JjU 131 tJULI J~u- .*lks^lj ^Cdl JfL- J ICMP ^ jfew • (Protocol 



iSjiy^ cUDP ^ iu-Jl <c&, t (datagrams) JJUj ^ J*Us, 4;l j UDP JLL* ICMP 4-Si .^lil 



LLkr 4i I jir ^ jjl O&l y>j o ^ ill ^ j&l j> yi J-/ jll l^L, JUj/ j JuLJ) LLjrf 



(r>'r 



open systems UjaiLI iJiiVI ^ JaLdl J^I_fU j^Jil £oy>l y» OSI OSI/ISO O^U;l ^iy j 



4* 



r iy (International Standards Organization j^UII id*^ ISO j ^interconnection reference model 







• 


.Ifrjqjj 4 SMTP ^.J^ (j^-* 




7 


(jlii* FTP ^^"Oj 'telnet CP- J^jVI 




6 




* ♦ 


5 


>L UI j3B jlix. Jc JjUdI JLB TCP, UDP 




4 






3 






2 


.^J^ ej^ 11 l)^ j^j . . . ,Ethernet, ADSL 




1 



I^jwJ jll a* fc>* f-^ ti 51 TCP > IP > UDP J^" J^^ 1 a- "^yf TCP/IP cjU^Lj 



j£ jiljll dAb ♦ L £>.l oL->j Sun j Berkley SjjTJll oUj^I *j^J jdl jiljil <j*» 



cTCP/IP ^Ij^-L aJL. I^j .(Internet Protocol Suit - IPS) c-ijsVt olL. (U-j) au^> 



IP JoJil JJ-I - ^JSVI jLv J) Ipng Ubj ^-JLlj 'IPv6 Jlill aju. jl^l oVI dJLft .(RFC [IET 



j I] jUUJI <y jj5 I :>Jc jjjfj Ji* ^?b^ <j SuAJI jiljll JlLU la* ^4 .IPv4 Js£- (next generation 



(ji^aji) a^bj^i ac,sj i s^l 4.3 



Uil IcjJi ^jteJLI ibJI [^1] Jf\ OU c(OSI j JjSfl aiUI) >il Vrj u* 



10) "aS^I V^^r-j 'If^f UU^ <yj . (GigaEthernet jl FastEthernet jl) Ethernet J* jS LAN 



f4i£-4l £JJ Ifijl-j t(VUI jo-L* 1000 jl 100 j 




iiS-Vl ^ "aSj-w- ^Ijjl jji-Vl ^J*a-JL% 4("4j>I iiS-Vl (iUjfca-J UTj) oLjl OVjVl 0k>)l 



jl lObaseT ^Vl "aSj-^I ^IjjVI JUrVI ^..(^45 ^.Vl Js^j) ^IjAI j i,4ic-ll dl)£ o^U^U, 



^o^J • ( j~ey ~<bj£f hubs olejjil l3 ^ repeaters olJu^ ^J^uij (Sc^JI v^") lOObaseT 



Sac Ja^k) (routers ol^>- ^switches oV-U chubs olcjj*) 4ia^j JUtfl Ethernet 



oi* Ethernet LAN olO Sale o oL~-}U j ♦obUI Ji *bl ^ 5 J^' 



0 £ \M 



SjU) IjUatl) FDDI <~*UVl VyU obUI i^-lj f IJ*s-lj V^ 1 ^U^ 1 ii^-l 



4c^» Jc J_^aJ-l 5-^)1 6 ^^Jj 'vs^/" <i J>^' ' (Fiber Distributed Data Interface 



(a** 1 a>j^ <ii oULa: FDDI ^J) 5 j^^l ikrjil UULI ia,-** jji Ethernet "ac^J J2 



C 9. * 



Cf ^ <£ Jr»£ LAN *2$Li ^bJI IJla (Asynchronous Transfer Mode o jL*! I jUc>-l) ATM 



j^Jlill Mi ^JJaX- jJI dll^ Cjj^ Jj^j OlS OlO iwb yPj UJuP Jl>- jL>- jAj iaJbUI 



jl Frame Relay ol jLUVI J^J :lft JjJ jl j£c cc^lj^l J^jd (J ^£j/^ r l^Ju :>b> gjyl dJb> 



Sj^l oUL^VI oli folyft j\ WAN jlkJI it-lj olSLi uu jl Jl J** j)l t-**l>l J f Jtoi) X.25 



j c(Rose j\ NetRom jl AX.25 jil^> ^Jlc^ly^ Jl ^\y\ jc J^jdl) Packet Radio j t(obUI JiJ 



) V jl - X+*>Ca lift ola uLL j>j - ajULJI J*>i:l olo r -ji^J jJI ^fUl ^JJaJI oUji- 



^Jkcj Ok-jdl jl S jji^JI JUpVI Jlf j jl y> flJic-VI WliJI j> S jo-Vl « a» .(U^c, cRDSL, DSL, ADSL 



i^ljl) L*j blyp TCP/IP ^ c-<S^JI j lib£l 5>t-Vl .PPP jl SLIP Ji* cf>l J£) >TULL* 



JSO LjJ Oj^-J cdlliS a^j # U> jl "<C J\) jljh j[pr L^j^ j\ r >i jr v 



J jib U± i J^aJI ^ j5 J-^ X cJ^ lKj ethX ^VU Ethernet £al£*5 'lH^V cs-* 



.FDDI j$i fddiX U .(SLIP ciV 3 ) six j (PPP ci 1 ^ 3 ) pppX ^ULul l JajkiJ! CjI^I jj t ( jL^ 



SlyJI J (2Sli)l H>-\j SlL) u^ldl i-^lill oIj^jSI Lb li* ^ a5 c^^SoJ/^- J 



1^1 Jl d jLiVL make menuconfig jac V-^ 1 ^^aJ' jW^ 1 ^ t[ii>«U] olJ^jf j 



j\ obL Jit jjSC jl j£c ^U. cJ^) eiU ilb* t/dev/ jA^- j , aSCi)l J)L^>- ijj ^SCc 



TCP/IP j<uAln*2 



4 (olSLill "sSli) Jl "intranet - jN ^Ik^U jvis. mj! 



l^ai jjH cjUj^I JUj cS\is j* 9 k-b> -<6^HJ Ui-UI oUjUll gjjl jCiij 



Ujjcj cjU-Vlj i(www - ^jLI) "^.Ji-j JjJ^D)/! Jo^JI c-'ljsVlj *UJ5^W ^JoJ/y^- 



jl^ Sj*JI jl j£c cj^l p^.j) "sSlillj J*dl jl«4-l Jl (Jykll) SaiJI :(node) Sj*J1 



_ f ft c ft ft 



:Ji.) yli 1U. 48 ^ pij y» :(MAC Address jl Ethernet Address) £jJ['£Li d\j* 



00:88:40:73:AB:FF - lsj^ ^ r ltsL 



0000 0000 1000 1000 0100 0000 0111 0011 1010 1011 1111 1111 -ysi4Mj 



j j£ jl ^) ^dl t (aSlill b w[ 'SSli J*il (abJI) jL*i)1 jlfLI J^U c$i5l 



jjjjrf. (jlk olSlL ^t. J$3j 4|IUJI j Jus-jll jl j^JI la* 



-* ft 



£ // £ £ wtf 

JTIj c« jji^JI oSLiJI j cSJuy jUUJI jj& jl .L. j> oUlk JL^J Jac Jc 5JL. 



t[( r lijSflj tjjXllj u^l iJjKjVI J»j>l a-z, A-Z, 0-9 ^ ^ U 32 ,UI 



Ji.) 4ki~ 255 - 0 JlkJI jc^ ^Ujl i«J ^ jj<s,j : Internet Address - IP £jJ5[ d\js> 



IP 



j^>-J& .^JS)fl jt^lill Jc vju-IjJ-I fJJxi^ y>j (192.168.0.1 



jJa; JLL) IP ojLp Jl (ytJI l^^i jl2JI *IH Jyi ^aSlj <DNS olilkJI >bH flk; ^U. 



.(named 



jl TCP [^jj j jxr aS jdl]) JjU J! S*l Jl j~kJ SJl5p J JujJI JjJl^ : port aid 



Jib: UfA. jlf li[j<Jj ^23 JLLLI j^c la* O^Ua telnet ^ j^ljx, jljl^ cjlsll J~u- Jc) (UDP 



j» a, a*) I ^JlSp ^« J**l j£ 4ik2- olLJa.7 lib* OjSC a5 .2 1 aid I la* j%jL^i cFTP oblJJ 



I jb[ ^ai j Jb-lj ^1 ji>dl J«£ : Domain Name System - DNS olSlkJI *IH 



olSlkJI «Jb>> Jj da* J^Jj .S J$Ci Jc VlA'j oh 1^j3L pi jdl obUI aclji) 

j <c£j^ Jlk; Ji COM j& d^) ^ jl tliJL^ <Ju*7 (jLJJ ^1 ^) JcVl d~>- tiki- ^j^u* 



Jl SjU^ ^Ij cUjjjc Uku ORG j (.(\*j£J- ^tr) ^jlsP MILj t<j?jC GOVj c^^Ju? EDU 



JSC JWI c^i^l j^j 'Catalan Vj83l aadH Jl SjU^I CAT Jl. ^U- o^U jl tijjjjl 



jl www.uoc.edu Jt.) l^jll d\b J>U oL^JJI jl Jljil jl ^LiVI Jic c _^dl dJWI ^Ij dL^jil 



J remix.es j Jj^l "aSU-I J uoc.edu l£j '(jLJJ oj^I j^) ♦(nteum@pirulo.remix.es 



vJi_, t^jsl olsik j^j jtj: aJ j3 j>j) sri-nic c3> ^ (l^Jc jilj, jl) jl ^ vwi 



JujJI .(SoS*ll IP j(j> Ji*) oUjU Jc J^i-L J^P S-u*J jU*-J jlSU^ :DHCP, bootp 



UTlP j^Up i(£»J\ JjjUdl IEEE 802 LAN Ji.) ol^JtJI ^ j :ARP, RARP 



^J^JI ojbJI Jbvj cARP ajbJI jLv» JLL* a^L a^^p ^Ij^u-I ^ 



(OSI ^jy ^ j, iLkU MAC jL.) ^1 o_,L> JuJ*d i,U1 JJL Jl ARP ^ j&uj .RARP 



Icac Sj^>-^ ^U- ^ ^> RARP :>b> jl^u JsltJlI ■tflill lUJ* ja jlj^JI JoJ^l (ji**) 



l£JU 6tf J^iUI flL' SljJ *> JoL. 45 TCP/IP c^-S^. j :Socket Library ^jliLI V^* 



I4H V 5 ^ JJ^J f Berkeley Socket Library J> tcjJL JtfVl i^ljil cTCP/IP 



) U iiUj SJljo 5Jb-ji U^.JJ ' (socket ^^JU) 3^ JUtfl 4ki* ^SCll ♦ (Winsocks 



y\ ,connect, listen, accept, send, sendto, recv, recvfrom jp} JUtf^l i*J£. ^J&j t(bind 



IM i. * 1 



oVU- j£\ o^Ulj(AT INET -aJjIc j,) Vy cM UJ V^- 11 »J» 



C j, ^jliLI V^* lovQ/j*- j .(AF UNIX -aJjIc) ^ jA-b oLL*!l J^c 



jiljl) AF_X25 j t (Novell AF_IPX j cAF_UNIX j cAF_INET ^Jlj dibc 



cAF_NETROM j cAF_AX25 j c(ATM JLLI) AF_ATMSVC j AF_ATMPVC j c(X25 



.(amateur radio Jli-l) AF_ROSE 



IP ^1^. cUa^l dJjjSS 






i—jll tfSlill tflkJI J*; .SjaJI jl "SliJI Ul c-L Jf JSC c(c~l 4 jl 32 





:j If) 127 j i&jLt vri^ j ^li) I j (0.0.0.0 :JliU J~u- Jc) 0 ^jJJI ^ lib* 



) Sisi\ Jl jr^J.SJL^L jkil »j4-l j 0j c(localhost jl local loopback) J*M jl^ (127.0.0.1 



djisi .(192.168.255.255) 5>s-Vl jT Jl tfl ^broadcast jl_fo Jl ^Ll JUj)/;^ 255 j c(192.168.0.0 



: (network.host.host.host J\ (.Jjl^ UUI SJ^Ij "gLsM JLJ\ ^ JjVl *j4-l Oj£j) A Sc^l 



.S jju&l O&JtJ) j^j c(S-U* Oji* 16 ^ If, jf ^JSr £Li 126 ^1) 126.254.254.254 1.0.0.1 ^ 



.SJU^JJ 24 + -aSC-iJU 7 + 0 :y> Jbill jUi 



128.1.0.1 ^ ojhJI -^J : (net.net.host,host ^1 ccJu^U jl >Tj *«SliJJ jU> l^j Oj&j) B 



S-uJI jl^ j, JjVl »>U Oj&U olc c(S-Up 65 If* JaJI 16) 191.255.254.254 ^ 



Sju^U 16 + -<SLUl) c~ 14 + 10 y, Jb)l jUlI .l—jll Ji-U olSLill obycJ 



J_^U) 223.255.255.254 192.1.1.1 ^jLJI JU-bj : (net.net.net.host j/j,) C 



Sj&U 8 + "6Lil] 21 + 110 y> Jbill jUdl .(Sju^ 254 



J^j c255.255.255. 254 j^-j 224.1.1.1 ojbJI jlJ^bj : (net.net.net.host jb/Cj) E j D jkp^i 



t_jjUdd_j (multicast) 4c_^l <y \s.y r Jxis j£p 4cyf J| Sj£p JL-j^ 



10.0.0.0 j» A V^l j ajUl 6 Jla olSlk .(cl jSl bclj tiUjsVI j* UUjI ^ J JSL. Jl tc?rjU- JW 



- 192.168.0.0 Oj&Cac^l Jj cl72.31.0.0 - 172.16.0.0 ^ B 5c^( jj cl0.255.255.255 - 



.192.168.255.0 



1^1^ J.I a»Ul.) JJL" Jl jT J-i j S-Up Jf oV dUij c^ 1 ^ broadcast i*J 



j\ ^ry oUjU» jjSi olcj) datagrams JJUj JUjI_ jl^JI Id* J*£ ♦ ( L ^UM 



pi IP Olj^o jUdl CJjfl :>UM ARP JjU Uo> tjlsll J^u. .l^lj ^ -£LiJI J J&JI Jf 



cb^ CjBjA o&JSJI ^kUl VI li» Uj c"^. IP ajb> olSlk <J,I obbJI JUjI ^ -a5j>^. 



oli jSXs-. jX\ Sibil! obUM ^ Jc ^liJI ^bJ ^al .Sai*!l J-bdJ *j4-( j « i* vrjdl »alcl J^ 35 : 



jl bJc tV y 11 "^J 1 ^j** (> • ( IP d\ y*£ V^* ^ 32 ^ IJU "^CiJI ^bJj tV > 



^ LU»b ^lill «Jia jj^c .255.255.0.0 ^Jl J>; "Ci ^bi V.jJ cl72.17.0.0 ^Jl B yJI ^ 



JT J^tfjJI ikill .172.17.20.0 Jl 172.17.1.0 j»j <(La ^U. jji bi 172.17.1.0 Ijc tjjIjUl aJUi) 



.172.17.1.0 StU c^U:! b^P U, - (backbone AjufciVL) xJI b^lc jlkj - jjljUII dlb 



.(255.255.255.0 ^lill £bi ^ J^xJL- UAj) l^U 



:V j» w| olO V-J [U j] Jlji 3ttt» 



(172.17.2.0 ^i") OljWJLl (1 



.(172.17.4.0 y>J\'Si^\) »^LJI (2 



.(172.17.6.0 V^ 1 £JSJI) V^ 1 (3 



.(172.17.1.0 \s-J>\-gJA\) FFDI jjc J^cu y>j jljl (4 



JaJudJ -Sli bilk If. JSO oljU fc^fe ^b^i taWUI ol$Li)l Jc s-ju-I>I JSt- Jl **rj J* I j* 



rj^tf .FFDI j ^Iuh 



.172.17.1.1 j 172.17.2.1 :oUJlI 5/1 a SjU jjjh* (1 



.172.17.1.2 _j 172.17.4.1 :»^L«JI 5/la SjL* jjjbp (2 



172.17.1.3 j 172.17.6.1 ft/JI jjl^U SjU jrjbp (3 



•xJI ^ >b tip ^ '^^tJ 1 Cr* SjLuj 



TCP/IP JUu- d~>- cSjUl jaliJ jl c^jj ^1 j* (j-jJ* coUJJ iik, j Sj^r-Vl j* JlU Jl JUjI xp- 



Jl -aSUj JUjL (PurchasesO «*l 01 J*j Jc) jail ^ j* U jl^- ^ Uxp '&t±\ Jis .« ^iL. jl^l 



43 JIS oyjCjl jll jl ♦ (HumanResources3 i^Lxll ajljll y* 'J^r 



Ljwll SjLp (^[^L« J\ JL^jL ^ c^j^l ^Swi (J HumanResources3 jl PurchasesO Ujclp 



:j>j ^ SJjUJI ♦HumanResources3 jl#A-l J,[ l$Ju*/ L^jj-^ jJlj ci^-la!l 3 jljll SjLp J,[ I4L*/ UjjJj jJIj 












Internet 




iSCjlJL 11:^ jjl^ 4^j7 jl^p * ^ jjlj &UksM olSLiJI Cjz fj^-l ^>-j^ ^j-u Cj^VI J>U~* ^j^bIu^ 



^[^IjSVI SjUl UUjI ioj 32 Jl oi* c^l ^ V cJ^lj Olj^ ojUI oi* JT OjSr ♦O.O.O.O 











fddiO 




255.255.255.0 


172.17.1.0 


fddiO 


172.17.1.2 


255.255.255.0 


172.17.4.0 


fddiO 


172.17.1.3 


255.255.255.0 


172.17.6.0 


fddiO 


172.17.2.1 


0.0.0.0 


0.0.0.0 


ethO 




255.255.255.0 


172.17.2.0 



.-aSUJI jl^LI I J* 4ji iP jltf- jJ-jc 01 v« SjUT J^l jl^l u^" ^ 



172.17.2.6 J.I 172.17.2.4 ^ "aSUj tSfci 



172.17.2.4 AND 255.255.255.0 = 172.17.2.0 
172.17.2.6 AND 255.255.255.0 = 172.17.2.0 



j 172.17.2.4 *^tJI ^ lil Jl» cOl^l^U u^^ 1 ^ kj 



1 172.1 7.1.1 Jl (ffdiO Jl ethO j,) j Jfc* £ 172.17.2.1 jc i3b» jjSL- 4jl ^jUi 172.17.6.6 



Jail <u^!l r Ji^ .172.17.6.6 Jl f '( eth0 Jl ffdi0 ) 172.17.1.2 Jl 



ijJI (^j oyliJI C(^>l SjLuj - Jal J&u jjlL (^JJI dy\2\i otjsli jjlkr lil .Ulk. C\ dJb> j^C V Ujl^ 



tf- tf- tf- ^ ^ tf- tf- 



Routing ^jdl oUjU* JlL* ^1 ^la^u-l L^J c(LJI l^jr jl) Ijl2*7 Jf \ Jc\J ^jj ^\ 



SjLJI JLL* jl ^External Gateway Protocol - EGP Vrj^' SjL*)l JLL* jl ^Information Protocol - RIP 



.gated ^Vl J^'jM d ^ ♦Border Gateway Protocol - BGP 3ojjJ-l 




*liVl jSCJj tUj^ jJI ojbJI ^la^l tUlk# ^jsVL JU?I U dJL ^ *0 Jw* ISI 



♦ ♦ 





c^j^ ♦V^ 1 ^SliJI Ji-U I jtaVI ^Udl c^j^Ju- jil "sSlsJI pit j^l^a ^ 



djlkpl ^ >TUa^L^> aid r^SltJL JL^LI jl^ ISI *H dJJij tojJ^ jjSC* jl LJc) l^U- -sSlil j^JIj 'sSCiJI 



cl92.168.110 -<SC-i)L jUdl ^255.255.255.0 -$Lil\ £bi c 1 92. 1 68. 1 1 0.23 Sj*JI :(d\j*i\ IJ» 



.192.168.110.255 dJI c 192. 168.1 10.0 Olj^ <23 SjlS*)U jUdl *£\ 



♦ ♦ ♦♦ ♦♦ 



4£JuJt 44^! 9 joio^lo Kj-o 4.1 



2lL* IjLj /etc/inittab otaUcVI cJoU TyL 0 jjJu ^Jjlj tinit ^Vl ills l^U c u ^ScJ/^ r 5lj5 a ^ 



^i«lcj •^•Vl J~-%* tsi::sysinit:/etc/init.d/boot :Ji« J~-%* inittab ^Joi* J c^lc J^.j »£^JVI 



Jtl* 

tjllall Cj Jc SgOlSVI c5 J^ 0 '^^^ tAlf^ll j LfJaJ /etc/init/network j*Vl ijflJJ p2j 'U^ip es-* 
J^l jj uj^ A) /etc/rc2.d/ ^ S ^ ^ £AiU cJS ijtf ^ c^lSS ^V! cij^- ^ 



iAijjJJl fii^j .^la^JI (j-aj ^ K <-i i-^H ^ CjliLJl JS iiijj ^jj cciULyi ^Jj t (/etc/initd/ 
^^Ac I^Lucl <3L^j (31*1*11 ^> a\\ Jajl j ^LuajI ^jjj t(/etc/init.d/ cs^) J ^ u-^^ 



eth[0...n] ol^ljll il^VI jLl. j^i tSfci .1^ jUdl :>bJ1 JJ<^ xp UUb^liJI Sj^l *WI ^ 




:<ulc •aittVI j^j ♦(interface configure 0 jL*) I jU^-l) ifconfig y> IJLL ^Vl ^IkJI J 



ifconfig ethO 192.168.110.23 netmask 255.255.255.0 up 



255.255.255.0 ^Lij 92.168.110.23 y» IP jl^/lk^o ethO jl^U j^SC jl J* JJu 4Jl J,l j^li 



^Jc (1)1 ^1 J 1 * (Si '(ifconfig ethO down JUj l^Uud) VrL?* 1 J^ 3 ^ 101 <Ji U P ^ 

192.168.110.23 jl^JL C "acj^\ y> jt* ij\ Jc^l^LI I J* cjjUl JliLI j .^Jdl ^31 ^jic-l 



.192.168.110.255 dJI 



cJaill fla^l Jf\ l^Lo, iSLiJI Ja^ Ja^ jCil ^ ifdown j ifup JiU ^\J\ ^La 



(ii^l 43 ^ man interfaces Ijj 0*>UUil J^a^ /etc/network/interfaces 



ajjTiLI a/^' f-^^j '(J^ olS j^*?) iSLiJI Ja-^J Ja^j ^y.) XLJ* ^b> oLo j 



iSC-iJI JayjaJ V jl Lio t^ljVI dift ^\j*£*m\ b li[ •/etc/network/interfaces <JaiUj ifdown j ifup 



•£Li)l Ja^ *UJIj Ja^k) SilT ^IjS/l si* t 



♦ # 





man ^Ij oU^ULI ^ Joj^L) [iJbll ^IjVI flJ£dJ] L^J tethO Jjjuy J^l ^ 



:(JJti3)l ^Ua; J iu^ail ^^iOji ^Ij^u-I "Si^l ^ 5 ^J5)l j interfaces 



ifdown ethO 


ethO c> J* 1 


vi /etc/network/int erf aces 




ifup ethO 


ethO * 



SjUJI LjSj tl92.168.0.123 cJS IP OU* U jJIj cOLo J ethO Vr 1 ^ 1 -W^ <-A/ ^ <> 



:js/U-J ^^wtf JCJ dUij t /etc/network/interfaces Jail I Lie ♦192.168.0.1 



iface ethO inet static 



address 192.168.0.123 
netmask 255.255.255.0 
gateway 192.168.0.1 



:Jl*U J^u- *DNS oUjU* JuO*d j^k^ aiL^[ L£*J tresolvconf ^> btf \h[ 



iface ethO inet static 



address 192.168.0.123 
netmask 255.255.255.0 



gateway 192.168.0.1 
dns-search remix.org 

dns-nameservers 195.238.2.21 195.238.2.22 



^>»lio j^oj dns-nameservers j dns-search ol jL^ ^Ij^l 0">UU» jU c4^>-lj!l J~*i; a*j 



resolv.conf j <i*>Jt jL>- J^Ui: Ja^^ dns-search jUfi remix.org J**^ ♦resolv.conf j If^kr 



ItfJ dns-nameserver 195.238.2.22 j 195.238.2.21 o^Lllj c(U^ Jf \ j^s, li» j ii*JL*) 



*2$l£)l Ja^ U*J ♦(man resolv.conf ^-1 j) resolv.conf j nameserver jUW o^UUc 
*LaSV 4.1 j^I j£c) jirf oUla^l jij ^1 ^S/l IJbb j£j t (route j ifconfig o^SlI ip 



♦olSLiJJ ^UVI iiUI oUI j^VI ^la^l ^v^j c(£) c^jdl j^Jdj c tunnels 



Ij9Xj9 o$Ldb Kj-o 4.1.1 



•aSliJI Ja^kJ tjlil J^u- . /etc/ sysconf ig/ network rsSliJI JwjJ oliU I jjOij oU: j ^J^dJ 



• * 


NETWORKING=yes 




HOSTNAME=my-hostname 


hostname joVb-laju^iJ > 


FORWARD_IPV4=true 


NAT ^l^J u 1 & true 




<SU. false 


GATEWAY="XXX.XXX.XXX.YYY" 





^ jtf lilj .<a^ ^U:l ^JL* c GATEWAY >JI JsJ* <p_,^M cDHCP ^IJi^L .L^li 



NISDOMAIN=NISProjectl :Jlk)l a»U»l iNIS 



:/etc/sysconfig/network-scripts/ifcfg-ethO ^Jalll j ethO i$s>-lj!i Ja-^a) 



DEVICE=ethO 
BOOTPROTO=static 
BROADCAST=XXX.XXX.XXX.255 
IPADDR=XXX.XXX.XXX.XXX 

NETMASK=255.255.255.0 
NETWORK=XXX.XXX.XXX.O 



ONBOOT= yes 



TYPE=Ethernet 

HWADDR=XX:XX:XX:XX:XX:XX 

GAT EWAY=XXX . XXX . XXX . XXX 

IPV6INIT=no 

USERCTL=no 

PEERDNS=yes 



:DHCP flJUc-V iwJt JU j Ul 



DEVICE=ethO 
ONBOOT=yes 
BOOTPROTO=dhcp 



d\ ^ olilU *ia> j jfeiJ <}V .BOOTPROTO=none Jl BOOTPROTO=dhcp jjc cDHCP Lk^d 



.(/etc/init.d/network restart jl) service network restart oUaiM Jl*J 



ouidi ^i j^jd ajui oi>ui si£i ^ 



hostname new-name ^Vi (1 



HOSTNAME=new-name /etc/sysconfig/network J *&LiJI obi ]t (2 




old jl) oUjbtt l*\*J\ (3 



(/etc/init.d/network restart iJr jl) service network restart • 



init 5 Jl Jlic VI ^ init 3 ^Jl Jl Jjj*dl* ^Lu- JJ^ Saty • 



jp JLirfl cJj <Ju**U ^1 j^o •/etc/hosts J j£ ^Vl U b[ ji>JL 



sysctl -w kernel. hostname="newname" 



2b£L^UI Jsuub 4.1.2 

♦ ♦ 



^J^dJ .(ip j ifconfig J,| wireless-tools V^l ^U^L ^JlWiJ c^L^Ju-^I **^$1^JI ^>-l j 



ft 



./etc/network/interfaces jp UaJ li* Jw^ jSCc j£j c^Ju^l *^JL)I a#>-I j -L^aJ iwconfig 



l^I jpJ t> ^^x3! !^ <*iUi) Mel Pro/Wireless 2200BG *j£L»V <^ -W-^ ^ jj Uj! ^ Jiiil 

f% cs^ Sic ^UaJL .(. . . 4 Dell 'Hp t<Ij-*a-<Jl 

Ul ^ ill j AilkJ! ^^k^^jj^il! jAj c^jJi jUaVlj imodprobe SljSB ^ 




module-assistant <*jaJl pl.a*U JbU ^ tdil^jll Ujl Uj .(c alkal i li$J Jut j) > ^> J 



.module-assistant ^ ^ m-a j*VI ^ hVno U 



apt-get install module-assistant (<* ^P^ ) 

m-a -t update 

m-a -t -f get ipw2200 

m-a -t -build ipw2200 

m-a -t install ipw2200 



J\ AiL^I (^Ul ^^^l^l! Refill filj-S j!^^^ ^jJI jl^V! j 




*** \ * * 




/? t tp : //ipw2200 . source forae . net/ fi rmwa re . pftp 




tar xzvf ipw2200fw2.4.tgz C /tmp/fwr/ 
cp /tmp/fwr/*.fw /usr/lib/hotplug/firmware/ 



S^. jll cif^j ^ <(ipw2200-sniffer.fw j ipw2200-ibss.fw j ipw2200-bss.fw j) f ^ 
dmesg | j^Vl i^jj — j^l jVl ji^ c> — U^jj t jl^aJI S^lcl ^modprobe ipw2200 

^a^5 o\ (Jjaaj Ail Jj ^fj^j j fi^i 1>J 4(g jl uLall jj In > o\l ^j>nr j Ul hj>o grep i 



lpw 



:(lsmod j^VU ciUj 



ipw2200: Intel(R) PRO/Wireless 2200/2915 Network Driver, gitl.0.8 
ipw2200: Detected Intel PRO/Wireless 2200BG Network Connection 



# # # 



2L<JU^I iSllJI Olj^l Cj^J dUij iwconfig j)l JX^I -SglsJI Olj^l JjJ& dJJi Jbu LJc 



.(man iw ^-Ij) iw Sbl J>j ^J^/ 'y*r Uk;l J :l£Ju«}\!I oKCjtJl ^ 



: ck ^ dwconfig bJLoS ISIj t- U j£ J[ ^U?[ - apt-get 



ethl 




802.11b 



ESSID: n Name-of-the-Wifi" 



Mode: Managed 



Frequency:2.437 GHz 



Access Point: 00:0E:38:84:C8:72 



Bit Rate=11 Mb/s 
Security mode: open 



TxPower=20 dBm 



(.- J Id I J~u- - gedit /etc/network/interfaces \yp dAlij] riCiJI cjJi* k^ dJJS xp Lie 



:JlsLI J^u- ^ethl iiX^II -aSC-SJl l^lj SiWj 



iface ethl inet dhep 



pre-up iwconfig ethl essid "^i^^ui %£^B ^J" 
pre-up iwconfig ethl key open XXXXXXXXXX 



j 4^JbW ^Ij^cIvuL Lpj \h[ i\Jc^\ Ik ^J&£uJ ♦Vf'j" iwconfig ^Vl pre-up jjk- ks 



j>JI JUol static ^U*,l LJc cDHCP Vjo •( c ^ If tUTlP ojLp J^U) DHCP 



:(i£jui a Ik) I J f ) - Jlsli j^uo - ajui 



address 192.168.1.132 
netmask 255.255.255.0 
network 192.168.0.0 
broadcast 192.168.0.255 
gateway 192.168.1.1 



\&\)\ kjj li> dJUj 



iface ethl inet dhep 

wireless-essid "a^ui H" 



wireless-key 123456789e 




^ ilr I jl ... ,wlan0, wlanl jl ... ,wifi0, wifil Ji* >Tlki ^ jl cethO, ethl, ...ethN 2i£jJI oULill w3 k 



oUjUo Us^cu- jdlj riwlist scan *lu*d*«l b£c t(J^j!l J*li) 3UhU iXJu^II o&LiJI ^^^i 



• Jj^jll iki jl'sSLiJI j^Jd iwconfig ^S/l ^IJi^u-l \z£L*J c^j^l ^Jti JUtfVl Lp j ISIj c4^B. 



Uua^t J^wo kuub 4.2 



JaJlU ♦192.168.110.23 J,l pirulo.remix.com Ji* jtfu ^Jjlj ub/VI SJUI SjU: 



IJLL 4^bl* oUS" iSl> . j£3 ju-Ij ^ J^) Iju. 3k*J ^Jl lii /etc/resolv.conf 



lalkJI >IH -aU: IP name server j t^aJI otilkll icU ^i^) search t(J£| JlkJI) domain :JS» ji 



.(DNS 



/etc/resolv.conf J^* 



domain remix.com 
search remix.com piru.com 
name server 192.168.110.1 
name server 192.168.110.65 



** ** «• 1 




Ja« jl j£s (dhclient) LSI IP d\j& J^i-I jl (pppd) cJtfUl JUrtU ^o^iJ.1 £b jJI J^s, 



jl oU* jU: ^lir jl bU-i j&j lib J*x> V ol^uil oia j£J t^lj>- l3J^ jl resolv.conf 



♦j^o J^ij 'Sljf-i U ^JuL resolvconf jt otalJcl 



j5j U IcjJ oJoJ^ V}J-U cli* |*pj cLjJu ^1 iwaj ^J£c£*J.I jk^aj jl jj:> Jw**ll resolvconf 



http:/ / packages.debian.org/ unstable/ net/ resolvconf 



cJflill lift .*U«VI Jj^ dJjU JaU ^J£ei^ jl j£c c$j5Ij c/etc/host.conf y> j^l JaU 



Uil JjUU j I DNS joU. j IJla .Vjl SaiJI jl ^1 4i eS-^ <#JLI JljtA*^ 



.(/etc/hosts) JLU jl|4-l J^U 



/etc/hosts ^ 

order hosts,bind 
multi on 



s* fr fr 



4JI Jl (JUI >JI j) UJ jjijj cDNS Jl Vjl ^rJL jWI ^ jl 4il Jl aUVI U* ^ 



V c£ijl ^1 /etc/hosts JailU cdU Wfij •/etc/hosts J S^jLI U-UJI ojUJI JS" ^Wjl ^ >i 



.DNS ^U. Jl ^ jlSJI Jl J^jU UJ f a^J jl j£cj Uil ^jUI 



J*j-*a* ^UaJ J j£ Olj^JI jj$L~i coJJL*)! O j^o li[ 45 1 IfJ <w~j*JI j^-b 6 ^>-l jil Jj^ 



.loopback ^U-j^l a^-lj) "aU-JUj Uil SaiJI Jai3 jl ^ J^is 



/etc/hosts ^ 



127,0,0,1 localhost loopback 




.IP jl js- ^^iJ *IH llbh j jSC jl 4j| ^ IJla t)U4-1 V*^ • J^^» *LH ^ Ij&^-I ^ 0* 



tjlsll J-ju- Jc) L^Jjl JUVI S~u*J jOl jJI ol^ljll ^ o^U- ^ loopback Vrb 

Jc 127 ; 0 ; 0 ; 1 jlj^JI *lkpl ^ cJjl. .(JJJSVI Jl J^j jj^ J^/<$LiJd ypjill flkll jl ^ j5>JJ 



loopback 



ifconfig lo 127>0>0>1 
route add host 127>0>0>1 lo 



^^^dl life J^JU ♦host.conf Jail I Jjtfej jUx, j^Ju ^La c^^ScJ/^- ^L^i Jb)l jlj^VI J 



*U-Vl ULdl oU>dl .^1^01 5 jffly J^Lr uU-Vl ^1 oUaiM Jc oUjUllj^ 



4* 



•Iju- ~&J*i obUI acljSj vi 5 *^ 1 ^r 2 *. jtJll j^-i lSjJIj c/etc/nsswitch.conf <jdll J W*-^ ^ oS oUoiMj 



DNS ^> ijjjl j l$H j\ SaSJl ^Lkl IP jl^p obUI adji W-l^ j jl 



^-bl^ Jj^uLI j£c jl IS[ - ^ (DNS SoiJ IP jl^p Jua^J /etc/resolv.conf ^Jill ^j&sJ jJI) 



Uoi* j>j cnisplus j nis J* ji\ \JJL oljLkl ♦(/etc/hosts <jdU j) Uil obUI SacU ^la^u-l 



hosts xfn nisplus dns [NOTFOUND = return] files 



14-31 Ju^ i^L ^ IS ^ jjl £b ^la cocrl^ ^ U ilbb j£ ^ ISI cDNS i^l^ <gI Jl IJU ^ 



hosts dns [IUNAVAIL = return] files 




d\j cl92, 168, 110,0 OlyJL C j Ut-Up jl - <Jl»U Jju. Jc - <> JJd 



ralJcVI .192,168,110,3 y> ^JS^l J^JLI jlj 4192,168,110,23 



ifconfig ethO 192,168,110,23 netmask 255,255,255,0 up 



tfJSJI jl*r cilcW it v<6 192,168,0/ UJ^ ^ ^ ^ ^Ul jf jl Jl ^ ^ ^ 



♦ 



route add -net 192,1 ethernetmask 255,255,255,0 ethO 



* 9. 



jl ^IjcVI IJl& U ^ovu ♦-host 192,168,110,3 ^la^l U*J j£c tfSli jL* 1^1 Jl -net ^ 



lift Saiu J*ec jl b^jl 131 J^>^ ISL. j£j <(192,1) £LiJI ^ *> ^ aiJI JSC J^c 



/j* •JjJbU j O^Uoll ,y U <3aAI jl^JI jjlL V Ujl^ pJ&iu^jJIj ^default route J ail jLdl M 



route add default gw 192,168,110,3 ethO 



♦ (SjLp jl oJJU) j I IP jl^P ^& gw Jl) 



ifconfig ethO inet down 
ifconfig lo 

Link encap:Local Loopback 
. . . jii c£k±* ^ ethO) 

route 



A&jjL+j IP jl>~ i^ljjl J*iJ ^ 



. JUI >JI Jc ^Vl jl Jl (\) tflll it ^ill j^S 





route 





lo Link encap:Local Loopback 



t addr:127.0.0.1 Mask: 



rnel IP routing table 



estination Gateway 




Genmask 



Flags Metric Ref Use Iface 



.route (8) 3 ifconfig (8) Jc Jc S>* jjl coUjUl y> j^l 



inetd 




4.4 



b\ j£c JP:port jSCiJI Jc oift Jl J*-ju- jjJIj u^UJI olit Jl ^c-^l JiLLI joLkl £U ^ j&^JL- .4jUj^ 



inetd j^c jl t(J*rf Icb Ja^JLI JuLil J[2UJbW :oi^kit uC&jL J** 5 




man ^Vl flJfe-VI JJ^ k*-^ U JUa dil 3 



tiibUj coUai:! cJjVl cJoill J •/etc/inetd.conf j /etc/services : c ^w t > ^^uU Ja^ 



name port/protocol ^ /etc/services iiu lJ^ ^1 ^U:| £l ^ jj c jJl^llj 



Ji^lj c^ua^J ^ijl JlUlj i.Jbkl <ulc ju-Ij* c^iSI iidl y> JUIj O.Jbtt ^1 y> JjVl JJU-I J^>- aliases 



:( jJLj U jl J,l # jjja) /etc/services 



tc pm u x 


1/tcp# 


# TCP port service multiplexer 


■ 

echo 


7 /tcp 




echo 


r 

7/udp 




discard 


9/tcp 


sink null 


discard 


9/udp sink 


sink null 


systat 


1 1 /tcp 


users 


■ ■ ■ 








ftp 


2 1 /tcp 




ssh 


22/tcp 


# SSH Remote Login Protocol 


ssh 


22/udp 


# SSH Remote Login Protocol 


telnet 


23/tcp 




# 24 - private 






smtp 


25/tcp 


mail 


■ ■ ■ 







inetd h^b 4.5 



♦ 



3*u*- Jzu* ♦(inetd server daemon) X*JJ>- *\jc[ cJab /etc/inetd.conf <Jalil 



^ service ^service socket_type proto flags user server_path server_args :£l M 4lyt^ J>2>- 



stream, dgram, raw, ^ 'k£LA\ ^31) ^oill ^* ^ socket_type j c/etc/services j Jj^l .^**)l j Sj^Til 



U J,[ flags c (/etc/services J dili jjlkr jl l^) JUoVI liA ^UJI JUJLI proto j t(rdm, seqpacket 



^ L^, tlju-U loU- Ijl V jl inetd wait) JUsl ^ ^j^. JcJo-u JUtfl j^SC Ujup 4 ^LSJI 



j t^oUil Jki ^ijl Jj^JI 4j u*/u cSjSI Jil ^o^lJ.1 ^nl user jjSw- t(JuwU- ^oU- inetd jl nowait 



jjkv- j4« JliT ,^oU!L U 4^jT 0%»U^ ^ server_args j t^oliM ^jjl jiil j* server_path 



:(5>f» VI ^ IJl^ L^l JJ # SjUl U ^Jbb jtf liU t jj* #) /etc/inetd.conf 



telnet stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.telnetd 
ftp stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.ftpd 

# fsp dgram udp wait root /usr/sbin/tcpd /usr/sbin/in.fspd 
shell stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.rshd 
login stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.rlogind 

# exec stream tcp nowait root /usr/sbin/tcpd /usr/sbin/in.rexecd 



alJeVI cJoi* ^i- t(* xinetd J I inetd UJjjJI JUI ^ jLo ^ aJLW oljlo^VI j 



/etc/init.d/inetd.real start U*3 dnetd HtJ>. JJull Lp j lil .(SJU-JI Jto\) /etc/xinetd.conf 



j inetd oblJd ^ Ijuu •(obUVI >>U la* ll^ J[>i) (/etc/rcX.d oIjA^I j V^l 



^ oUjbW oifc <j*~) U*J i£j£ Si Ja^ ^oU- jl c-^-U ^CjlJI oUji ^Up^I ^Ijc^I jU c xinetd 



j c(J^JJ) /etc/ssh/ssh_config U> s\Jc[ UU aSj telnet JIjlL-V ^yl Jclir JUtfl :ssh ♦ 



(fol^) /etc/ssh/sshd.conf 



oUU J^j c(multi transfer agent - MTA) JiJI ^a^u ^U. :Exim 



♦ 



/etc/mail-addresses j c/etc/aliases j c/etc/mailname j c/etc/exim/exim.conf 



./etc/fetchmailrc :[o*\Jc[ cJ^j] cPOP3 ^ JujJI Jrfc) foU» :Fetchmail 



♦ 



.-/.procmailrc t Jil JojJI £b jj :Procmail 



♦ 



oUUj] c (wrappers oUL) foUil JU^ olSlkJIj -^kdlj 5>-Su oUai:! ^ :Tcpd 



♦ 



./etc/hosts.deny j t/etc/hosts.allow :[o:>lad 



j t(j^ll) /etc/dhcp3/dhclient.conf t(J^) IfJc J^U jl (joU*) IP aj^ :DHCP 



♦ 



(jol^) /etc/dhcp/dhcpd.conf j c(^l^) /etc/default/dhcp 3 -server 



/etc/cvs-pserver.conf j c/etc/cvs-cron.conf ci-jfjJI oljlJL^VI SjbV ^UaJ :CVS 



♦ 



./etc/exports C&JA\ oliL ^ Ik :NFS 



♦ 



/etc/samba/smb.conf Oj^'j ^ 4cLt j **<Sw oliL ^Ul # :Samba 



♦ 



.(CUPS ^Jj lpr ^ Ik)) /etc/printcap cfcLUI flk) ^J\^ :Lpr 



♦ 



/etc/apache2/* j /etc/apache/* l^j ^oU- :Apache2 j Apache 



♦ 



./etc/squid/* Ci> aj^ J :Squid 



♦ 



:£i\SiJu)\ s :litb! Obl-V^l 



4.6 



4* X X £ 

:>a*t ^ /etc/protocols cJaJi ^U^^l S jdt Ji lf£Jj c^a^ui :>l£)l ^jCl j»lac[ oUL» 



/etc/protocols J^* 



ip 


0 


IP 




#hopopt 


0 


HOPOPT 


ipv6 ci 1 ^ Hop-by-Hop # 


icmp 


1 


ICMP 


dlj jajVU ^a^ll (JjLuJJ (jUu # 



*IH 4;li tOlSLiJL ^Vl jU, U-Up j£J t/etc/hosts ^JoUl /etc/networks cJoU) 



(aiU-l dJbb j I^I^p ^Jj iSLiJI ^1 route ^Vl j^^) ^ IP ol£LiJ 



/etc/networks J^* 

loopnet 127,0,0,0 



localnet 192,168,0*0 



amprnet 44,0,0,0 ... 



4-Ju»*i f ^> f ^ I 4.7 



jUpVI c>o U J^l V^ 1 oLysj? ill^i cl Jla ^ j c^tVL ^iUdl S jll j JtTl jll lift ^iiLu. 



j^Uxa Ji # cJfl^l ^Ji^uL- j& ^ U/etc/inetd.conf j oUj^ J*£ V 



♦ 



iij^U FTP JUjI |U l>j£ jS c ^co ^j^lA J^jll ^1 /etc/ftpusers Jac 



♦ 



ttyl, tty2, tty3, tty4 :Jlill J^u- - (J^ j£3 ^,1) oli ^ il :>o*J /etc/securetty <jJJLI Juc 



♦ 



j« (jl j« JUtfVI j J4-I ^»J^J.I ♦ J^ax- jl root jJbU ^J^c^U ^^vJ^I ^ j - 




4JL^ SJlSp ^ i«J&- j I ^L*JI (wrapper) <Jal^ ^oUM IJla ♦tcpd £U jJl ^a^u- 



♦ 



iL* t^^iU J J*^j a* tcpd ^>a£" /etc/inetd.conf j^- 



./etc/hosts.deny j /etc/hosts.allow 



FTP I.JIA: LL^o oI^p e^iJI >JI tJlsLI cJ*Uf Sj^ i^hil l*Jbb| Tjlt cJUtVI J^i * lil 



.ftp stream tcp nowait root /usr/sbin/tcpd/usr/in.ftpd inetd.conf (j 



* fr 



jdl ad Ji)l/etc/hosts.deny <jJlU ♦/etc/hosts.deny (j ir t /etc/hosts.allow j Vjl tcpd 



•JaSs /etc/hosts.allow j l^jlill jl2JI ^ oUoiM 



oifc ^Ij^&UwI V ♦jjjk.l X& JUoV 2L>-U-I jj^ jl^i-l li* J,[ Jj^j!L /etc/hosts.equiv ^jdlil 



. .rhosts cJflill ^ dllij c-jLo- equivalent i}y ^Ij^u-I ^j^j dyJ^A\ jl ^ JJb tiija!! 



4J^lc 4Jii*iil ^'I^JI ^J^4 (^Jil <JalU i/etc/security/access.conf Ja^ ^il (. jL:> (j 



c c fr «■ . 



^ S U jl iO^LtJI jl SoiJI jl ici^JI jl tSaiJI jl OWi-' ^ ^ iuser@host 



access.conf 

Ittyl J^W 2 A? ^ ^ 
ALL EXCEPT root:ttyl . . . 



.remix.com ci^i^ ^ [Clc j jj^^Lku^ll] t&Jjl J£j u i ? u 2, gl J j^-a jib liA 

+:ul u2 gl .remox.com: ALL 



IP Co^i ^la^ OljU> 4.8 



♦4ia^ 0 jl c^jJd cJflill j 1 c^VI J cJflill ^1 ♦/proc/sys/net/ipv4 



liJ*i cip_f 0 rward U£ lil t J1U 



echo 1 > /proc/sys/net/ipv4/ip_forward 



j JP Masquerading ^ oL^-ljSI ^ Vrj^ ip_forward :J> ol jLtl aia ^ ^TVI 



c^ajl ip_bootp_agent 64 c/j) SL> ip_default_ttl 



multicast jl broadcast tSJJU)! ai* ^>-jj ZERO.b.c.d jJ^ail jl^u x jl) JJL 



4 JC^J I O^co >J >o! d l 4.8.1 



ifconfig 
cat /proc/pci 
cat /proc/interrupts 
dmesg | more 



netkit-ping, traceroute, 0^3 jl ^IjVI ^Ij&^-I l^£c rtSLiJI JUrfl j2>«dl J^l 



:(4ido dnsutils, iptables, net-tools 



stat -a 
tstat -I -inet 



verifies packet filteri 

# shows all the open ports 

# shows all the listening ports 



DHCP huub 5 



Ja^ ♦Dynamic Host Configuration Protocol cJo-^i J,VI Ja^kll JLL* J>[ DHCP jUi^-^l 

l^jbU IJAj cSa> £LiJI j Sjl5p jl >^VI ^ Vj- iij* IJU J^P j£c 4& JLi- y>j cDHCP 



Internet cdJ^I jlo^VI) dhcp3-client oi* ^-ul C^** Jai Lie jjSw- d~>- c!jl>- Ja^ .J^l 



pump j I i^j^ji j i^y?t)\* (£^~jl {j* J^) dhcpcd jl c (Software Consortium 

** •* •* 



jl /etc/network/interfaces t^ti) dhcp J^P ^ J*rf dl U>J J\ l^rljlL jldl ^1 Jl dhcp <JuiJ 



.( . . . iface ethO inet dhcp ^ yZ- 



Lc) DHCP JT ^oli:l jl jJ tVjl •! j^T U2~ <C<Jj t JtTl ILp ^Ul ^Jka 



JJUj JUjI Jc Ijil* ^U:l 01 ^ Vjl cIJla J*i)_, .dJI 0^ iikil "aMI ^ 01 LUi 4(jjJJj ^ 



:JU3 IJla . u S^/^a r j j& jjc IJUj c255 ; 255 ; 255 ; 255 jlj^JI Jl 



route add -host 255.255,255.255 dev ethO 



:/etc/hosts Jl SJUI ^U-all 3»U»I t255 ; 255 ; 255 ; 255:Unknown host :"4JUI "aSU Jl O^ii lil 



rJu-U ^ ijajdlj 255,255,255,255 dhcp 



route add -host dhcp dev ethO 



♦/etc/dhcpd.conf j^Jk j\ V) linuxconf J V^l^DHCP Ja^ j£c 



: Jill I li* 



roadcast- 
ption routers 192. 
option domain-name-servers 192.168.11.1,192.168.168.11.2; 
subnet 192.168.11.0 netmask 255.255.255.0 
ot authoritative; 

range 192.168.11.1 192.168.11.254 
host marte { 

hardware ethernet 00:00:95:C7:06:4C; 
fixed address 192.168.11.146; 
option host-name "marte"; 



host saturno { 

hardware ethernet 00:00:95:C7:06:44; 
fixed address 192.168.11.147; 
option host-name "saturno"; 



•Sa2p jT) Li^j If d92 ; 168 ; ll ; 254 Jl 192,168,11,1 JlkJI >U*pI la* 



ai air is 



(oa^ jjT^i tSai/rj* o%>Uil j£ ^ ISI) 9200 oUilj 



tV[j) bj^. /var/state/dhcp/dhcpd.leases odU 131 U j^ttf jl tyoUil JJJU JJ 



IjuTx jl) /usr/sbin/dhcp :^oLkl JJutJ) •(touch /var/state/dhcp/dhcpd.leases ^VL ojUil Lie j^SLj 



2u^JI Vr'j' 1 (i f- 5 ^ 1 <i i»L^J3l til/ (1)1 /usr/sbin/dhcpd -d -f bSx .(JJuiJll *Ju l^j^ j <u^»j 



cnot authoritative SjLJI ^ 



S j lalo*J I IP jj$U^6 



^ cliij .l^ji^Ji (FTP j UU)I a^jioJI ^lillT) Wat |f a2d I V 1 ^ 1 ••*» Isp s ^JSVI 3UJi- 



Ja^U coJuJj-l SljJI oJlr Jbw »IP aliasing j Network Aliasing oljL>- ^ 43 SljJI jl 



ppp0:8 _j ethO:0 iJlsLI J-u. Jc 



ifconfig ethO 192.168.110.23 netmask 255.255.255.0 up 
route add -net 192.168.110.0 netmask 255.255.255.0 ethO 
ifconfig eth0:0 192.168.10.23 netmask 255.255.255.0 up 
route add -net 192.168.10.0 netmask 255.255.255.0 eth0:0 



d\js> J»JJ- .■$Lsi\ UlL ^ 192,168,10,23 j 192,168,1 10,23 L*_, tJUJSl Wj> LjJ j/-- <it ^»1< 



(ifconfig eth0:0- 0 t JlsLI J-u. Jc) ^.Vl ll^ Jl - cjUx~* 



^ .iiJcSi 2lp 4$LiJ 5^>-|_j L^lSj J^*d SjuIj "2^5 5SlJaj iw* j "aSU- iibkj 



jl«4-1 J^j; k\j cLAN 192,168,0,x/24 j»j cLAN JOW=r LjJ jl ^ yd clMI J^u- 




^L-l b£c ijlill J-u* Jc .SijsrjLI flj*£-l DHCP ^ ^ j& IP jlj> ^.Ij^-L 



:Jj;U, l^LL. U> IJ^j /etc/network/interfaces <_ilU jl jAJI JliLI j Sij^U oUI j^l 



iface ethO inet static 
address 192.168.0.1 
netmask 255.255.255.0 
network 192.168.0.0 



broadcast 192.168.0.255 



iface eth0:0 inet dhcp 



J*ir Uxp - ethO - U ^ VI X^A J\ J^u- j jb\ j J> eth0:0 i^l j!l 



IP masquerade 7 



3JiM JuUl) lis J, .JU-lj jlj> ^IJirii^l sj&A "te>j£ (j^* f ^jy ^ Masquerade j| 

oUai:l J^i lf£c V j& 4*i:jsVI Jl J^lj (192,168,10,1 J^> cC»U~ *McJ d\b t >Tj>*Cj) 



^>J\ ij Ja-^iOl ^.j^l 1^ jlj t(talk cjlill J-u* Jc) JwJ J oUai:! jl lift 



Slyll iw*" jl « ,J ^ J^*- IRC J telnet jVjII^ «( ftp J**) J**" tP (passive ^1) PASV 



J .IP: Masquerading j cIP: forwarding/gatewaying j cTCP/IP oBLij tf$Lill lU- jlj.u :1JUI oljlffcl 



Jju- Jc) Jlfse- * jj£ jl_> PPP jl SLIP JU LjS j_£. jl y> Ic^-i alJfeVI iSaUJI 



j<£ (IP/Mask) JU1 ^jbJI Jlk 4 RFC 1918 jjfi £, tUj .jj^SlZ (^J['6\L tJliU 



j cl72,16,0,0/255 ; 240 ; 0,0 j 1 10,0,0,0/255,0,0,0 ri^U. ^h* (ilkT-ulJ^I 



jj£ jl .VWI »j» Jc jj<i- U> masquerade J^P ^ j)l a2*Jt .192,168,0,0/255,255,0,0 



:192 ; 168 ; l ; 0/255 ; 255 ; 255 ; 0 y>j IP jl^P ^JLll jl ^ vl^'V <li jU. ♦ 



route add -net 192.168.1.0 netmask 255.255.255.0 ethO 



♦ 



route add default pppO 



:U mas qerade J^P ^ 192 ; 168 ; l/24 a2JI jT 



♦ 



ipchains -A forward -s 192.168.1.0/24 -j MASQ 



iduJyij 2 ; 4 jIji^VI tSlyil j ij^ iptables jl^ lil 



♦ 



iptables -t nat -A POSTROUTING -o pppO -j MASQUERADE 



.iptables j ipchains oUjUL j^l ^Ja^r jJI SwUj!l j ^-l Jll 



&^\ $ 2,2 Sl^l ^ NAT 8 



Uj* f jJlj i {J S^/^ r Hj^Vl IP Masquerade Sj^ J*pI jS J^jo NAT -£Lti\ jjte Xs^J 



Uc ^l-u^^j .syi j iu**. NAT j»j 2,2 ^JoJ/^L TCP/IP fcyf J au^Jll obu^JI ^jU jl .JuJaiL 



j tCONFIG_IP_MULTIPLE_TABLES j <CONFIG_IP_ADVANCED_ROUTER 4 Sl^l ^ 



.CONFIG_IP_ROUTE_NAT 



M OjSC jl t(jb!( jIju J-*iJ tJliLI Jju. ^s) NAT Cff\y> ^bi K 



.CONFIG_IP_ROUTE_FWMARK j CONFIG_IP_FIREWALL 



i^IjlW^I LuSCc cioUII obUI <jjl> ifrrjd ^ ♦(/ftp://ftp.inr.ac.ru/ip_routing 



ip add route nat <extaddr>[/<masklen>] via <intaddr> 



int-addr Jj (^jSVI U-jU- J^ll Olj^JI) ext-addr Jl 4J>dl ioUJI ^ i^jll li* ^jv- 



jt_>U*)l Xs-:j j^x ,J*M <u>-j^ Jj- 11 *- ^ ^j^-l *T?ry ft jIju jl SjL*)( jjc jlj>) 



ip route add nat 240.0.11.34 via 192,109.0.2 
ip route add nat 240.0.11.32/27 via 192,109.0.0 




j*J JUI U! .240,0,11,34 jl_^l jc K£ 192,109,0,2 Ji-UI jl^ul! J^l JjVI >J( J«£ 

** *• 




D 5e^ail sj* Jl IfJ JliT j2 rtlU-l 0 J» j .240,0,1 1,32/63 J,l 192,109,0,0/31 jjjbJI 



5 ^ 



j 240,1 1 ; 0,34) ojbJI oi* jr^uDl ^ .Ulc bly> ^J^iJ V JCJ dUSj 240,0, V Ji. j 



•V? -ft ^ S>jc c^ 1 oli ^ UtjM Jl (240,0,1 1,32/63 



PPP ft DialUP O^IojI <L&£9 

♦ ♦♦ ♦♦ 



Jl JUrVI jlL.) PPP J*4 .Iju. ^^J/^. j PPP f\jic*.\ ^-U ^Jd* JUri Ja-* jl 



i^JcJ/j^r as* lo r jji jl ^) f*y Lf« J£) j^U uj; ^1 ajl> -Wjj o 5 ^ 11 a* C 4 ^ 



jV dJJij cL^k^ j£c - winmodems.; dAJj U^ljJI olo^ll X^\i- - olo^ll jT ^ <ol 



jl j£j coUJI j Ijjj^ ^UM init-stringJI :M oU>JlI LjJ jj£ jl »JUii 



init-strings ^1 jS W-l^ luSCc jl coL»: ^11 ^Ja^ J J^*j ^ jil ATZ ^la^u-l djj^* ^ j Ljj 



( 



♦ 




^jLI jl ^ ji£ otuj Lie .pppd "dU-l oIjIju*VI J IJU j<J cDNS LjJ jj£ jl UJ 



^ojll <j 3ii^dl oL'bJI (j^ij echo > /dev/ttyS Juir LJc cVr-J^ "aSU j .jl>- j£is J^i. 



4( Ji-UI ^I-aJU j .JWI JJuJI JuUlLSUu ^jll j£" liUttySl £ vjt 'cH 7 ^ jl.^"^ jl 



jj£ J& tU^ IJla jtf liUf^l 1J ^> c> (j-SoJ/^t- «->/* jt^. jlT lil^jd ^Jdl ^bJI JJa 



.PCI iiu jac %^c* o& JU j cat /proc/pci ^Ij^u-I UlI L^Cc ^Ij^u-I J*J SlyJI Ja^ ibid ^jj ^ 



(ppp* j kde-network-ppp* cJh jl kppp V> jp ^ OVI ^jll Ja-^aJ J^»l 6| 



\\ ^ cSiibll j ♦/usr/bin/kppp Vj^ 1 (i ^ 

- - - ** 



Accounts => Ji^V! 



Dial ^ J^Vl 'PAP/CHAP' 



Store Password => yes 
IP => Dynamic IP Address 
Autoconfigure hostname => No 



Gateway =>^^ 



Gateway => Assign the Default Route 

DNS => Configuration Automatic =>Disable existing DNS 

Device => ttyS1(com1) o ttyS2 (com2) 

Modem => (ttySx jU*J ^tss ^ ISl) gtttil c^jsi ^jA ^kU 

Jc ping www.google.com JUj c jjbai* Ul jS^bll) C-jSVL bl^j iU* ^jjj^ SJ^j ^jljll JUo[ Jbu 



.gnomeppp j linuxconf ^la^i^l L*I£UL jl^ ckppp V}4-l l> L*J^d^l jlSJ ♦ (Jlill J~u« 



Ja^aj »V)J-I ^ Jl c^Jilj cpppconfig jOI ^ Jiw^j jLo J pppd Ja-^a) ii^U iihfc 



4^? jliil j ^JJa) 4j^U- pppd J*>- ^Jj ♦ wvdial ^uj>- ^ Jl jl 4JLLJI olilil Ji« oUL* pppconfig 



O^U-I ^Ja*^ j ♦(jUI J^p t!^- pppd ^ t J|j&*yi (j^jUdlj ^JlkJl wvdial pi c JUtf^l Jc 



^v«lj cJtfUl pij ^Ijl^u-L JUtf^l wvdial J j£c 



eilll j> l)I Lb ^4 c - Jlill Jc - my_isp £ <£) PPP J*-* ^ 



Ja-^a) poff j pon u^^l l)U J^du^ if down j ifup jl^^l) JUI^ U^J j^a£ <^j£ /etc/network/interfaces 



:(ppp Ol^lj 



iface pppO inet ppp 
provider my_isp 



:JuL ifup pppO c^Jill IJla J 



pon myjsp 



pppd jl JJ pon <1~>-j «PPP oL^>-l j! acL^> ifup ^la^u-l UU- ^£*il 



i* zd\ Jl .flJfc&-5N Sj^U PPP Vrb l)jS& l)I Ji l^l^l ^jJI <j*>**dl ifup JLL cJUrVI *liil 



./etc/ppp/ip-up.d/ jl /etc/ppp/ip-up J U>-^ JUtf^l Ja-^ ^jj ^i)l JLjuJ clJai: 



iy^>-\ dj>3 Uxp jo- JUa?VI Jc ^jlid PPP JlkJI ^ ^ tUjuVI oUj^. e^jj^ jr* Jo a*) I ^a^u^ 



V* </j iPPP °ver Ethernet - PPPoE JLLLI j? li* ^ *w[ jl/j ATM olO yc >^ 



* fr 



J PPPoE j PPP Ja^J jl Lie ^ cVjl -my.ISP y> 2UJbLil ^ ^1 jl J*j^ .^J[ oljlUI jc PPP 



j /L^ull i^-ljll J pppoeconf iJrj pppoeconf V}=U C^xjS li* J^P j J^^l iiJaJI ♦my_isp 



: ck ^ /etc/network/interfaces cJalU f 

** 



iface ethO inet ppp 
provider my_isp 



jl maximum transmit unit) JiJI Sj^j! ai-l J-U^r PPPoE j jL^-^l (ji* j 



J,U& c4r f^jLI j 6tf lit .J-*iai Ju> DSL-HOWTO -^l^ dKc cDSL J*>^ j (MTU 



hotplug j^c kuJp 10 



Jl^ Ul ^ "4«UI j£c .(aatt V* 11 ^ ^ «r*6) t*^ 1 i 11 hotplug ^Ji 



J^j discover ^ Sbl JjjS ju. J\ i(M\ Jju. Jc PCMCIA 5SIL) jl^LI Jl tflkll 5iUI J~ j 



0- 




^^u!! juL, I j^i chotplug -Up c jLo j O^UUc c^j^l hotplug £b jJI J^a t Jbo UJ jl^U 



/etc/hotplug/net.agent ^ Ij^j* f ^ajl "<SC-iJI a hp ♦/etc/hotplug.d/ j /etc/ho tplug/ J l^fjJI 

JLk .fUd^U Sj^U ethO d\ br ^PCMCIA C tflk J^j? f 4il ^ JUJ 



:J,h!l /etc/hotplug/net.agent 



ifup ethO=hotplug 



cjl ^Vl UA 0j& Jfc t /etc/network/interfaces Jl ^ hotplug lik> i^lj ilb* j6 ji U 



:/etc/network/interfaces Jl aJUl jjkJI 43UI hJc cethO ^Vl lift iw* .J 



mapping hotplug 
script echo 



§ echo VJj grep ^a^l lf>-lj cJais ethO J hotplug JuJ \s\ 



mapping hotplug 
script grep 
map ethO 



£ls jJii -V ^ I iSCJL SUu gja% csiSI ^1 6^ ISI U LLipI i^l jjl Jkcj J*£ ifplugd 



cO jfo JUtf^l jl ifplugd ^ Uxp ♦Wi-Fi "aU^ J^j jl tvi:^ J^liuS"! 



5 ^ ^ 



l£ C45LL 4iU?[ Xp ♦hotplug L^L?: ifplugd J^u #4^>-| ^1) ifdown jl ifup JLill - l^Ju^ - Lfjj iij^i 



Uxp .X^r\J\ d\W ifplug 4^cJ /etc/hotplug.d/net/ifplugd.hotplug JiA caIj^u-^ Sj^U l^ljll jl 



•*fr\J\ ail ifup JuL" l^U SltJI t)l ifplugd 



ifplugd OlT lil .^-L. WEP jd£ *f £ Iffjt Lie Oj£ ij^j iki. Wi-Fi i^lj Jaj jJ ^ 



4; I d~>- tifup ^ J£ci*Aj j^llDI :> Ja-^ I j^U j ^SC 43I t- l^i - ifup ^ Ua^L^> 



man coU>dl Ju>li /^SX^II oSLlll j J>JI Uil^JLI Ubll J^jll J*12 bL»l WEP 



oUjUilj waproamd 



VPN 2LoU3l lubl^l olSLSJI 11 



f ^li J> Virtual Private Network - VPN i^UM V 1 i^ 1 "^r^ 1 <I>1 





.ObLJI J| J_^>j!l ^ uhrTjbW jjv'-^cXJJ £C iObLJI JiJ 



l^u j»S J>s_ oblJI Ujjc Jc iSLz jphjt f^-iJI dJdj] j VPN JuU, :Sl«S L jj jl la* 



J[ J_^»j!L jj-L*? jyJic^» U.u* ^aicxJj .[1#>-jU» ^ (VPN SjjJJ] *<$li)l d& £• JcLd 
SSH (SSL), CIPE, Ji. 4 VPN Ja^J l^U^I Jic J\ JJJI ^ jbjJI .obUI a*' t> O 



VPN- j 4 j^J Jj: OjO VPN PPP-SSH HOWTO ^ ^c) ^1 JLI j l^JI ^>-J( j£c dPSec, PPTP 



(djJij o jill HOWTO 



jl SSL VPN Jc Jui*^ J*. jftj tOpenVPN ^J^i-Ju- 4^1 li* j :>IJeVI oljL>-b ^.li)l J»-l ^ 



jl WiFi o&Li jl 4 *ki Jl iki VPN 



JlljL-^l j^Juj SSL/TSL jiljll ^Ij^b OSI "dbJI jl 2L-li!l 2uLUl OpenVPN ^Jit-i .SicjjU olf/JI oSLi 



j* J*~ X, iwjll oU~k ^U- OpenVPN J-fUl J >j V^ 1 oliOj ^1^1 Jc juadl 





ilfu-J "4.> (jllj cC-bl ^bill OblJcN OpenVPN J^Jo OpenVPN j IjU- ^J^J^ c^U J»-l ^ 



OjSC jl i£jjj^\ ^ "^*>-j 4"4»LJI J» Ubl^ .Ski Jl *ki ^ oVUftU jl oljb>-^l Jb> VPN .L^) 



-VPNJI J^U^ X509 (IjU^-l PKI j\ Public Key Infrastructure) fU)l ^bUl SJJI Salfi LjJ 



4S^Lj ^ j5 c^yJI ^cA\ jjSC Olj t jJi; jT (j ^^a; ilbb j jSC jl c-^j ciiU oLi>. 



.https://en.wikipedia.org/wiki/VPN :JajlJl cLjlo^j cJo>i) 5 




Ja^i Jli* .11.1 



djL* JUtVI .10,8,0,2 jl^JL J^j 10,8,0,1 jl^ull joU. VPN SbS Ja***^. cJlsLI IJU J 



) CjuSt Jbu .OpenVPN j Jail JLLII y>j 194 pijl UDP jJca ^tUlj J^JI ^ l>LL« 



^-bill ^Uij_Lb t (http://openvpn.net/install.html 



openvpn --genkey --secret static. key 



cJoU •(Jltll J~u- scp jl ssh ^|j£d^L) iul 5bi j? >VI jJaJI Jl static.key <jdlil bJc ^ f 



:Jlill openVPN_server ^oUM s\Jc[ 



dev tun 

ifconfig 10,8,0,1 10,8,0,2 
secret static.key 



openVPN.client JliU tJ^JI ^lacl cJoJ^ 



remote myremote.mydomain 
dev tun 

ifconfig 10,8,0,2 10,8,0,1 
secret static.key 



d\j t«U:l ^^i. UDP 1194 JL&I jl ^ UM jIju. y> j5^!l bJc tj^o VPN jl j£>dl JJ 



%90 jl dAlb J JjI .^LW j\ J^JI a> *l^ tSjjk^ jb OpenVPN ja X»JJ^J,\ tunO Ji^\ X^\J\ 



.iUM jlJuC U iijk <jUc iJbLI OpenVPN yJ^L^ Wrljf. jJI JUtfVI jTLL* ja 



Jl Jlkilj ^uLiU ^Ij^l J,l uybJI >• jl bJc ^ cojL^I ^ OpenVPN ^ j^l ^ 



openvpn [server config file] 



Sun Feb 6 20:46:38 2005 OpenVPN 2.0_rc12 i686-suse-linux [SSL] [LZO] [EPOLL] 
built on Feb 5 2005 

Sun Feb 6 20:46:38 2005 Diffie-Hellman initialized with 1024 bit key 

Sun Feb 6 20:46:38 2005 TLS-Auth MTU parms [ L1542 D:138 EF:38 EB:0 ET:0 
EL:0] 

Sun Feb 6 20:46:38 2005 TUN/TAP device tun1 opened 

Sun Feb 6 20:46:38 2005 /sbin/ifconfig tun1 10.8.0.1 pointopoint 10.8.0.2 mtu 1500 

Sun Feb 6 20:46:38 2005 /sbin/route add -net 10.8.0.0 netmask 255.255.255.0 gw 
10.8.0.2 

Sun Feb 6 20:46:38 2005 Data Channel MTU parms [ L1542 D:1450 EF:42 EB:23 
ET0 EL:0 AF:3/1 ] 

Sun Feb 6 20:46:38 2005 UDPv4 link local (bound): [undef]:1194 
Sun Feb 6 20:46:38 2005 UDPv4 link remote: [undef] 
Sun Feb 6 20:46:38 2005 MULTI: multijnit called, r=256 v=256 
Sun Feb 6 20:46:38 2005 IFCONFIG POOL: base=1 0.8.0.4 size=62 

Sun Feb 6 20:46:38 2005 IFCONFIG POOL LIST 



Sun Feb 6 20:46:38 2005 Initialization Sequence Completed 



openvpn [client config file] 



Jo^ ♦J~**)l J* ping 10;8 ; 0 ; 1 j\ c^Uil ja ping 10 ; 8 ; 0 ; 2 Juir Luxe tj**; cJ€ J^l y 



.http://openvpn.net/howto.html ^^Ja toUjUil y 



auyi jil. ji jkii >ji ajui Lb ^ t juvi si j-wji »i*y 



comp-lzo 



jU j^r ISU iDNS IP ol ^ Jlf lj NAT lLa- OljJU-j oL^>- r ^ tflilj JUrVI iU- J* I 



keng-timer-rem 
persist-tun 
peepalive 10 60 
pirsist-key 



ilJcVI cJfll* J>l Jbll cJa^l cnobody CjL^M^ ^Jil jf JJutoi! 



user nobody 
group nobody 
Daemon 



12 





IjL^J t£#VI Jto jl JJ^DI »L*I syi o^U* J>d sysctl ^Vl flJA&J j£c :^jSca TCP/IP aljcl 



♦ 



V^l^ ^fs jllj /proc/sys/ jj^l J S ij>- ^11 J» 1$Ljuj j£c j)l o^Ull .^IkJI 



^L3I ju, ./etc/sysctl.conf jIjc^I JuJf J» Cj^UII »Ja Jjjud J^l iljall .sysctl -a ^1 



/etc/init.d/networking restart 



net.ipv4.icmp_echo_ignore_all = 1 



DoS Ji. ^ 2u£ dJU* jl ^ J» Lr t JlsLI Jju. Jc ping cICMP ^ ^ 



V ♦ 



net.ipv4.icmp_echo_ignore_broadcasts = 1 



.broadcast Jl ^cJ V j)l ^JiJI J JjlkTVI 

•* ** 



♦ 



net.ipv4.conf.all.accept_source_route = 0 
net.ipv4.conf.lo.accept_source_route = 0 



net.ipv4.conf.eth0.accept_source_route = 0 
net.ipv4.conf.default.accept_source_route = 0 



net.ipv4.tcp_syncookies = 1 
net.ipv4.conf.all.accept_redirects = 0 



.jl|4-l JJc^ S^lcV ^ j&*JL 



net.ipv4.conf.lo.accept_redirects = 0 
net.ipv4.conf.eth0.accept_redirects = 0 
net.ipv4.conf.default.accept_redirects = 0 



Jf j (XJca X^rj ^jdJ jjSC V Ua> *a* ^»a^J) ICMP J ji ^a^l aJ^ 



net.ipv4.icmp_ignore_bogus_error_responses = 0 



net.ipv4.conf.all.rp_filter = 1 
net.ipv4.conf.lo.rp_filter = 1 
net.ipv4.conf.eth0.rp_filter = 1 
net.ipv4.conf.default.rp_filter = 1 



net.ipv4.tcp_fin_timeout = 40, By default, 60. 
net.ipv4.tcp_keepalive_time = 3600, By default, 7.200. 
net.ipv4.tcp_window_scaling = 0 
net.ipv4.tcp_sack = 0 

net.ipv4.tcp_timestamps = 0, By default, all at 1 (enabled) 



^ f> oU^. *L S> 2 ; 4 SlyJI) {J S^I y>- {/> ^a^VI jla^VI :Iptables 



c£>^ S ♦ (ipchains) L^iL- J^ail L ^U*>- U jJI iptables Ipic <jlL Stal Sj^il oi^ Safe ♦netfilter 



clc^ j^VI oUai a^j JiLilT^ SbVI oJ^ lU- jIju- *L Iju. J^JI c^VL 15Udl Sa^ll J 



jlJUVI J>j t^JU-Vl J 2,4 jlJUtfVl SljJI 01 i"tdl LJb cL^- JJ .4:1 cMAC j IP JU?1 j cDoS Ji. 



network "*&wiJI ^ J^A/" jU^I J^iJ Slyjl <J^j^ j^ali 45 1 Lc) ipfilters ^jj i^ki 




i S^jbt JcljS dJb> •(S^Jsil V oljUil J^j - [CONFIG.NETFILTER] ^1 - packet filtering 



LjJ (^Lll rc isf j c^bll ibljllj /etc/init.d/ jc cJliLI J^u- Jp) p^SVI j/j jl 



:(^WS3l UL^JIj oU&VI a jJl gr| >l alir) J, LI i^li, ^ 



iptables -A Type -i Interface -p protocol -s SourcelP --source-port Port -d 
DestinationIP -destination-port Port -j Action 



* ft ft * 



y UuJ IfSCcj t Jbu UJ jl JbjJL) UUjI obUI wr O&Vlj J~£ StaVI oi* :GnuPG 



♦ 



cjJi^il 5*.^ 1^1 j«L: c^lj^l oUljs l|Jc oL*)jljp- ^J^i (RFC2440 jL^ jily) Vj 



jl/j ou^ad *RSA j IDEA Jio oUjjIy- ^ j&sJ (PGP 2,0 Jt.) oljal ^ HJilyil ail- If^Jj 

ft 7 . & 

^»lc) ^rULI U-jj ^iJiJ jl Lie ciljj • http://www.gnupg.org J uj^-jjll oUJ^ ^rl tStaVI C^** 



jj^u- c4^lc ♦^k: jJI "Sji^VI Jc IL-Vlj uy ^ - jisLI oL>^ - gpg --gen-key ^Vl Juii (cr^J 



j^o^iJ.1 £y Jl) fU)l ^liill f •/root/ j ^rUll oi* 



«. ft 8 



^Vl ^ jl Lb cdJJi J**J ^U)l ^bill tail ^iSI ^a^L^ll Ifjj ( JLd\ ^ J*£ Ir oUjUI/j^I 



^1 jwl J>-l ♦UID l3 (^S ^J^c^l! ^UJI ^bUl ^JC^T ^Jab ^UL^ ^ jjl gpg —export -ao UID 



Jji jl ^1) ^iylj teiiU Ic^io gpg —import ^"yi ^la^u-l LuSCc c j^.1 ^j^lJ. ^»UJI ^liil 



(.o jjfiX\ 4lJJ-l oUijjdl pJi^ olc^ji*4v« j dj^ji* GnuPG Stal »4*wjjdil Jl olc^ jX^ll ^ C^Hi J J^b jl 

ft ^-ft <J 



Ul j^- 43 yc« (_^l Ljb UfJjJ -UaJL j 



9. C 5* f. S. 

gpg —sign-key l^SUi t(o 4 1 J>[ j^i 0^ ^Ui j* ^1 ^bill l)I OyJlj Ub 



gpg ^a^ui c^-bl* *W[/2L*jdj cgpg —verify file/data ^\j£c*m\ L^Cc c^-bU ji>sdJ ♦UID 



Jljdl gpg -d file j -sear file 



e. a 



JsLilTV (pJI j y jSTl) L^^Uc)! oliU Jlfc :$Li)l jtal Vi'J 1 f^ 1 61 :Logcheck 



♦ 



J^- sj^» c»UjL. Sb VI »i» .IjJb StJa o j& 61 j£c d~>- d>lj*l jl oUI j^»1/oL^ l 



JUI JJ^HI If* jS^II jc "jii-JU > I JjTj Jiu^ iaC Juls! Oljil i*>l j^kff .- lHI JjU. Jc 



^-IjLI dJL^j: Cfci^jai/aljcVI y> oU>d 



jOl y> PortSentry ."^Vl <ul^ fL21) ^lill ^ju oljaVI »i» JcU :TripWire j PortSentry 



♦ 



9 .» t 



J^w- j^oio »ljjJil TripWire Sbl JcLL- ."^1 dAJj j ^ jJI JU»Vl ^uUx. SjoJc oljl J 



oli&l u« CjU^VI SbSfl »j» jjli" .J^st (jr^) vJJ? (^1 cOUil J Ol jruJu- jl O^jJW 



s 



ol jruJdl JsUlTV Iju. jlL. IJl*_, t(UJL j VUol) o^Jdl JsLlTV cisil obL SjcUj "JU-I 



\ 3 ii\ » J» Ja^/c^l- ^ oL.>A ^1 >l Jl jc iljcVI olilf ljJ-1 oUU -aU^ 



xinetd lly ^1 y .tcp-wrappers j inetd JSO jruT Jxii SbVlj «*li£LJI SI VI »i» :Xinetd 



♦ 



JgwJI Olj^ ttj*. Jc S-u^dl oUaiil ^Cdl oUI DoS i*ai:l ^ ^iLfe IflSCL <ol y. 



JlsLI Jju. Jc) oUai:! J$0 jU ^1 y Xinetd jL (>JLi V jl ^ ^jj 



^.IkJI Jc jflj Js' 1 . ^xJ^ oUai:! 6 i» ^ U 61 d~>- 4(Jaii u^ 1 /" SSH j FTP J**, 01 J^iVl y 



^IkJI ^1 J Iclkil ^aJ V y VI J^jU oUI 



UikJI ob^cW ^ v>jil Ji^ j' J 1 if ' (spam V^VL) f 1*1)1 9 



j t(Xinetd alad cJaJU) /etc/xinetd.conf i^^iU Ja-^aJ jl iaSs LJc c .L.. J J^Jill jl/ j ^Jb^d 



a**!** c^iSI ^defaults i^^J JjVI cJaill ♦ (xinetd cJob) /etc/rc.d/init.d/xinet.d 



.Xinetd l^UA jdl oUai:| ^j>^j services oUaiM ^Jj toUai:! jT jitf jdl O^Uil 



lilac VI cpW^ Jli- J^Li 



instances = 10 
log_type = FILE /var/log/service.log 
log_on_success = HOST PID 
log_on_failure = HOST RECORD 





The name of the service must be located in /etc/services to obtain 




the right port 




If the server/Port is not a standard one, use "port = X" 



service ftp 
{ 

socket_type = stream 
protocol = tcp 
wait = no 
user = root 

server = /usr/sbin/proftpd 



} 



#service telnet 
#{ 

# socket_type = stream 



I = tcp 




ccess = 0.0.0.0 



#only_from = 127.0.0.1 



anner fail = /etc/telnet fail 



r = /usr/sbin/in.telnetd 




:ocol = tcp 
it = no 
user = root 
port = 22 

server = /usr/sbin/sshd 
server_args = -i 



service http 



socket_type = stream 
protocol = tcp 



sr/local/apache/bin/httpd 



pe = stream 



s = 0.0.0.0 
= 127.0.0.1 
anner_fail = /etc/finger_fail 

# server = /usr/sbin/in.fingerd 

# server_args = -I 



JbLI Ji« C^us b^c defaults ^Jb\ J J (# j^JL S*jJlUj) o^l Sj^foU oUJbW 



ajulljj cL'-u. oUJaJI JJbJL* £*. ^ c<dk <^jjl (log) J»cJ( gjij oULJI ^J*) 




imapd Ji.) superservers ^\f- l$Ui5 ^_ jjl oU-OMj ^[^-^l ^ j^JI IP oLlD ^ 



c(popd 




chmod 700 /etc/init.d/xinetd; chown 0.0 /etc/in it. d/xconfig; \ 



chmod 400 /etc/xinetd.conf; chattr +i /etc/xinetd.conf 



Sjtalj alac[ Sbl oJa iLinuxconf 



♦ 



./http://www.solucorp.qc.ca/linuxconf 



(^j twebmin-core, webmin-dhcp, webmin-inetd, webmin-sshd packages) (Sj^\ Sbl oJtfc iWebmin 



ft ft 

♦ 



SjLj j>-jl coU jUil Juj^L •U?a r « iu^x* j£ ^ coU/jjdl a>a*)l j j^kr Jly U 1^1 #(Jlil 



https://localhost: 10000 jl^*JI ^Jlkl ^i^ll cl^^Jr Jbo SbVI ♦http://www.webmin.com 



»* IkrJJ jj^l (iJaJI j jii-l ^a^J.1) ^a^J.1 SSL S^lp J^i dl^ ^iku- gdlj 



cU 4£ yCj> system-config- ^aJ jdl ^Loj^jl olj^VI a>a*)l iSl> tljjaJ <j :system-config 



♦ 



system- olj^l jT ^ Slat .He 13 1 j i La! jl J~ olj/VI oi* j£j OclS _^ 



jac jl L^x Sa^lj Vj^J ^j-ljJ (j SJl^Ij <j system-config-control t-config 



10 ft ft t 

i^ljlL J^cu-j "^L^jJ^aSIJIj al^r Jl jr "oU-kf Jl ^a; jl LJc iU» ^ ♦ob^l ^yf 



Fedora-Extras Cj\cijl«j> j^xr jl Sjb[ 1^-Ij - jJbU j - 4^j^ Jl 



jl u^bll oL^-j^l j d-^JJ ilk^ ^la^u-l j£c .Jail £*>J\ J ^Iji ^ac £u [£ c3 ^j^>- j» I jjjj J 2LJULI if^l^l 
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Jj> t^ljj Lr icl ^IjU J d^>J! ^ t4kU! 6 a* j^Jl .^yi oblacl # (Jl^^Sol) ^ai^l J^l JIJij>^ 

V-L-Vl ijf j^l Jl 4iUI ^KpackageKit j Gnome PackageKit j yumex If* ^aJI olj/VI .^Vl Pirut ^ /a, J^Vl v 1 ^ 1 1 1 




.yum ^IjVI & J 



system--* - Jlill J~u- Jc - aIj^L ^J-l Sjl^^Wfj* j ^Wr^ 1 (i 0^ 



k r ji> jl c^gj^VI oljLkl Jit jJ=2j" jj Jai^l system-config-control J^-I tconfig 



•U oUai:lj iSLiJI 11^ LJs 



(S\ jj^ iUUj *4ijH. \£JL«}UI oSLiJI o jbl jCil J«£ obi 1^1 :NetworkManager ♦ 

apt-get install J^ StaVl C^r •(lo^il 5>rSu JaSi) J-^iVl tOlJui* 

Lie tStaVI Ja-^aJ ♦iuill i^-ljll Jc bUipl ^ jo jl Jj>o jl j^SvC xx c!^>- network- ma nager-xx 



j^c --Jlill J^u- Je - ^WjVI ifrlj IJc /etc/network/interfaces (jLo j) O^Jill jT f^u j 



auto lo 

iface lo inet loopback 



4JUI Sjk>- iJU c jLo j •p r ul ol^ljll/oSLiJI J^lilf I aJLP J«£ IfSCJj u^jU-l Sjla^l oi* 



J**) ,oL>*)Ul jUrf ^jLv-V netdev 4Cj^l j jj£ jl ^o^lJ.1 Jc cUol^. 




adduser current_user (^kJI iljj J,[sudo 4$U>li ^ tjJbU ^J£ei*J^) Juic Lie cdAli 



^jljll ^ ^rjj^lj /etc/init.d/networking restart JL£L &JtJI JJ^ Jcl jl) ^IkJI JJ<^ Oclj netdev 



.(netdev 4c j^il j lu^x* JU-I aO^lJ.1 £^ ctaJsf 



t(aSlill jUrf o^l^^ IJIJllj uA>Jd) Nmap (^VL jWdl *>U j ^jy^ \fi*j) :c5>l olj 



* ♦ 



Jl £jU] Wireshark j t(Jbu *^JtJI j^l ^Jff) Nessus j 



snort j c("^JL)l jilj* Jl^- ^fcj) (Ethereal :liU») http://www.wireshark.org/download.html 




ijjj ik^. S^l) Netcat j c (intrusion detection system - IDS Jl JL^VI L^LtoTl ^Ua>) 



^ J^yj k*Jr) Hping2j t(oUjUI Jc J^J-lj olSLiJI iil^) TCPDumpj r^liJI J^LtlTlj 



@Lii\ y IJLf JJ^l ICMP/TCP/UDP 



oUaiM olil^ SjbV olj^Vl ^ 4cyf Ijjai •l^ iLijf oUai:! j£3 l^il ^lyjl ^ 



<£\ u*c^ c^ajl JJuioll JJtiSI c£j^ tlJil SjbVb jUdl *)J-I j Uj If •(^SCjtJU ULdLI l^i Lc) 



J W I j c (jl>- jll ^ J^lJLI jjt) runlevel 1 J jVI JJtiaJI c£ : ^ Oil jjOi J lu£c ♦l^Ju^i ^ olil Jll 



jdlj cat /etc/inittab | grep :initdefault UwL* ^jjl JJulaJI ^j^* ^j^j t/sbin/runlevel ^a^iJ 



(V^l W*)l Ji^ /etc/inittab jyi jl U*l h£c) id:5:initdefault J*, oUjU bi^u- 



system- lu£c l^jtaVj c/sbin/chkconfig --list ^J^cJ jl LuSCc jOI oUj^I ijj 



tchkconfig ^a^iJ jl l^SCc c5^i> oUj^. v*'-*^' J 2 -^ ci ntsysv jl L(jj*J\ J config-services 



<j**u ♦/sbin/chkconfig —level 35 crond on :5 j 3 oLj^vJl crond J*i JUI ^Vl c JliLI J-x* 



sbin/service :> ^iu JSC^ jl /sbin/service -status-all *J£cJ jl lu£c toUJbW oU jJI ilJJI JaJ 



Jlill Jwwu- t (start, stop, status, reload, restart) dU3 5jb[ UuJ ISlcj »^a^ JS"^U- ijj /crond status 



•l^JLJciS iblcV service crond restart j\ cl^iliV service crond stop 



acpid, haldaemon, messagebus, :(4*i> I* ^ ^xr U) iJhll oUJbtl JJslxj ^Oc *f 



Uai:l ^ jlj rti^li iclS c-oJ diA jl *2$C-iJL Jkr^ll oUai:! ^1 ♦klogd, network, syslogd 



) 'Sij^-i O^LiJI jrtJw a&l*\ j L^c t-il^ j* :NetworkManager, NetworkManagerDispatcher 



\*Lk5 p m jl ^jjy^JI lt^ ^ 5JU -b ^ M •(^"^ J^ 44 . 



Wifi 



oUjbUlj Sj^-VI l3LH5^V Jul* zeroconf oUJa; ^ :avahi-daemon, avahi-dnsconfd 



.(mDNS J J>[£ DNS dji Uil oSLl! 



Wifi C-J) Sjfrfy ^Ju-V ^jTjl ibluetooth, hcid, hidd, sdpd, dund, pand 



•fl't/U 1 colcLJIj ccJ*l>b t5jL3lj 6q?UII ol>J tjlsil J~u- .(802,11 



.ISDN :>b> Jiwu *2$li :capi, isdn 



-sSli) *2$LiJl JUjI LjS lit J>j J ^ jW^ 1 :iptables 



([^] Tl jl cDSLj 



.IPv6 Jc Sjuadl CjI^JIj jJIjJ j£J tlflL j % :ip6tables 



."aJU-I jjicc U-Up ^IjI Jukj "^SliJl t_JI jl netplugd J ^fs :netplugd 



(£} cNFS, Samba) "<S^JI £l5fe olilll Uiil -iJ ^McJ :netfs 



/ ( _ r ^/ u ^j Ji gjiVl JJui3i UiJl j oUll Uttt "sS^lii ijU. oUl^ 6 ia :nfs, nfslock 



.BSD 



.-<SliJI jc d)\ ^aU. :ntpd 



.(JlJjL-VI) NIS jt/j (oUil -^LL.) NFS J U5C- i*a». :portmap 



.(NFS ^ JoaJ-l jl J^>^l) NFS v4 j ^»J*i«^ :rpcgssd, rpcidmapd, rpcsvcgssd 



POP3 j\ IMAP Ji, oUai. ^jj jl t(MTA) JbjJI SjbV i*J^t »i» {JicJ d\ j£j :sendmail 



.ISOf jjXj iJajl £> oliUI "<6^>LL* J*£ ^oUM IJla :smb 



J*M jl^LI £• ^ I J$CiJj Uclir JUjVL o>VI ^a^uUI sshd :sshd 



♦ IjjOJ) *2^i)l jac :yum-updatesd 



lid I oUJb* SJc JJutof cob^>dlj U}ll 4syr inetd J "jJjJj ^Jl^ ixinetd 

• (^JL. fcji. jjSC- V Jfi iaJbbl JlsLI J^U- 



4jQ XQjQ 



** ** 



Jii j oUai:! 6 i* aJ; . V J**jN J«£> J^- ^j^l ^ £le t^jf- 



jl j& 



J^- jj^ ^J^uJ.1 £J3 ULtfl ^ki. 




** ** * ** ** * 



j cx&& oUai:! jl cLDAPK JJa cNISYP ^J^xJJ ol.> *,4i. jcDNS olSlkJI ^Ik Jli» 



cFTP oliiil Jij t (SSH, Telnet) jo JuiJIj JcU=5\ JU'^t oUai- UjJ cV^ 1 ^^4' J 



cV^^ 1 'J 1 ^-^ 1 .? ' (MTA, IMAP, POP) Jjj^VI Jit ^Jl^xJlI ^j^. Jc oUjUJlI JaL-j 



•JU J*jC*m- IjjJi j OLo - ^^SoJ/j^- oblCl JT ^iyl .NFS oULUj c(wiki) olc^lj 




s-Vlj ^VL Z&ci\ ^\ J*U j<Jj cj^" jJI obUVI ^ J^VI jH oUai:l 



DNS ol*lk)l *IH 2uk! 1 



Jc Jj^jj 3L.J4A.) SjisrVl •U-l Xf.J J> (tflill Sjbl JuJLdl SJUjII j b>-^i If ) DNS Ukj jl 



. 4jL*J uijrf) 192.168.0.1 -} s-y? 

reverse <-* jW^ 1 <*.iaJI L_ua 



pirulo.remix.com -J ^ J") <jl J^* U° 
'IP J^* ^^c- ^UiLa J^Jj '(mapping 

.(mapping 




) ^j^xJ/ ^ oUjjj? j j^a^ cnamed ^Vl ^>oiM oia ^ai ^jjl j~kdl l3 



i 



5* 




VI oLfjs iUI ftj^Jb c^ijlj ( 9 jlJi^VI UU) bind ^JT jJI SUjJ-I ^ (/usr/sbin/named 



jl ^ IfjIJbo OcjSI ^ c^i ^ 5jcl5 ^La, DNS Jl .Internet Software Consortium - ISC 




olilil Jai^ l^U. olkL^I Jtl ^ clisL^I jMiu- IJ» lac cl^ jL^» ^ 



bind C-juJr Lie dSL* rS^j cl jjJii J li VLL* OblJcVI ♦bind-doc j bind ^VL Jb jLo j ^\J-I 



Jlill J^u- yum j^c li&j caching-nameserver j bind-utils j 



1.1 



Jii»j Jib ^U) *U*VI oU^cu-l Jii>- J**^ ^jjl coU^Uu-l Jib! DNS *oU» Ja*^- OU 



ulc-Vl iiis- ^U. ki) .U*x^l ci> j JjU*" ^ -ki»- (oU- 



r 



? -//. 



1 Ijl- jll - uilil J 1>VI oLLLdl) J. U o ^jjl c(jLo j) /etc/bind/named.conf Jalil ^ 



.jijkJI Ji Jlj U ^Ul jlo^VI 1 



}; 

// prime the server with knowledge of the root servers} 
e "." { 

type hint; 

file 7etc/bind/db.root"; }; 

// be authoritative for the localhost forward and reverse zones, and for 
// broadcast zones as per RFC 1912 

} 

ne "localhost" { 
type master; 

file "/etc/bind/db.local"; 

}; 




zone "127.in-addr.arpa" { 

type master; 
file 7etc/bind/db.127"; 



}; 



zone "O.in-addr.arpa" { 

type master; 

file 7etc/bind/db.O"; 



}; 



55.in-addr.arpa" { 
type master; 
file 7etc/bind/db.255 
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}; 

ntries for other zones below here 



} 



(Jilll ♦(/var/cache/bind/ hSU j y*j) alJcVI oUU Xjl 4J ^jjl Jl directory ^ 



~4^>\Jil Ijl* <jj)l j-UJIjjk^ J>j Jj^l jjkJI JaSs ^k) J;,LI If-Ll* bui ^_^-/etc/bind/db.root 



; formerly NS.INTERNIC.NET 



. 3600000 IN NS A. ROOT-SERVERS. NET. 

A. ROOT-SE RVE RS . N ET. 3600000 A 198.41.0.4 



formerlyNS1.ISI.EDU 



. 3600000 NS B . ROOT-SE RVE RS . N ET. 

B. ROOT-SERVERS. NET. 3600000 A 128.9.0.107 



formerlyC.PSI.NET 



. 3600000 NS OROOT-SERVERS.NET 
OROOT-SERVERS.NET 3600000 A 192.33.4.12 



_^si 4J( (jwj Li t jig (oLW »i» .jlUJI j (root name servers) tXs?^ f*\j>- eiill li» <_P> j~ 



J* / jll - in-addr.arpa.127 j localhost dlaikU t jtULI fLiVl .j 1 ^JS)H ^ 



jkUl .Uil a^ljM ^&JI_,^LLI JJ-I Jl /etc/bind/db.127/ j /etc/bind/db.local/ CxM\ 



db.local JalU tJIsLI J^- Jc .ll^l j JsU" 01 <>JLi jll jUllj (RFC1912 J,[>'t) dJI jtll j» "JUI 



:/etc/resolv.conf J *U*VI joU- 4JUI Sjki:l •12>-V ^ J&sJ 





search subdomain.your-domain. domain your-domain. domain 
# for example search remix.bogus bogus 
nameserver 127.0.0.1 



g\ d^>JI jkv- (J,[ subdomain.your-domain.domain j*l jl Lie j^Sw- 



iijJaj jli^ax. U^SCJ c domain J,[ search j^Ju /^SCc) JUaj^L <^J> j„ ^jlJ&j* ^l j& l^i <^>JI oUlkJI 



^ ^ cS^L? 4)W=r ^U-l oi* J j^j) *U*VI joU- *U*VI joU- ^Ji4j (^Jc^ 



pirulo.subdomain.your- J Vjl d^>JI cpirulo Jl#>- J~**)l jl^ 'H : <Ji^ ^y^i 



cCijSI (j^w i^Lv- d^JI jl li* .pirulo il^l jjcpirulo.your-domain.domain ^ cdomain.domain 



4JJI Jj>o ^jj ^^aJI ^j^oJi csubdomain.your-domain.domain <j pirulo j&" ^^^Jj 



JJutlU jf jJI ^1 ^a^ui jl b£c tc-il jll J*t£j3 .JLiril <J JaJI j named ^ J* 4JUI 5 ^ki: 



^ 01 - jl (/etc/init.d/bind9 reload Jl ^jbil t J*i)l J** named ISI) S /etc/init.d/bind9 start 



: <Ji ^ ^ c^>^ c/var/log/daemon.log J ^IkJI J>[ b JaJ li[ ♦/usr/sbin/named - jSC 



Sep 1 20:42:28 remolix named[165]: starting BIND 9.2.1 \\ 

Sep 1 20:42:28 remolix named[165]: using 1 CPU \\ 

Sep 1 20:42:28 remolix named[167]: loading configuration from 
Vetc/bind/named.conf 



jl dy^X (Sj \ ^SOj tJ^JIj J** VI) nslookup JL. ^Ijl :>lacVI ^ j^dl 6 VI lu£c (^>l S^ 



li ^-LL» j j&u- dig -x 1 27.0.0. 1 ol> ji£ . dig jl chost 



# dig -x 127.0.0.1 



DiG 9.2.1 



-x 127.0.0.1 



global options: printcmd 
Got answer: 

-»HEADER«- opcode: QUERY, status: NOERROR, id: 31245 
flags: qraa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0 
QUESTION SECTION: ;1 .0.0.127.in-addr.arpa. IN PTR 
ANSWER SECTION: 1. 0.0.1 27.in-addr.arpa. 604800 IN PTR localhost. 
AUTHORITY SECTION: 127.in-addr.arpa. 604800 IN NS ns.remix.bogus. 
Query time: 1 msec 

SERVER: 127.0.0.1 #53(127.0.0.1) 
WHEN: Mon Sep 1 22:23:35 2003 
MSG SIZE rcvd: 91 



j> S£s t^js^l JUffl dial jtf lil ."^ 1 Jj jii-l * S«s-VI 61 l> ^ d\ L£j jjlj 

lightweight resolver SjU) IjU^-l) Iwresd lib» BIND9 j .^jLj foUM »bl t£/ jlj dlilk tf* jLjsj. 



ja .BIND9 lightweight resolver i)yMc*A, j^jjl «.*>L*Ji) 2Lw3( oL»Ji- ^al ^jjl t_JI J.\ y>j c (daemon 



BIND9 lightweight resolver fljfc^L ^^Ui-Vl ^ ( 6 Uk^ ^Jjl Jl.) caching ci> Jais- job- (j-L»Vl 



cJl^I J oLL*JJ ^4)1 Jou br) 127.0.0.1 l^r\J\ jc ^oU:| li* »DNS JlLo ^ Vju protocol 



LUd^l Jc J^LI ,DNS jlL, flJ^-b L^j *^UJI olit w> ^1 ^ » 921 UDP J (J^ 1 



♦l^JlU jjl J~**!l J[ UwUj j lightweight iL^ Iwresd Uj^ ^ 



Sj^>-VI *l^V dJUj oUjUll jJi^ Jc O J^i ^jjl j£il Jl Jalil lift ^ ♦/etc/nsswitch.conf 



: Ji- IP o>j 



hosts: files dns 



jl j^r ^1 - j£ I? - otf y *i Jl ^ jl <>jui Asfry 01) >JI li* j^i 



./etc/resolv.conf j « jjfiU olalkJI Jc IjLipI DNS j f J*j '/etc/hosts (j^ia 01 Vjl <ulc ^UJul jlyp 



Forwarders 1.2 



ISI .Forwarders., jUdl ^J3I ^\jic^\ obUI ^Lj j£JLl i'M JU-VI Ola olSLUI j 



j\Joj tetc/bind/named.conf <Jaill ^ forwarders Jl j Jsl*- (//) jJ^JI LJc tli* J>.( 



Jc ^o^* ^Ij^I j> clLk JUsVI U-Up <u £^ti, jIjc^I la* jjjl «.Lc-VI ^lj>- ojbp <J| 0.0.0.0 



JlsLI 



j^L> ^Ucu jIj^I 1.3 



TLDs dJb. "."Jl . (/etc/bind/db.root J[>1) \\ J* VI tl^ IjL*. DNS £1* 



ci/M c^oU- J il^JI J> corg, com, edu, net JL» c(top level domains Jc^l olSlk; ^1) 



L^pj_yl I^pL'I ^ jjH (1 U*x^VI jl) t_JJaJJ ,jdc3i JLf_j DNS Sj^ j Juksi. £j» J^jviJ (pirulo.remix.com 



•art!' JbW 1 a 4 



(*i '(reverse mapping in-addr.arpa c*j - JlkJI - i*U 2L>-lj iiUftj 



bl^pl - 1.0.168.192 o^lJ ^192.168.0.1 y> pirulo.remix.com 131 • JlkJI ^ 



:/etc/bind/db.l27 <JaiU J remix.bogus J**VI JjlkJI Ja^ JCp- LJc ♦pirulo.remix.com 



- - ** ** ** ^ ^ ******** * 



SjU IjU^I) SOA JjVI -SOA, NS, PTR 3 ^ (db.127) «jdULI lift •127.lin-addr.arpa 



tjlkll J^l ^ jOI © j TTL a« - ilaJI J cji*LU oliU JT J la^rj* 0j£ 01 ( start of authority 

*• ** ** 



cJl^I (domain name pointer) oUlkJI *IH ^ij* y*j PTR j cJjlkJJ name server *U*VI ^oU. j* 



NS 




I) root@remix.bogus j tl -4ULJI <JlU lift .local host J^l ^Ju^ail j^Jj 127.0.0.1 V yjl "£LiJI J 1 



dig -x f\Ji£*M\> - lu£cj td^cl jjfJn y» named JJ^ jl 6 VI lu£c • Jj^J.1 y> (SOA Ja^ J 



(lit- LI Sfek) J*ju cJuf ^ t)l - 127.0.0.1 



inamed.conf j ^j^l 4lL> ^Ja^* jl dJUS Jbw LJc jjSw- 



zone "remix.bogus" { 

type master; 



notify no; 

file 7etc/bind/remix.bogus"; 

}; 



fj^fll ^iwidl remix.bogus tjoill J ci ^J-* ti^Ldl named J 4J| Jj£ ji Lie 




NS 
MX 




a I host 



ns 




ns 
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A 
A 
A 



; Negative Cache TTL 
; Inet Address of name server 
mail. remix. bogus. ; Primary Mail Exchanger 
127.0.0.1 
192.168.1.2 
192.168.1.4 



TXT "Mail Server" 




A 

MX 



192.168.1.5 
10 mail 




J-^i <S ^ -H^ *4l J-r j. <S^ *\ "H-^r ~ Ma il eXchanger J iJ i\ J:>L" - MX La _^Ll 



}£\ LjJ '36 'HVjb^' <-U pO' j^i) mail.remix.bogus J,[UUj[ - someone@remix.bogus - 
Jl SOA Jlk plkJI cJl^- t^JU j£ ji ISI) JlkJI ^ j jUdl oUU J ijj^ll ik£)l Ujj - (MX 



jjSC e^ajlj mail.remix.bogus.remix.bogue J,[ - Jliil J^u* - mail.remix.bogus JJL Ji e^iJIj c^ul^Jl 



U jS y> ^ j\ lJU-lj IjU^vo IH U jl^ *li*p^ (canonical name jl) CNAME fJ£c«J •( 




.dig.remix.bogus - Jlill J^u- - jLs>-l /etc/init.d/bind9 reload iJr a«) ujali jjSo** 



Jjj^- jxJ.I jj>o jl J*. I 'cSj^l ^inverse oU jx^ll 4ik> Ja^ ^ 5 j^-VI SjkA^ 



SJuJl>- jJ^Lo iiU,L *IH Jl IP j^Lp 



zone "192.1 68. 1.in-addr.arpa" { 

type master; 
notify no; 

file 7etc/bind/1 92. 168.1"; 

}; 



:4lU 4il£JLI /etc/bind/192.168.1 ^iillj 
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PTR 



mail. remix. bogus 




(.\a\j>. <jjc* **4i/VI oi* jtyjcc jl LJc ♦dig -x 192.168.1.4 . bJbf dJJi jL&s-l j£c 



UjiJj ^ jl ^ .(Li i—jlt jl ijjll DNS jtjiy 61 ^ j&j) DNS S j? jc Jl DNS Jl Jc L*ljL>-( 



.http://tldp.org/HOWTO/DNS-HOWTO-7.html j DNS-HOWTO 



lilk* VI Jaj-I ^ slave «oU- *Ui[ LJc cmaster server L^ fr j loU- ^iJS jl 



• ( ^jfjl ^Lkl d\ iS[ cmaster Vju ("gb" J) slave y)| j likll d\ *h£u«l '<^jfjU 



zone "remix. bogus" { 

type slave; 



notify no; 

masters [192,168,1,2]; 



}; 



:JlsLI 



NIS (YP) 2 



Network •sSC-iJ I oUjL* oUji- (2u-U:l «Jla >T JJciS jl Sun Solaris jl) ( _ r £J/ J i>. 



jl u S^/yi. j£j .(YP jl Yellow Pages y>j Sun 4J^Ll ^jjl ^\ J\) NIS jl Information Services 



oU>JJ .NIS ^ U^mS jSij ^Tjlj^ly.j cNIS+jSl^ Oj&Ol j&j NIS J^f, ^aS: LPa ^ai 



(^.JiicxJLl oljjcfj i (/etc/passwd) jjJlI oU^j 0_^J^~U NIS j L^ujy j£c 



0* J 1 j^r cS 1 i>* - JUtfVI fJUc-J ^fs 45 1 S> V: ^Ij (/etc/group) olc^l oU^Uj c ( J_>Li\ 



(automount ^la^u-L jl NFS ^\j*£*m\> 




$ '<dc bj&" joU- SjLoj c^oU-— ^ NIS 



Uj ♦U^ o:^ j! ^ ^j^lUI jJul^-j obUI ei* j^j£ci^ ^jjl ^ 





J^NIS J^s^^S 2.1 



Jij^ fj* d*j) portmap j (V«U TCP/IP igLi) netbase ^> jl y> Lie ^ cVjl ♦ 



jf JS nis j 4 (NIS j NFS U cRPC Jj^J jll DARPA jib. Jl RPC ^Ujl 

^VL V jl l^j>-j^ l)o IS[ u? j2>dl l^xc) apt-get j^c 5 jl ckpackage ^Vl ^IJlte^b Xfes; 



4j[ ♦(NIS Jlk ^.1) Jlk JLwL- cNIS 3U>* <j^jJr Xp ♦ L ^aJI J (apt-cache pkgnames 



Jftt&i NISPirulo J Ik) I ^1 jl dJJL j jjl .(«ju** ^1 ^J) NIS ^a^L- j)l Sj*>-VI 3cyr <Ju* 

Jlk cjlkll li* k^a) nisdomainname ^Vl ^-U^J jl dliCc ♦Nispirulo jp 




./ proc/ sys/kernel/ domainname 



portmap ^»ai:l JJ^ Lie tlU ♦ 



/etc/init.d/portmap start 



rpcinfo -p J^r O'^ I3[ br j£>dl l^£c 



taJtf. Jlk joU- :>U)/ ypbind ^Vl f ♦ypbind ^Vl ^ J^J jl LJc cLU- la* NIS ^oU. ♦ 



ilacVI J ^ijL^I jol^l ^ d^JI j I j£ V) broadcast dJI ^r - 



i^JhSI /etc/yp.conf cJaUl ♦ /etc/yp.conf 



Z ' ' ft C 

nisdomain J hostname ^J£duJ jl ^ Jul aj\ J,[j^j. :domain nisdomain server hostname 



Jlk) I £>SI lift "aJ^-u Jo\ Lai jj& jl jxc 



joU- L-iLtoTV iJlil j £j| ^a^icJ jl ^ Jli 4Jl J,[ juJ idomain nisdomain broadcast 



4JI jUdl NIS Jlk 



^1) jkJI ^la^u-L »^ol£ hostname ^J^dcJ jl ^ Jul 4;! :ypserver hostname 

j£c 4Jl ^ jf li c^VI JbJ^. ^ ISI -NIS ^U: IP jl^P ^ U^l LJc (ypserver 



J^JI ^ Vlj c/etc/hosts Jail I j 4Jl jl DNS jl^JI 



Jc Jl*T nisdomain ^ j&iJ If -^Vl jiu, IJ»j) <Ju*ll <J JbT hostname b» ^rlSOl ^ j&aJ 2 



/etc/init.d/nis stop 
/etc/init.d/nis start 

localhost ypbind jl rpcinfo ^% dUi y> jTUI j£c) NIS J^P J^- ^IjVl od* J*rf t) I ♦ 
Jlill J~u- Jc) ypcat mapname ^Vl fJ^J jl luSCc jl (J^ ^ajl JLLII ucj'^lj^ 42 * - <i" 
J JjlJbLL mapnames Jl 43 <^u>- (foli^l Id* <j ^ yd I NIS ^/a^L^* ^jjl ypcat passwd 

./var/yp/nicknames j NIS obL SaclS 



? NIS aX^i^i Ujjj^j l-c>o ^sJ! jjI^JI U 2.2 



:JVtf V-UI obUI SaclS Jl ^1 ^ JLjl Lie 



passwd, group, shadow, netgroup jT 0*>U--U jl -6^b!lj /etc/nsswitch.conf ^ ji>dl (\ 



passwd: compat 
group: compat 
shadow: compat 
netgroup: nis 



• <jdil lift 43 yd man nsswitch.conf J[ JaJ 



<iu J^JI j£ ^ 131 4Jl /etc/passwd Jail I ll^ j NIS J^P jl^ j JUI >Jlj (Y 



:(NIS (oU Jl> 



+:::::: (sp JaUili ^> jrl jj 6 j *JaJ j ^ ^jU)) 



^1 JJ /etc/passwd ^iill j T f V ^1 SjUl ^Ij^I L£c 4 £k jl Lie (r 



~<&ij* c^j) shadows ^ jj^ <^>\X ^J£dJ IS' li[ ♦^o^lJ.I £jb j' Cjy^^ 



:/etc/shadow cJaiil ilf Jl 



+!!!!!!!! JaUftS ^^jj 4ajU>jj *J^!) 



:/etc/group Jail I ^ Jl Jb)l >JI »U,I L*l ^ U 



45 ' ti*i ^ ( NIS crib) DNS (hosts lookup) a^L^ c!^>JI lis ^ (o 



X^Jb K ISI jl .Libc6 O ULk) - /etc/nsswitch.conf ciill J hosts: files dns :Jb)l jkJI j c>L^I 



JUol host.conf <jdW Ja*; jl LJc dibc5 oU~k! ♦hosts: files nis Ja*^i NIS ^la^l la* 



♦ V^U hosts, NIS j\ order hosts, DNS 



/^o^j: (NIS yp) JUyl *Uil ^ jj$w> olacV 




ypserver ^oU^I J) /Tji^*- j ^ ^o^cj; c^j^l SjLwj c/etc/passwd cJaill 



.ypserver j \h j** ^o^lJ.1 j^SC d~>- cssh -1 localhost juk jl cjlill J^u- Jc 



? £> *«Jj NIS ? jl> i&j U^oj ^ 2.3 



Jl Jil) UjLal f NIS obL SjcU jlj ( Jwu portmap jlj) portmap j nis V> btf Ul <_p» jUJ 



FQDN 'ik-*, JlkJI ^ l> JS^L- jjl Sj^l jf ^yt /etc/hosts jl j, jt Uc ^ 



♦ 



JlkJI jj^ ^Vlj JlkJI SuLi ^Vlj IP jl^P $ ^k jllj (Fully Qualified Domain Name 
t^oliil j Ja53 ^jj ^ life ♦(192 ; 168 ; 0 ; 1 pirulo.remix.com pirulo cjlill J^u- Jc) jL^>- J$3 



.DNS NIS f j^h, V 



^J^iJ V 0 teM J Ik) I /etc/defaultdomain «jdil J S^J* 1^1 ^ U*j jTUI bJc tli* 



♦ 



/etc/ypserv.securenets <jJil jl VI c V*l >^ v*"* ^ DNS 



cJJillj - network/netmask ^jj^ *!>L*)I l^u J*a& jl j£d.l jj£^ jJI ^Sl^il J,[jwJ. e£ijl - 



jl oUykll ^ JS3 ^SCc U ^ l^V dJJSj tlJL*- - JtTl <£j£ c^iSI - /etc/ypserv.conf 



.passwd.byname o shadow.byname : Jlill J^u- Jc cmaps 1*1 ^1 <J[ 



./etc/default/nis jS;j> r NISSERVER = master jl ^ ji£ 



♦ 



./etc/ypserv.securenets cjalil Jl Uil -£LiJI ^ij lil^ ^Ol ^ uj>I V 1 ^^ 



♦ 



ypserv joLW ^Vl lift JiA^ •/etc/init.d/nis start ^ /etc/init.d/nis stop ^>VI JLfcl folfcl JJci 
.ypwhich -d domain ^Vl V j»l J*ju jfc" \h[ jo Ul ^ijlj yppasswdd jj^l I c-Jl^j 



♦ 



2.4 




J^P J*>- U*l j£JI ♦touch /etc/networks ^Vl Ifc jli Lu-lj j^SSl ttaj>-j* Jolil lift ^ \s[ 



cjill Jj-U^ td^cl^i dJJSj - NIS j^U-Ju ^jjl ^wUjlJ.1 ciiJaJI di^ t^oUM juk jiypbind 



j£c c(k2i LUt yi J^JI j£c) +:::::: JJ ioLJI o^UoU NIS JftU^ - /etc/passwd 



J^NIS^UJI Jl J^l 



passwd, chfn, Jl* ^J^uJ.1 oUjL* jl jjJLI 4^ j^Jd ^u^J.1 ^IjVI tilaJM oift Ujj <u*I ^cp 



j^Ju Xs> ♦yppasswd, ypchsh, ypchfn Ji« ^J^J jl Lie JjSw* cdUS ^Jj •3J-L^ Jbtf ^ adduser 



i^l j make ^Vl JLil NIS JjIju *U*1 .u; jl Lb j^L- oUlll J,jw 



• JjlJbU d^J^l /var/yp 



Jc •/etc/default/nis J NISSERVER = slave jl *b*L«l c^tf, joU. <uui ^oU. jl 



j NOPUSH = false dJb, tluUI Jl L'UL" JjUU ^jj? ^ <il Jl ^ jl Lb t^tfjl ^oUM 



./var/yp/Makefile Jill I 



:JL& dJJij c4«ly jp- ^Jl jUI Lb j^l 



/usr/l i b/yp/yp i n it -m 



/etc/init.d/nis stop 
/etc/init.d/nis start 



/usr/li b/yp/yp in it -s name_master_server. 



chmod 755 lax: d\ fty Jj, U /etc/cron.d j^l J nis ^iU UaJ j£c 



(/etc/cron.d/nis 



AuUI NIS ^ly- Jl l«W ^ ^Jl r .U:l j oUJdl jT 01 ^ jf k. 



IJia JLij) NIS JjIjl>- d-J^l make -C /var/yp Jul* c^oUil Jl ^JlWi^o adduser Julc Jbu :!L^j? 



jj^ ^j^oJj ^lil jjjll jjc^ jdlj ^ passwd jjjll 4j$o ^^LiA: ^ ^| cL>j~U- Xp 



Lu>- ypmatch userid passwd lie jl di^lc tNIS J c ^IkJI l)I ji>d! ♦ (NIS 



jl j^xc tj^jo NIS ^UaJ jl ^ J5 bl! ♦make Juic J^j adduser ^Ij^ei^l Ij^j* J^^l ^J£ei*JJ ^ userid 



J** t http://tldp.org/HOWTO/NIS-HOWTO/verification.html j a^U jfjjl ^1 ^ jitJ 



.NIS j }L*uj JS'I ji£ 



ssh ^ telnet :±su ^ JLsCftil oUj^3 



3 



telnetd 5 telnet 3 . 1 



telnet ^\ JJu: j£c ♦telnetd J.\ jl^j^J^ g Uclir J^ljdJ fO^^> (J^P) telnet jl 



open host - Jliil ^ ~ f Cfj t"telnet>" J^-JU- c£aJI telnet ^Vl UcLi j\ telnet host S 



close, encrypt, quit, set,j ^(dlS'UM ^^U*^ :>a4) mode j logout j open Ji« c(JcliJI j) oJuac 



.telnetrc jl C>1±±\ oblac£U /etc/telnetrc ^jJlII ^j&sJ jl dKx »Tj Vrj^- ^b 1 ^ d)c^Cj\ unset 



inetd ^51 ^lo^l Uy=* telnetd JJ^ ^ ♦ JcliJI JUrtU telnet JLL# ^U- j* telnetd ±J\ J.\ 



IcJiv-l j La« (hosts.deny j hosts.allow j J^jll Jcl J ^a^u^ tcpd wrapper jjSC jl j 



lA-AjjLu- cJ^I c(Jl*ll J^u- Jc) /etc/inetd Jail I J telnetd 



telnet stream tcp nowait telnetd. telenetd /usr/sbin/tcpd /usr/bin/in. telnetd 



Jl inetd «jtflkj JIjuL-I j£c coUj^l ^ j aSLdll *J*»J\ <JI Jail *>U* c^lkJI ^1 SaljJ 

cdiliS ♦(^1^ J I 5 jbk S-U-jll j Jijl) Itj^Sw /etc/xinetd.conf Jail I j/C jl ^ 4J| ^ br cxinetd 

** ** 



cJaill jlf ISI •/etc/init.d/inetd.real start ^1 fla^l d£o£c c jLa^VI j inetd JJuti LJ> j IS1 



jl J-*id /etc/security/access.conf ^lu^Uol ^SCc ♦^!j!l o> ^J^- telnet ^ tl^/rj^ /etc/uissue.net 



41*^1 AdJi^jl^ j^T! JUail IfP Vj« fJi^-jj tl^lJ^u-L ^ IjI to ^j^j tlj*. 2lc JbJ telnet 3 

OjJJj Jt. POSIX joL. ^pj: V ^1 UlijVir SSH ^pj; V Uk;l ^ I^Ij^u-^ j0 ^ ^1) SSH 




IjlJl^VI j £fji3 telnet-telnetd J^jw jl iJ^i j 4jL jl LJc 




fjfc&j jl OlSdVlj Jlj U j£j tj*Vl •jliil ^xuJ jCii dAJij <(JJU) ci/t ^i 





J U[ ^ Aj\ ji>dl f ijtj apt-get install telnetd (jL:> ^J^dJ jl LuSCc clid* j£ ji li[ 



J ^ j^l v /etc/xinetd.d/ Ji« j SaO$M olji^l J jl) /etc/xinetd.conf jl /etc/inetd.conf 



(£\ Ji* U^J xinetd.d/telnetd ji xinetd.conf Jolli ^yi jl jL** jdi ^1 j jAJI <JaW 



:(service xinetd restart ^jJ^I JJJti S;>lc[ cxinetd.conf J ^ 



service telnet 
{ 

disable = no 
flags = REUSE 
socket_type = stream 
wait = nouser = root 
server = /usr/sbin/in. telnetd 
log_on_failure += USERID 

} 



jc JJbu-lj \*so ^>IJi<i^L telnetd JJul^J (jllj SSL telnetd ^lai^l ^ax, ctelnetd ^IJieX^I ^ Vjj 



jcp 4il d~>- c^^ 1 c^i epic J^ 5 . teln et £ SSLTelnet J*» 01 .(JUI ^1) SSH ^Ij^I jl iSSL 

telnet JlL. JU?VI t j& ^ 6lj c V ^ I SSL >VI J* >JI jtT lil k ji^JI a i JUM »Ju 



^j,/<8CjsJI J ^ obUlj jj^ll olj^ jl J> telnet 4JjLi* .<^U)I 



c-jj ^Ij^ JUy^l - ^ - U*l SSLTelnet ^la^l jSCcj .3J:>UM ijj -uSCc tcpdump - J 1*1 1 J^u- Jc 



.telnet server.web.org 443 Juii ii^La. (https://servidor.web.org ijlill J^u« Jc) 



Secure Shell - SSH aio5!t 43.^1 3.2 



4 



lul jb 5 jr^- VI ^IjVI o ♦rsh j rlogin j telnet SSH ^lj£ei*-l J[ 



j% - jjjll olj^j *IH dJJS J Lc - -aSlill jjc aU # ^ U JT 0 1 j* 1^1 :*JUc uL^ (SSLTelnet 



u^l jjSC jl JiU jl ^ ctelnet-telnetd SU^» oljl lib* jl ^jj) ^^aU* 



^JLi .* JUrVI OJSjaM JjU^ U Jjl J> (... ,telnet, rsh) JiULI oJla jl y> Jbilj ^ J&sJU J^* 1 f 



j\x^i\ flJ^L ^ telnet L.I jtfl U*_^k*j ^UjI (OpenSSH jIjl^I j) ssh JLL* 



.L'-u. sshd ^U»j ssh J^P lJU-l oUjjdl JT j+jx£ .(JLLII JUI 



ssh 3.2.1 



: J, r v Sll JLid 



ssh -I /og/'n name nosf J ssh user@hostname 



-J c-1 J.UII Ujl lil .>T TCP/IP JUI tft J XI 1 Ji, oVUtfl SSH j* b£r 




SSH 



•3UUII ^rlillj RSA oUjjIy- Jc SJtu~ (man ssh oUi^ J[J* # I) lit* eS^I 



<>ilUj ♦ssh jiil ^Vl ^Ji ♦ssh-keygen -t rsa|dsa ^Vl ^la^L ^j^lJ.1 ^ j2>«dl jS^c 



.(RSA 1U*JI ^l^u-L cjlill Jc) ^Jb\ Jc ^UJIj ^Lkl jUbiil L*j dd_rsa.pub j id_rsa 



^rUll cJaI* J iJuJI ^J^J •ssh ajjil j jl*JI jl^U Jl (id_rsa.pub) ^UJI ^bill jl ^a^uUl J&s 



Jl* JUtfl J^jo c-^p jt c^»U)l ^rliil jai ^1 ^Jaill la* jl ♦authorized_keys U ^.ai 



JU^^I Jbo ♦ (cJflJc^- ^ U jjkJI jSCJ) ghosts cJaUl J 6 J 2 ^ (X J £^ ^Ji •if jW^^. 



4& V^-l 3I44-I ills JUrVI ^ ^J^iJ.1 jSC^i ccJaill lift J jl^l-^j^J H.UI ^rUll 



man J Jail oU ^Ul ♦ IjU* jl - j^il ^ IjJjSC jl j£c - ay 0!SC«L jj£ 



^ULoj c-Uj ^1 iJ^! ♦ssh 



ssh -I login name host_remote_command 



ssh -I user localhost Is -a 



sshd 3 2 2 



- a! 

♦ ** 



c^iil (apt-get install ssh 4aJr jSC«J O^i^ 'M) ss ^ (s^t/*) sshd j[ 



jt Cx^h^* UH e5***J ^ f ^ J rs ^ -> te l net J rlogin JjluJ ^Vl IJl^ tdJilS •(J***Mj f^U^I 



jji^ j sshd jl **}L*)I JUrfVI jlkclj (/etc/rc jl /etc/init.d) *Ijc^I <jdc li& IJu^ JS^.j 



jc^j tcJ^U) :>a*t RSA ^-bU *^Ur V>U CjJfr ♦ssh JlL* ^ Jblj JjVI ucjIj^VI *JU-I oUjjdl 



J^P Ijl Ua> .3eL- j^j u*j2l J iki>- ft V c^iSb d-Jsfi RSA y>j t >l IjUj j^LSr >l JJ^ 

^ > 0 $ 0 > * 



cs' jW^I f jL^ w Vjj!j>- ^Ij^L JUtfVI ^biT JU;^I Jl 



♦lib JU;^I jjf £• ^SCJj cjj^II JIJJI ^ jl J^JI j Sj^fiLI ^j^lJ.1 JbJL-1 



man ssh ^-1 j c4JU?[ oUjUl 



SSh>*cjj>a2jl 3.2.3 



^ Ik ^jic-l JliU Jgu. Jc) JjwJI jl^ ^ tunnel SlU* JUjI SbS J^f j£c cdJJi J**) .Jui 5&. ^ 



c^ua^l SL3I J*»_y Ujl^-4U-I »i» j .sshd <ulc Jwu^jJI ^oUMj (putty ^Jo j*. ssh J^P ^b^j jjJU-j 



1 10 JLidl Jc POP3 JUffl *Li5L ^ IT lil cJliU Jgu* ^ .j^i- 1 u* (° U ^ s^ 1 



:JLfcL, (UJ sshd (oU- U jll) juJI 



ssh -C -L 1100:localhost:110 user-id@host 



JUjp. jT ♦SLSJI «.Lij[^ a* jjSL^ iJUaJ^I ^ jl Jj^j cuser-id(2>host J jjjil SJS' ^Vl li» JLo^- 



J*^) POP3 1 10 JLidl ^ juJI jl^l Jl UUjI ^ 1 100 JLHI Jc J^l jl^l Jl J-/ 



(SL3I j JUVI -CjUl 



JLULI Squid -k^jSI jolW J^icSJiSI proxy jp all J,L^LI Jl J^jSI <u£c gateway J^^ji^r JiWjb 



:JLL- 3128 



ssh -C -L 8080:proxy:3128 user@gateway 



gateway obUI ^ 8080 J*M JLfcil Sbi M jjSLj tJUrVI ^ <3l aj£ 

. 4 http://localhost:8080 y> aUJ ^ U OUL ^J^dJ .3128 JLfcLI Jl proxy 



i- i- 




(4-JLc c9jl5LLo) ftp J-jax. 4.1 



*U» FTP ^IJi^l .^lill FTP ^ JJl» iJc l3b»j FTP ^ly- Jl J^l FTP J^f 



ftp server-name 



] 

f c^J ftp J 



open server-name 



^o^lJuJ ^anonymous ^u^uJ.1 JJL J IT li[) jj^il ^J&iJJ ^1 ^oUM c_JJa^ 



j^pU jjSUv- (JjUj Sac ^yLJ^Ij^l Ja^ ^(jj^l ^J^S" ^jij anonymous 



cJoU Ji aU* ^ ^LilU ^* ^1 jyJ b\ p^il ♦binary j ASCII t>^j!l j JiJU JLLU ♦oliill 
SJlaII ^IjVI .binary jl ascii ^Vl Juic Lb Jj£~- c c >^ J !l ^ j^JdJ ♦ < Jftill cJab^ ASCII j jL* 



JUjV) put filename j cmget jl (oUill Jojd) get file.namej i£l ^a) Is ^Vl FTP J^J 



1J£ b£c .joLtl j ig^l uj)^. j^J jV u?j^VI uulULI o?U J £^ ^mput jl (^olkl J[oliL 



iil Jl 4*J» ^ J£l Jl^l Jl 4*J» ^ £ jjl eiW at ^ !cd Amp c JUL I .^Sfl JJ T JUol 



c * ^ . 

hash o^VL L^Loir ^ ol jLi[ jl coU^lc 4cL^ I j^U J^JI jj$w< tJJLII J/j ■aJL J^-l ^ •/tmp/ 



. J^JI J^b ^ SJcUl JJtfi jl (man ftp) JJaJI j 1<JI ^-Jl j£c ^>l ^Ijl ilU .tick j 



.lftpd j vsftpd ^JcJ J 2b£bJ| ftp joly. 5 

ft P j help ^1 V^. SacLII cJl^ j£c 6 



5* 



£j*J\ (Jj cncftp, lukemftp, lftp, cftp, yafc i^ljVI jk*« J Uji ^ u*>L*Jd SJoJc J5U LjS 



. gFTP, WXftp, LLNL XFTP, guiftp 



ftpfjl$» 4.2 



U^l -Ui*j Ulaj cxinetd jl) inetd ^JSI ^11 j^c ^jj 21 Juilll ^jJiiJI (j^&j^, ^oU- J*jw 



J[ JUaj^l J host.deny j host.allow j J^?j!l acljSj tcpd wrapper dnetd.conf J ♦ 

^ j&^JW ^1 pyy tVW JJiJ Ujl> • jUdl ^\ j) ^IkJI ^1 S:>lj! inetd ^ ftpd 



ccJai^. (anonymous) J^l FTP J** .L^ Jl2LL*VI jtf lil Jy-jjl ^Jj jjJLI j 



Vr> ^Ijl ^ FTP ^ily ^ lib j etc j bin j pub ola^l j^l ^ ^ J^.j -V* 



UUI oULU FTP ^Ju Js 



(J ^J^v* c^lkJI J uJj-IU j£ <>«J£c£«AI 4x15 :/etc/ftpusers 



♦ 



♦ ♦ ♦ 



iSjjj-^ »jUU^I pj» chroot jjjf j^Ju ^ ^jjl icU :/etc/ftpchroot 



♦ 



♦o-> jdl ^Uj :/etc/ftp welcome ♦ 



j)l Jbo jU-Vl :/etc/motd ♦ 



.JUtfVI -up yk> JSL j :/etc/nologin ♦ 



-4,831 



Jill oLLP :/var/log/ftpd ♦ 



ftp ♦/etc/nologin dJJi L£«J cFTP JUrl jl U J L*j 



4J[ J^jSI Xp ftpd 4^ jj^- J ♦message <jJ^ iSb* jlS" I3[ ^kj^ 



./etc/ftpusers icUll j o ^ Jc (Y 



(FTP jl Anonymous j£* ISI 4^itf ^) JjAI Jl JlisVI ^ /etc/ftpchroot J*\*j>-y jfc* ISI (l 



jSOj cFTP ^ /etc/passwd J 4S jj£ jl 'FTP j\ anonymous jlT \h[ (0 



IS -aJ^-u J p^ji <j^J JaS FTP ^Ij^uuL pi ^JLI jl UL j ^ jl Lie 



#.Ls5[ x*& tliij •Jlill Jju- ssh jl telnet JLtfl J^aJ-I IJla /etc/passwd j 43*>WI 



: - Jlill J~u- Jc - ju^ jl Lie jjSL^i c^J^w» 



useradd -d nteum -s /bin/false nteum 



passwd nteum 



4 * 



L£*J (XL^ \*yry f J^J.1 jfc" 131) Jclidl JLtf*>U 43 d*? nteum aJ^l^U j^SC 4jL ^5 jdlj 



j j^l /bin/false «U[Llc j^SL^ ^ ♦(/bin/false Jl j^S/l JSJ-I j^j /etc/passwd Jaiil 



FTP joUj ojU^ oyJb^c ^1 FTP ^oU. *Uil i^T S^k^ Sjk>- [MouOl] ^- jil •/etc/shells 



£>jU) ProFTPD j ( http://www.wuftpd.org £jLI) WUFTPD jl .<jjUJ.( j£ ^JUi-J <Jj&^ 



<4 



^jLj*ll FTP ^olj>- j^l jL^[ (http://www.proftpd.org 




I^S" li[ debconf JLov- coJir Ji*j »apt-get install proftpd :ii jL:> j ProFTPD C^Ji! 



4 



^IjcVI jrtJd) ioJbW u>liL lil *ija)l ^Ij^uL ^u.) c£jJl!I ^jlL j\ inetd aI^I 



./etc/prof tpd.conf LuSCx Jail I c/etc/init.d/proftpd stop ^J^J jl l^£c 



Jj^a^ jl (TSL) (j ^k-^a) http://www.debian-administration.org/articles/228 



^j>-jj ^c^J jdl j il-U- iu^l (pure-ftpd 4*j^U) PureFtpd oJid-J ^lu**>U S jLo 



4a^?/oJr ^^ci; luS^c ^UiaVI j>cJt jJI Lljil ^ 4cyfj tSSL/TSL j c^^o^- ^*Ji>j c^^^l Ji\ jyJ^i^A 



.http://www.debian-administration.org/articles/383 J 



MTA^JIJiuJ^ 5.1 



Jjj^JI Jbjj ^oU. ^ JojJI JLiu-l/JU jl Jj^vo Mail Transport Agent - MTA Ju^l J& JsTj 



exim ^J£dJ jLo ♦Simple Mail Transfer Protocol - SMTP ia~JI Ju^JI J£ JLL* fl^u-L ^\ 

^oi .(4i}U JU JUI) sendmail jl smail Jl. MTA ^> j, J^l *N dUSj cJ-U j£& 



8 > 



^UUc /etc/inetd.conf :>IJc^l cJ^ J inetd jp L^iJ^ ^ .JbjJI JJL- j <y jjuT ^^U-U* J I ^Ui 



.(xinetd jl) ^aWI aljfe^U 



O^lJbdl J**j ^xJ j cLjJo djjJbJ ^SsX ^jjl / etc/ exim/ exim.conf ilacVI cJol* exim ^a^u^ 



£**J J° alJcVI ^5 JUi*i*- ♦LJcUr exim Ja^ y jxuU dAlij ceximconfig ^Ju jfjj ^la^u-L 



/ 



w bir 



usr/doc/exim J Jb£ jl l^£c cdJJi J[ 4$U*[ AJjlII ^21 jfjOl (j^ll d~>- clJU- J^ li» ^ j 



•4oL*>l obi Jcl Jc "jjiUl 



bV jc U-U alJcVI OlT lit U (^^is Ol Lu^c 



JT Oir lil Ul tlilsJI Jc ^bjJI 



>J££*I c J^ 



exim -v -bt local user 



ft ft 



^J^U^ £• JtJI jL^-^L jl Uajj l^£c ^ J^lUI Jil jl j^JI j i# J££jLl JiJI ol£J* 



'Wj^j "^^j J^jI Vj^ ^ V5J ^a^v. Jl locaLuser Jjai -u. 



dilij JfUjll ja JSU ojUI ^ 4cyf jl ^ Jjj^JI Jjjc jl Jl^l Jc jumt ^ mail bombing jl JbjJI j^u; jl 8 



^j^xUl V. qj^I VJ-I jjl^. ^JbUI JJ^ jl IjJ^ jl 2uUI JfU Jl J,l J^j)l J«L 



exim postmaster@OurDomain 

From: user@domain 

To: postmaster(g)OurDomain 

Subject: Test Exim 

Test message 

A D 



lk>- JjU j 4jJ ^.jJj ^ojLu ^j^! /var/log/exim/ J paniclog j mainlog ^c!l J)^ j| LuSO: ^ 



JujJI JUj^ ^jjl jl) postmaster ^L^- ^IkJL JUtf^l U*J LuSCc 4jl ^jJI j^j •UjUi[ 



^c^i gjjte&j* aijaii * * r u u ^ jr air isi u ijj j^ji jsUj s*^ (^ji 



texim -bs yt> * l^iJu^ Lie ^iSI ^UJI J^Uil # (9-l) ^r**^' e£ji~v* j* Nro c J^Ui" -dNro 



2Jlc ^ikr jJI 2uk;VI J /etc/initd/exim start yp ^I^jJJc^ U*j LuSCc ♦xinetd jl inetd 



jJUdlj coU^il Ja^ J^>-l y (exim-doc-html J jLo <j j^jJI J,[JaJl 4i-Ui 



J^J Jji^ V5j* j^JlJH exim <-J\ i/ > teximon iojJ-l U*J Juill t^Ju« J*\j ^oLL^al 



** ** «• 



^ 



UaJ C^j* tapt-get install exim-daemon-heavy oJr ^j^c) exim4 exim j^-^l jlJi^^l 



exim- a£J oLIS^l 4ik£- U>- jl dJdl j JjI - (exim4 ia^ j JcU ^jjl exim4-config 



4 



j /usr/share/doc/exim/README.Debian.gz i*\Jb ♦Vl^ U j&\ daemon-heavy 



cJiU ij>-j ^-k ^IJc^l j l^lcl^ LiJb jJI S jr^all oU*>ta>-"yi (^Jl>-[ ♦http://www.exim.org/docs.html 

exim4-config ^JlWx^ (jJuaII y exim ba? li[(Jjuil jUA 1 !) exim.conf yt>j z\Jc[ 





<Jal* j l^^^aj j /etc/exim4/conf.d/ J olilll dAb <1)j£>j cJi^lj cJoi* j/» o oUi* 



update-exim4.conf (/var/lib/exim4/config.autogenerated UJu« Jj>j j) 



(IMAP) c£s*V J*^ 1 5 2 



j I thunderbird JiU Jbjj Ju>-j ^oU- <j 35j*M JojJI JaU j ( J > [ J^?j!L i»JbW oia> 



JLLII |tPJJ JJU-I oljl-l^l) imapd c_JI J.\ SocLj: 2UJbW oi* (mozilla.org j L**^) seamonkey 



U-Up) 993 j\ (imap2) 143 SkX\ jc imapd VJ£. JjC .Jl* jl$>- Jjj^JI Jbjc oiU (IMAP4revl 



/etc/inetd.conf j ^ ^oUM lift JJ^ ^ rinetd !S| .(knaps) (^jpO* SSL Su^dl jj£> 



imap2 stream tcp nowait root /usr/sbin/tcpd /usr/sbin/imapd 
imap3 stream tcp nowait root /usr/sbin/tcpd /usr/sbin/imapd 



S^Lj J^-l hosts.deny j hosts.allow ^ J*jo ^jjl tcpd wrapper t/'Jfc-i c Jlill lift j 



(^U^ J ^-^r* c University of Washington "^klilj 4*^U-" jl) uw-imapd 




LJc cJ*jw imap ^oU- jlS" IS[U jLs>-V .courier-knap j) cyrus-imap Ujj jSCJj cuw-imapd-ssl j^VI 



JS^. ^k^j J^- ^o^lJ. uL> seamonkey-mail Ji* c">LP ^a^iJ jl 



^ J^. ima P at J*^ 1 6 lH 1 



oLJ^^jd tj^Ju*JI ^J^L^l! Jl£JL-l <i JoT MD5 j*pjJ 4jL^j jLo imap jl-i^[ 



^ija) UPb imap ^ol2 J^adl J^JI bji b\ ^) "^r^ 1 Jp ^JuU.1 oljil e^r^j tJUrtl 



JujJI ^j^xJl jjJJ oUS' ^ jl joLtl Jc ^ clulj Iju. *k~J iiJJI .(Uul MD5 jjc Jli^-VI 



(jUJLI J^jo cssh Ji« ,993 iii.1 J*ju ^ijl SSL imap jlJU*[ ^\Ji£**\> 41 1 ^ bf t<J* ^ 



J^u- Ccift JUtf^l ^liL J*alil J~**)l j^Jo jl <^£) cJfl^ail ibl^J JUtf^l i ma P 



^U- uw-imapd-ssl VW^' ^»J^I C^* dmaps ^U^l Ja^k! ♦(seamonkey -mail j thunderbird Jlill 



.ssl imap 



5> ^ 

oifc JIjlu-I ♦/etc/ssl/certs/imapd.pem j 4Jj^j -ulj ^UJ SJ-U? Lrli ~4*iy S^L^i CjJ^I 



-Lis imaps ±5 Jo ♦OpenSSL aIj&i^I i^U- Sa^l j *Ui[ ^xc jl 5-U^» ji ^ 4*$y Sa^l ^ S^l^lJI 



•Ja2i SSL j^c imap J,l J^jll io jl u^p J ^ ISI imap3 j imap2 jd^Jn ^Ijlj /etc/inetd.conf <JaU.I (j 

ft f** * * * c 



jftj coVl IMAP j£j t^ULI j Iju. UU OIT^LL. Ujc >l <ili~* iib»j 



cPOP fj>l_p- j, jbJuJt ^b* .IMAP ai> aIJ^j oJg- ^.3_,2 jIji^VI Post Office Protocol - POP 



ft . 

.solid-pop3d j cqpopper j c(^kLilj 4*^U-) ipopd j ccyrus-pop3d j ccourier-pop U jxJ 



4jUC £ 1 y 5.2.1 



Ltf li[ Ul jLp^I (j** -U- b jl Luk »j^L» U^l jl>dlj IMAP j exim £jJfr Lb jj£L* c^j 



ft ft 



iMaildir JJ Jujj ^u^J UJs J***~*i (wu-imapd J^ail <u*l oyaJjil <j^o <Up JjJL cSjJI) courier-imap 



cJflill jl) /etc/exim/exim.conf (j J,UI ^lUcVL maildir J^jJ U*l exim Ja^IaJ ji Lb jjSw* 4jlj 



^j^l^U ^_jLc^ j JujJI ^j^. true J,| maiLdir format jLtl 4^J j^Jci c (exim4 LjJ jlS" \h[ ~<&%A\ 
iolclj t/etc/init.d/exim restart exim ^oU^I *Jj old Lb jjSw* ♦(Maildir jA^ j J^l 



^l j - If^Jo V mutt -mailx Jlill J^u- Jc) maildir ^pJo J~*» V*^ _A? ^ J iS ^JcA \ jL>-^l 



.(http:/ / www.mutt.org 



apt-get install oJr ^ajl) 4ihil oLLJ-l JujOl ^^l^u-^ fetchmail ^j^lJu- 



StaVI ^a^J jl Ubj LSCc) U ^U^l J>JLt ji^ j ♦fetchmailrc cJaill ^Lil Lb jjSC^ ^ ^yj ♦(fetchmail 



:Ji* Li c^j^V 1 l^j^c^I (fetchmailconf 



set postmaster "pirulo" 
set bouncemail 
set no spambounce 
set flush 



poll pop.domain.com proto pop3 

user 'userl' there with password 'secret' is pirulo here 



poll mail.domain2.com 

user 'user5' there with password 'secret2' is 'pirulo' here 
user 'user7' there with password 'secret3' is 'pirulo' here 



(... joljW <y Jo^ll u>i^j ulk>-VI JUj[) Ulc IjU- ^yi JaJI lia d\ Fetchmail JLf^l m &yfr j& 



y> Ju0*)l ^lo^l >Tj cPOP3 JliiL Jbjj iibb OlT ji>d) Jb-lj :JbjJI ^oly- :>j^ ^ 



Ji 4Jc X c5iSI ^jJI Jf JUjI ^ j& cjbil ^Ul ^ .J** a^lj aLfe)l jil >l 



ooil oUjUll jUju^j MUA JjJl^ culf j! joljt JujJI joU* JuO*)l Jiix li* U ♦pirulo 



(j Jliil jjc) cron <j fetchmail l)I ♦JuiuJI ^Jbd^JL (JUT ^J£d«^ JS3 
tlflSb <i(l * * * * /usr/bin/fetchmail -s iil^l /var/spool/cron/crontabs/pirulo 



Autostart <j Jlill J~u- aU^j) ♦fetchmailrc J set daemon 60 ^) <^il Jll J 4)-^ 

• (V^ 60 J*jCU« - ♦bashrc J jl ^£ l^y>^ 



(apt-get install spamassassin 4^S>) SpamAssassin ^J^lJu* 4 Vj^lA' j£ -^j^ ^'j^ 



cProcmail ^ j^lJ^ :>IocVI !i* j ♦ aI^ Jo (l$k~^ 43 yd ^-l JlI (j^>^) Evolution j\ Kmail 




apt-get install ^VL) oJr 3 • (..AJI JUj'VI S^lclj j^lj cj^jJI ^jj^ ^-^) ^ \£ c^J 



:Spamassassin ^a^i^* jT JjU J ♦procmailrc cJab t(procmail 



i^^dl JfUjj Vt^j" Jf^jB "yes" \f*J J~r 



♦ 



VERBOSE = no 



dili jrvc ^ ISI U c~AMaildir j JiU Jl jt ^ 



♦ 



PATH=/usr/bin:/bin:/usr/local/bin: 

MAILDIR=$HOME/Maildir 

DEFAULT=$MAILDIR/ 

# Directory for storing the files 
PMDIR=$HOME/.procmail 

# Comment if we do not want a log of Procmail 
LOGFILE=$PMDIR/log 

# Spam filter 

INCLUDERC=$PMDIR/spam.r 

-/.procmail/spam.rc <JaUI 

** 

# If the spamassassin is not on the PATH 

# add the directory to the PATH variable: 
#0fw: spamassassin. lock| 

| spamassassin - a 

# The three following lines will move 

# Spam mail to a directory called 

# "spam-folder". If we want to save it in the Inbox, so that 

# it can be filtered later with the client, comment the three lines. 

:0: 

# A X-Spam-Status: Yes 
spam-folder 

Ijll J[ Jail) spamassassin J SaJil otaloc^l Jam ~Aspamassassin/user_prefs jjJOLI 



#User preferences file. Ver man 
#Mail::SpamAssassin::Conf 

#Threshold for recognising a Spam: #Default 5, but with 4 it works a bit better 
required_hits 4 

# Sites we will never consider Spam to 
#come from 

whitelist_from root @debian.org 



whitelist from *(2>uoc.edu 




#Sites SPAM always comes from 
#(separated by commas) 
blacklist_from viagra@domain.com 
#Addresses on Whitelist and blacklist are 
#global patterns such 
#as:"friend@place.com", "*@isp.net", or 
#"*. domain, com". 

#lnsert the word "[SPAM]" in the subject 
#(to make filtering easier). 
#lf we do not wish to comment the line, 
subjectjag [SPAM] 



jl lulc jjSw- f ♦Spam^U )\ jl jJcjC cJ£ IS^L J\ Xj> jJ j X- Spam- Status: yes lia 



£j c^o^JJj oUlkJI JojOl gjb procmail ^JlWxJ jl lu£c .5 ^iL* l^iJ^ jl j L^aJj 



Juj. C-Ji jl Lu^lc til^l (Jj ♦http://www.debian-administration.org/articles/242jj c^Jl^oUjUi 



Li 4J ji£ jjjf J,[ I4L*/ jl L^J^-j iX-Spam- Status: yes j^ JujJI JjU j jf ^Jci oU^il Ja^ jlj 



^oliM ^ JujJI { j^Jss i^j^l <>jL*>j) webmail j^ ^oU- J^aJ-L j IS" li[ 45 1 IJuL 



j£JJ ji c (hotmail j gmail oLLo- 4*>-l y - Ja^ jl C^aJ 1>-U-I Uj2 ^cA^U jaC 



http://www.debian- jj c jLa} *4*JliM aifc ^Ji£> J^l (apt-get install squirrelmail j^c) Squirrelmail 



.administration, org/ article s/ 200 




chttp://www. debian-administration.org/articles/364 j cgj^l obKl»l ilbb 



oL-jj^ilJ ^Utf Clamav/Amavisd jl tExim ^Jj postfix j\ tProcmail ^Jj MailDrop 



.(clamav j spamassassin J>o & postfix J Amavisd 



5.3 



Network News Transfer Protocol - "S^JiJI jc jU-VI Ji JlL. olcyf jl jU-VI 



jl~ aUL ytj IS" cJUrl jjj jU-Vl yfcj Bf lil c^jj^ jU-l foU. CjJt .NNTP 
f> l^j tCNEWS j INN IcjJi jtrSlI ^IjW .L ^tf, jUI ^UL ^ S" lil jl cV^ 11 



i ^JU Uu^- Sc^L. cTNP ^U- ^JicJ USENET X>j>- Leafnode d[ .5 jjiJl jol^i 



fyj iV^ll ^olji^ 0*>UUil dpkg-reconfigure leafnode ^k-^ o:>lc[ jSCcj ^LVI jL 



j^U; jp oU^ ^* leafnode ^pJo ♦ (xinetdj jl) imap J 4^LL« 4i Jaj inetd J.\ IJla Iju »£j tJUtf^l 



/etc/news/leafnode/filters j ( A Newsgroups:. * [J alt.flameS £^JI j^) regular expressions 



j dJJUl aj^j iSai Joj^ jUI ^ jl^J. too oUU Jf jl jH.f^ 1 

^jsrjll 4— i ^oU:| alje[ljc t/var/spool/news j :>IJc^/lj jL>-VIj jis^ll oUL jT ♦/etc/passwd 



joltl ^jSC^J t J 1*1 1 J^u- Jc) l^ r > O^U ^lacVI cJail ♦ /etc/news/leaf node/config cJaill J 



^ac) expire j (^[LiUjIj o J5L Jl Jj^J-l ^ server V*l # (V^J' JLtf^l 

jl 1.1c iuJa. ^jlr^l O^UU. Ja^ jl Lie c^Vl dJ^S *J^I £>*^ J* iJ ^ 1 jfe" ci 51 f^l 



^1 lt^I ^ Jj^" c c^j^ ^ ^LllII ji^cdJ J ^ cRegex j\ RE j! ^Regular expressions c^Lp^I j^ljdl 9 

o j^a 3 J J*" 5 ^>^i ^ j\ ^JV* ^ J^*" 5 . C< ^^ J^ U* ti^^ *J^* i jSj ll6^ Will j I C-k^ ^Idjl 



i- 

j\ man leafnode jp} j^^dl (J^JaJl <.4Jl>[ CjU jUl ♦l^k^ jxc 



.(/ usr/ doc/leaf node/README.Debian 



telnet localhost nntp 




Ub\)l help JUol b£c jL^-lfj 




[(^jj- Quit Ctrl + C 



httpd 9 4-jJlaJ! lo^^&aJI i 5.4 



hyper text ^cllll L ^>j^ci\ JJL* JUj: jUx, UJ oLl^Vl J^ail *ol ji^l Jf ] J^i Apache 



jAj ♦4-*^ i *bfl ^SOU jjl olj^jll oblai^l jt-pJuj col-U- j J,[ ^JL« ^^a; ♦transfer protocol - http 



j£c (OLo J lu^tU) olJ^jll *lu*d*«Lj c^ljSVI ^oljWj cJa^jl! cijll jlj^Vlj ^metafiles oUjULI 



. ( http : / / www. apache.org j jijdl J^JaJl) ^j^l oblJculj PHP, Perl, Java Servlets, SSL J^U 



LI 



J^VI JJ-I l> jl L^Cc j^Jj ^^i:) olikdl Jul* IJ»j Iju IjiS** joW alJe[ jj£ jl 



j tsrmxonf j c (^jfjl :>IjicVI cJab) httpd.conf t/etc/apache (j o^j>-j* ^IjisVI oUL* •JjJill ^lacVI 



oliU »(<J^j^l jtij) magic j c(MIME mime.conf j ^(XJaljdJ jUl jlj^VI Ob? VI) access.conf 



<y?) access.log j c(^oLW obli* j *lk>-VI J^) error.log t/var/log/apache j S:j>y j^jlill 



(2lL*)I (Jj ^ca) apache.pid j t(ISU J,lj Jj^jlb Ij^lS 



^Vl j^c L jJu 4; S^cdl jxc ^^xJ t/etc/rcX.d j /etc/init.d/apache JJutolI jfjJI ^ ^SU IJl- 



^U- 5 (J oIjA^I *^oUM Ja-^ J^l jft d\ UuJ apacheconfig ^xc ♦apachectl 



.HTML oUU M : /var/www/ ♦ 



jolW cgi JjJLidl oliUl : /usr/bin/cgibin/ 



♦ 



user ^J^L^ll ^u>*iJI 4^ciya)l : http://server.domain/user 



♦ 



2u*>*tJI oUci^ail ji^ :/home/~user/public.html ♦ 



0L:> Oji capache-common j apache <jC*j^\ J*i .index.html jisf jT •jjSlI (jjuil ^jJil 



(J http://localhost ilSj {jjj&J> J^) U ^i^aio J*jw Aj\ ji>dl l^SCx ol-Uj ^oUM lu^s iULo» 



./var/www/index.html J^>^ <jJh\ jl^JI Jaj^i 



httpd.conf J^ii {J>&\ JjJb) JTjIj^I 5.4.1 




ServerType standalone 




ServerRoot /etc/apache 




Port 80 




User www-data 
Group www- data 




ServerAdmin webmasterf2ipirulo.remix.com 




ServerName pirulo.remix.com 


- DNS j hosts ^j^j-j 


DocumentRoot /var/www 




Alias /icons/ /usr/share/apache/icons/ 




ScriptAlias /cgibin/ /usr/lib/cgibin 





SSL + PHP + MySQL + 2,2 ^Jbl 5 4 2 



MySQL + PHPMyAdminj c(^_> ^jp- ►lift Uy=- ^ If^ tt) J>j <J>_,) PHPj (SSL ^Vl 



j£J tOLo j If-ail IjlL- ,L* J^u (V-J^V V^j Vrbj ^^11 *1>VI j lflib» obL SJclS) 



IjIjl^^I 4^* jl Lie ♦y.l ^ 0 jb[ £b jj jl apt ^|j£d*«b oia 5 jb[ <y j&r J Ul ^JJI j^j •cS/^ 



:(cd /root ^Vb 4JI Jiij t Jlill J~u- /root/ jA^I j) Ijj^JI oUlil J,J» 



httpd-2.2.4.tar.bz2 cJaill thttp://httpd.apache.org/download.cgi :^5bl . ^ 



tar.bz2 £^JI PHP 5.2.1 udll i http://www.php.net/downloads.php :PHP .V 



http://mysql.Org/get/Downloads/MySQL-4.l/mysql-standard-4. 1.2 1-pc- :MySQL .V 



.linux-gnu-i6 8 6.tar.gz/ from/ pick 



http://prdownloads.sourceforge.net/phpmyadmin/phpMyAdmin-2. 9.1- ^ :PHPMyAdmin .£ 



.all-languages.tar.bz2?download 



Jui; ^xr i li[ c4io> O'b jo b «bzip2 libssl-dev openssl gec g++ epp make :^j^l olj^l 



apt-get install bzip2 libssl-dev openssl gec g++ epp make 



cd /root 

tar jvxf httpd-2,2,4,tar.bz2 
cd httpd-2,24 



/usr/local/apache2 J Ul prefix jLA*-! j :>a^. 



./configure --prefix=/usr/local/apache2 -with ssl=/usr/include/openssl -enable-ssl 
make 

make install 



www-data J[4c^rlj jr£j /usr/local/apache2/conf/httpd.conf ^lac'VI ^Jol* J JUS 



User www-data 
Groupe www-data 



chown -R www- data: www- data /usr/local/apache2/htdocs 



:/etc/passwd j 4>° jA^- j^J www-data J a*; 



www-data:x:33:33:www-data:/usr/local/apache2/htdocs:/bin/sh 



:(stop Jl start j£ 4iliV) djJuia) ♦c^i* ^*3U oU. 



/usr/local/apache2/bin/apachectl start 



xp J&\ JJ^J) jfjj ^ b£c 



In -s /usr/local/apache2/bin/apachectl /etc/rcS.d/S99apache 
chmod 755 /etc/rcS.d/S99apache 



:SSL- 



:JaJI jJ^Sl Jj> # c/usr/local/apache2/conf/httpd.conf vjaill j 



Include conf/extra/httpd-ssl.conf 



(I4LJ& f jJI db J! OljU-VI lU) Juk /root/ j c^VI joUS. jJI ^"ULl SlAL. oUl 



:(1024 pSjl ^L. J,> >. JjSfl ssl 



openssl genrsa -rand .7httpd-2.24.tar.bz2:.7php-5.2.1.tar.bz2:.7phpMyAdmin-2.9.1-all- 
Ianguages.tar.bz2 -out server.key 1024 

openssl rsa -in server.key -out server.pem 

openssl req -new -key server.key -out server.csr 

openssl x509 -req -days 720 -in server.csr -signkey server.key -out server.crt 



... oUU £J£ 



cp server.crt /usr/local/apache2/conf/ 
cp server.key /usr/local/apache2/conf/ 



/usr/local/apache2/bin/apachectl restart 



http://www.debian- ^ 4i jt ^oU- J,[ SSL SJl^j 43u>[ c£/ ^ 



.administration.org/ articles/ 349 



Jl >l oU>dl j, Jbjl) MySQL - £ 



ibj>-j* j53 1 lil MySQL J Uj^l^j 2byf ^US 



groupadd mysql 
useradd -g mysql mysql 



:e^So (/usr/local/ y>j) MySQL 4i C^u- csjjl ^ l J 



cd /usr/local/ 



gunzip < /root/mysql-standard-4.1.21-pc-linux-gnu-i686.tar.gz | tar xvf - In -s 
mysql-standard-4.1 .21-pc-linux-gnu-i686 mysql 



cd mysql 



^jUdl j^Jj ouL Sac IS ^11; 



scripts/mysql_install_db --user=mysql 
chown -R root . 
chown -R mysql data 
chgrp -R mysql . 



MySQL fjL. JJ^I! ^ ^ LuSCc 



In -s /usr/local/mysql/support-files/mysql. server /etc/rcS.d/S99mysql. server 
chmod 755 /etc/rcS.d/S99mysql. server 



/etc/rcS.d/S99mysql. server start 



(4cL.aU http://dev.mysql.com/doc/refman/ 5.0/en/index.html 



/usr/local/mysql/bin/mysql 



USE mysql 



ji^-l ^-^^U pirulo ^Jl 



UPDATE user SET Password=PASSWORD('pirulo') WHERE User='root'; 



FLUSH privileges; 



U& jl Lb J JL« MySQL Jl JcJ 



/usr/local/mysql/bin/mysql -u root -p pirulo 



(V^l oljlJ^VI Jl JjlL-I) PHP - 



c 



0- 



apt-get install Iibxml2-dev curl Iibcurl3-dev libjpeg-mmx-dev zlib1g-dev libpngl 2- 
dev 



b\ LS^c *oU. j ^ U-up 



cd /root 

tar jvxf php-5>2,0.tar.bz2 
cd php-5,2,0 



j JS3I) 4J CjJcJL L>j c^aSI :>J^ l)I prefix jUil L£c 



./configure ~prefix=/usr/local/php5 --enable-mbstring --with- 
apxs2=/usr/local/apache2/bin/apxs -with-mysql=/usr/local/mysql -with- 
curl=/usr/include/curl -with-jpeg-dir=/usr/include --with-zlib-dir=/usr/include --with- 
gd --with-xml -enable-ftp -enable-bcmath 

make 

make install 

cp php.ini-dist /usr/local/php5/lib/php.ini 

(j (usr/local/apache2/conf/httpd.conf/) ^SU Jjbu 

** *• 

<lfModule mime_module> 

AddType application/x-httpd-php .php .phtml 

AddType application/x-httpd-php-source .phps 

:UJj 

Directorylndex index. php index.html 



PHPAdmin 



cd /usr/local/apache2/ 



(oljIJL^VI ^UjL jUl Li Iki jS") apache 2 jj^l j phpmyadmin ia*^? dU ^ 



tar jxvf /root/phpMyAdmin-2.9.1-all-languages.tar.bz2 
mv phpMyAdmin-2.9.1 -all-languages phpmyadmin 
cd phpmyadmin 

cp config. sample. inc.php config.inc.php 



:(config.inc.php) otalJteVI cJ^» JjJUd 



$cfg[ , blowfish_secret']= , pirulo'; 



Scfgf'Servers'piH'controluser'] = "; 
Scfgf'Servers'piH'controlpass'] = "; 



<IfModule alias_module> js? U 43U?L (/usr/local/apache2/conf/httpd.conf) ^3 LI j jr*J 

<lfModule alias_module> 

Alias /phpmyadmin 7usr/local/apache2/phpmyadmin/" 
<Directory 7usr/local/apache2/phpmyadmin/"> 

Order allow, deny 

Allow from all 
</Directory> 

http://localhost/phpmyadmin jp ojlcai^l ll^Cj jolW Ju*J 



Squid :Kxoj£Jt *<Lojj>6 




Jj>U (_^tfU*>-) ICP JJL <Olj jJL^dl ^-jXA* 4il 'V^'J 1 ^Ja-^jJI f- 5 ^ 1 ^ Juj£L- j[ 



cGopher j cFTP ^>b> ^JTj t(*k^l joiyil ^ JUfcU) SSL j c^j^l "aL^J\ ^aljW £ oU~Jdl 

SjcU j JjVlj cRAM if IjJI j jsi ^ik jJI ^LJI JlS^. ^ cJ*^. L^JuP .(^1) HTTPS cHTTPj 



^oji: ,bl httpd 0 



UJuVI Jl -W^jSI f^l ^Ij^u-L e/J^uJ. ^LJd proxy-caching jofi: (Y 




j£k^T j>J5£ui jl Jbll jU:| J ♦•aUII o ^11 4Jj^lj J^i Uxp J^JI J,! o j^C ^ 1:^ J$L 



/etc/squid.conf #*>\j (squid-cgi, squidguard, squidtaild oJlr U*j t jLo J squid 



(^jlilL /etc/logrotate.d/squid j t(folW J-*i3) /etc/init.d/squid j t(oblJc[) 



(/etc/squid.conf) :>10cVI cJoU ^yi •(httpd.conf j port 81 Jl port 80 c^SU j) 81 Juidl olikJ 



http_port 8(J 




icp_port 0 




nierarcny siopnsi cgi-Din \c 




aci v^uiiivi uripain regex Cgl-Dln u 




no cache deny QUERY 




cache mem 1 00 MB 




reQireci rewnies nosi neauer on 




cache replacement policy lru 




memory replacement policy lru 




cacne dir uls /var/spool/squia 1UU lo zjo 


jail ^gJC jl (J^J ^ JJ 


Database 




emulate nttpa log on 




acl all src 0.0.0.0/0.0.0.0 




http access allow all 




cachemgr root 




cacheeffectiveuser proxy 


UID 


cacheeffectivegroup proxy 


GID 


httpdaccelhost 1 92. 1 68 . 1 . 1 




httpd_accel_port 81 




logfile rotate 0 




log_icp_queries off 




buffered logs on 





jj oUjUIl Juj^ » Ja.M*j aJ-^ 2L:^«| httpd_accel_host jLiM Jk* tiiJaJI eJ^ 



.http://www.squid-cache.org 



proxy-caching 



6.1 



:/etc/squid.conf J,l 5iUw O^lJbdl jl ^IjcVI cJoU d^L» t^U-l oJla j 



acl localnet src 192.168.1.0/255.255.255.0 

acl localhost src 127.0.0.1/255.255.255.255 

acl Safe_ports port 80 443 210 70 21 102565535 

acl CONNECT method CONNECT 

acl all src 0.0.0.0/0.0.0.0 

http_access allow localnet 

http_access allow localhost 

http_access deny 

http_access deny CONNECT 

http_access deny all 

cache_emulate_httpd_log on 



J>j tiUjeVI J.I Jj^jJI V^c j)| JiHlj cj^l Dl>JI Uulj t- Ja^jll olaUl Jj^jIL 192 ; 168 ; 1 ; 0 

•* fr «• ^ < 



J,[ J^jSI c-^>d connect dtp 21 j gopher 70 j whois 210 j https 443 j http 80 



http://tldp.org/HOWTO/TransparentProxy- transparent ^ols^j c http://www.squid-cache.org 



1 .html 



OpenLDAP - Idap 7 




•H.LJI oUjUIL *>Lb ^ 01 



^>- r i]^ oU>il LDIF ,(LDAP data interchange format SjU IjU^-l) LDIF </>j? 




dn:o = UOC, c = SP 
or: UOC 

objectclass: organization 

dn: cn = Pirulo Nteum, o = UOC, c = SP 

cn: Pirulo Nteum 

sn: Nteum 

mail: nteum@uoc.edu 
objectclass: person 



J[ 43U?[*j^oll ^ dn ♦distinguished name - dn j£ ^\ <ol 4J[jLij, jT 

d iA j aJlWxJ jl jdl <j<aJUfci:l :>J^ jdl objectclass j&>j JJjJI iJSC^ ^Ly jOI *U*VI 'aUL- 




^ JtrSl ^ss £s .^\^% coL^jllj t (If. JT JjjJtT) jTUVlj olcyf 



ft * ft 



<j^UaiM (schema LULcl jol£l ♦organisation j groupOfNames j inetOrgPerson 



openldap.schema, cobra.schema, Ji* /etc/ldap/schema (j IsJuZ- cJoJlvsi: V: 



• nis.schema, inetorgperson.schema 



Jp jjl oUjUU cJl^j (attribute) "VUM" c[5u-iJI = ^UM] obUI jT 



Pirulo t^j^l SjL^j iCn jl commonName ^ (j^s^ ^1 uLj^ ^^lA\ 4~*?UM c JliLI J^u« 

J2U ^person ^JuLysdJ ^j^l ^^Ua^- j^a? j5 ten: Pirulo Nteum J,UI^4jH ^1 Nteum 



c4jjL2>-I c^j^'j ^jWI (_j^U*>- cJi^yadJ •mail: pirulo@uoc.edu j surname: Nteum j givenname: Pirulo 



(^1) ces j c (binary ^1) bin cjlill J~u« ci^UM lf«yL jdl obUI £jJ ^y\ t y J^)j 



^U. J*L2 tease ignore string ^1) cis j t(c!^>JI <j l3 j^^I ^U- j^LL^: jl 4^ tease exact string 



dn j c("-" SjLilj olcl yb\ J^U- c<JtfU>l j ^telephone number string ^1) tel c(^^>JI JCp 




& 

:LDIF <Jai« <Jc Jlif^ ♦ ( Ju^iil ^distinguished name ^1) 



objectclass: top 





ou: people 

dn: cn = Pirulo Nteum, ou = people, dc = 
cn: Pirulo Nteum 
sn: Nteum 
objectclass: top 
objectclass: person 
objectclass: posixAccount 
iectclass: shadowAccount 
uid:pirulo 

userpassword:{crypt}p1pss2ii(0pgbs*do&@ = )eksd 
uidnumber:104 
gidnumber:100 
gecos:Pirulo Nteum 
loginShell:/bin/bash 
homeDirectory: /home/pirulo 




oifc J ♦ (LDIF j) (tab) a*jJu« SJuJ*. J ^jWI jjkJI Jl^[ J>£ m 



Xai f jsj ♦groups j people '-CjC^ } C&^J (Sj^ dc=OUC, dc=com X^y& \+JtJ\ DN (Jt^fS f rt5U-l 



Ub* joUM J,[ *al jjcu-l bio cobUL (Jftlil bj^>- Ul Icj ♦group j people 



.LDIF ^ J,l iifcsM obUI acljS ^ obUI Jjj*d oljal ill* ♦LDAP 



J2L. t-4i-Vl Scyf JUL- cCjJJI ♦OpenLDAP ^oU. J*j slapd 4^-1 jV OLo j 



Method of installing the directory: auto;extensions to the directory [domain-host,site,institution]: 



5* 



UU .aluc'VI I i* J^SJu- ♦host, domain, password of the Adm; replicate local changes to other servers: no 



jl) /etc/ldap/ldap.conf >T cJoU U*j ilb> ♦/var/lib/ldap j obUI SJclSj /etc/ldap/slapd.conf j 



tdbUI SaclS J[ bk jj£ J>j Jdap JjaJ j£p SJJjlII ^21 *UM alJcVI cJaI* (-/Jdaprc 



cJ>JI u^l ^^W-lj ddap ^oU*j 



Jf J,l jUi j C4ih^ ^ Oj&Tj (man slap.conf J[jlaJl) /etc/ldap/slapd.conf ^oLW :>lad 



database obUI Sac Li 4^?U-j cbackend specific iJUil 4^U-j cglobal 2ulc i^Jbll oL^jdl ^ ju-Ij* l^U 



2ulc zJ^j t(obUI Jely) 1JU:| oLlfll ji^j O^lc iuyt J ^Wl .^tfjil ^ s P ecific 



tj^l^ iiU:L ^>-^ ^Ji4 •£[ cschemas J^Lc^lj cjUa^l cijj t^U^lj cJ^jSI oU*^ Ji* 



^UlAM obUI Sac Li ^Uil 4~rjdlj cbdb, dnssrv, ldbm) jdlj cl^ijtf jdl ooil 2LiU:| 



:Juix: jl Lb (oLW JJclD .1^ jjl obUI SacliJ 



/etc/init.d/slapd start (^V stop J) 



OULJI aj^te j£. cUut 7.1 



j>j tobUI .y s j5*^JI oL&l 2l-L.j J,jVl .LDAP obL SjcU j obUI JUoV dJb> 



J If LDAP Browser Ji* ^>l Sbl jl) ldapadd JJL. oljil ^ IJ£d^ ^bi j tlJcUj 



t*oUi| cJij? l^Jc Jw**JJ SjIsII ♦ SJuJi^ 0*}U-~U J^*) (/http://www.iit.edu/~gawojar/ldap 



iiJsJI jUa^-L ^yJLL- (. }£\ ialc ♦slapd j il^all slapadd ^Ji^J J? j c^u^aJI obLJ I Jcl^S) i^lu 



" JlsLI J~u* iJJaJI ^Ij) suffix SJldl ^UUI slapd.conf jl y> jig jl Vjl ^ jllj cV^I 



USuJ lu£c .(slapd ^sfir jl j& jllj j-jl^l 4i LUcu- c^iSI /var/lib/ldap/ JJjJI c("o=UOC, c=SP 



index cn,sn,uid 



index objectClass pres,eq 



Jlic jl Lie c slapd.conf J uijj«J Jbo 



slapadd -I entry-f configuration [-d level] [-n whole| -b suffix] 



.LDFI cJlU -1 



•t/jlffll *\&\ \aS J.I 4i jLS) tfjjl joUM ilJcl JJk -f 



SJb^lj j£\ M tf€ \z[ tObUI Jc\J zJc -n 



JjJbdl ^-b^ obL SoclS ^1 ^04 -b 



SuclS Jai^ jJI slapcat j t^/jl^ill *L%» jOI slapindex J2U cslapd <j ^j^l ^Ijl ilb* 



.LDIF cJoi- J obUI 



NFS oUlil oU-^ 8 



UH NFS 




:^oUM ^4 Uju. t J-wJJ apt-get install nfs-common portmap <j>* OLo J 



apt-get install nfs-kernel-server nfs-common portmap 



J -^bJb) /etc/init.d/ J nfs-kernel-server o^j^ j nfscommon jac Ijl, (jLo J) ^oLW 



.(/etc/rcX.d 



j »Jbo 4JI J^jll ^ ^jjl oUil j jiCdlj J^jSI Sjb^f (/etc/exports) Jail! ^oUM ^j^uj 

^Vl flJ£d**L Ju*JI ^IkJI jl <uxc c(sudo j^l ^j^l^ jl) jJbLI cj****) 



mount IPservenremote-directory local_directory 



c£aJI) locaLdirectory ji^-l J remote-directory -uJI jA^I IJj cikJM dlb j^j 



) JVI cJiU ^J^u-L Ifxl ^ jl j£c J^JI J U**)l oJla ♦ (mount ^S/l JLi: Jj b^j* j^SC jl ^ 



:Sfc* JUtT >- (/etc/fstab 



pirulo.remix.com:/usr/local /pub nfs rsize=8192,wzise=8192,timeo=14 



/pub/ oJ^I j ^ pirulo.remix.com cJfl-^ail J /usr/local/ jA^-I jl Jl^l 



aj^dl o^UUll oi* O*^ bl) RPC timeout y> timeo j tlBOIj S.I yJI ^ L* wsize j rsize j^UUll 



ojj,JUtf j£c c^iSI oUill ^IkJ access control list - ACL J^jSL ^£ icUT /etc/exports <jdil 



?ij^bLi ^ <u£c e^iSI J^jJIj lc>~* ^JUrf ^ oliU ^Ikjk* Jf .*}LjJI Jl 

• (ol jLib "aU^ *cU) man exports Jl J&\) <SjL* JjJUj J*-l * IkrjLl ol jLW ^ 4cyr Jc J^*4 jl 



# Example of /etc/exports 
/ /master(rw) trusty(rw,no_root_squash) 
/projects proj*.local.domain(rw) 
/usr Mocal.domain(ro) @trusted(rw) 
/pub (ro,insecure,all_squash) 

/home 195.12.32.2(rw,no_root_squash) www. first. com(ro) 
/user 1 95.1 2.32.2/24(ro, insecure) 



5ti cdUi Jl .llS7S*l J j trusty j master ^ JS3 (/) 4^1 oUU flk jj^u Jj^l >J 



j&Sc* OljJbU c^j^l SjLoj t^oUS- jJbLI oliU J***)l JjJtLI J**-?* - ) uid squashing 



Jj^jIL j cJa^ o*l i^ill c^iUJl J jl^ iS^ /pub/ ji^l ^Ijl JaJI jJU«j •(© y[ jLij) netgroups 



nobody oiJjC ^ jfj t (insecure jLW) NFS ^ai: Ij^^ IJLiit Oj^J^H, <>jjl NFS 

jju oljL>- £j (/24) "SSli £b» j£j <ui; Jbilj c<ol_^ Iju-Ij %f- aJ4 ^U:! JaJI .(all squash jUM) 



3 lib* 01 b)L j JL 01 Lie . jjLill »^LJI ^ olfcl > d]h* 0j£ jl j£j .olfcl > V Ojjj () u>-y 



cv2 ^U. Jl v3 J^P ^ J^s: IT lil ,v3 J> \cjJ> JS^I ,(v4 j v3 j v2) J>j cNFS J oljU*l 



J,Uc IJU Jl SjUVI 



Wiki &j ^ 9 



ft . c 

^ ^0*!! 4J jj4 j| ^slc (jjU? ^oU- ("4c ^j" j\ wiki wiki ^IjU 4*J 



^U:( ^LJI jLjS .(IjJriAj tf 1 Cf W^j Irjkj t^ 1 'V^ 11 l^^ 1 Jl UJ 



Moin Moin jLL* L*^j thttp://fedoraproject.org/wiki/ (j IjjJ^ij http://wiki.debian.org j 



<u£lc jjiL 4*L ^jj^l* WikiClone MoinMoin j[ ♦(http://moinmoin.wikiwikiweb.de ^j? J\ ^SjU) 



oUJx» Jbf jl http://moinmoin.wikiwikiweb.de/MoinMoinPackages/DebianLinux j 



Ja^ (2 c2 C^l" (1 :^JUI ttj-U: - ^»UI - jSO c jlo j MoinMoin CjJcJ XLjois 



Jltt .^IJU JJ^ olcl(5 ^MoinMoin ±uj> (4 ^MoinMoin !•> £jJSr (3 tMoin Moin ib»*>U ^SLI 



apt-get install python-moinmoin 
mkdir /var/www/mywiki 

cp -r /usr/share/moin/data /usr/share/moin/underlay \ 
/usr/share/moin/server/moin.cgi /var/www/mywiki 
chown -R www- data: www- data /var/www/mywiki 
chmod -R g+w /var/www/mywiki 



(alJicVI cJab Jju jLw« (^1 jl) /etc/apache2/conf.d/wiki 4iU?L 2 ^£311 



♦ 



Alias /wiki/ 7usr/share/moin/htdocs/" 
<Location /mywiki> 

SetHandler python-program 

PythonPath n [Vvar/www/mywiki , J Vetc/moin/ , ]+sys.path" 
PythonHandler MoinMoin. request: :RequestModPy.run 
PythonDebug On 



</Location> 



:2 ^SU JJc^ S^lcl ♦ 



/etc/init.d/apache2 reload 



(c5tj" lT° /etc/moin/farmconfig.py Joe :MoinMoin Ja-*> ♦ 



wikis =</emphasis> 



[ 



("mywiki", r" A yoursite.com/mywiki/.*$ ,, ) J 
] 



* 9. ft 



*• 1 



♦ 



wikis = [ 
("mywiki",r".*"), 



] 



^(cS^ -9 ^L?) data_underlay_dir j data_dir J-J^dl Jjl /etc/moin/farmconfig.py (j Uajj 



♦ 



'J 



cp /etc/moin/moinmaster.py /etc/moin/mywiki.py 



ij^j /etc/moin/mywiki.py Jjc ^ 



♦ 



sitename = u'MyWiki' 

data_dir = Vvar/www/mywiki/data' 

data_underlay_dir = Vvar/www/mywiki/underlay' 



.http://yoursite.com/mywiki/ j <5^j" C^** 



(^•Ltl ^Ikij Ci> olj^l folS: DNS ^U- -L^l 0 



.NFS jc ^oUM ijMc^ CAJ& j„Xaz Cxj^r. NIS ^U»/J~^ Ja-^l (Y 



jj^ >TjL^ J^jU SSH (oU» (r 




J*^ J* I j, SSL + PHP + MySQL + PHPMyAdmin + Jil\ oU. .L*l (l 



4* 



Juj-. JLiu-V IMAP ^oU-j cExim, Fetchmail, Spam-Assassin yp (jjj3CJ[ *x»jj Ja-^lj ^31 (o 



.(Thunderbird) J<*ju JLm jL^>- Ij^U j^Sclj c^U^I 



•JwtT Ifl ^ jTkl oUciyJI ^ 4cyf yfilj cMoin Moin JCJI (*\ 



[Debc, LPD03b, Ibi] 



http://tldp.org/HOWTO/DNS-HOWTO-7.html 
http://tldp.org/HOWTO/NIS-HOWTO/verification.html 
Squid proxy server 

Proxy Cache: http : / / www. s qui d- c ache . o rg/ 

Transparent Proxy: http://tldp.org/HOWTO/TransparentProxy- 1 .html 
Proftpd: http://www.debian-administration.org/articles/228 
PureFtpd: http://www.debian-administration.org/articles/383 
Exim: http : / / www. exim.org/docs. html 
Mutt: http : // www. mutt . or; 

ProcMail: http://www.debian-administration.org/articles/242 



LWP: 

http://www.lawebdelprogramador.com/temas/tema_stablephpapachemysql.php 
Moin Moin: http://moinmoin.wikiwikiweb.de/ 



Moin Moin + Debian: 

http://moinmoin.wikiwikiweb.de/MoinMoinPackages/DebianLinux 
Apache2 + SSL: http://www.debian-administration.org/articles/349 



.databases - DB obUI Oclji ^la^u-l ^jj 



•obUI acljS^Jn ikJj, ik^ # aij* jjL: jl jJI obUI ^ ifeyf obUI SocU 

jjJI IJLL .SjliVI fcbfc. JjIju. j obUI ai* c~>- tUifc l/b aJU-l obUI jd£ 



IjU^I) SQL JtjsVi ^ (1^ jiio) LjUi ai>i ^obUI od^ Jl J^JI J^l j*j 



♦obUI UcljS £b jj JaJI iJj^j 4c JclidL aia ♦(structured query language SjL*) 



.SQL iljTI jJtfj* obL SaclS Jl J^jSI ^ iUj&sJlI jt^l ^>U-I cijll j 



(lc*i JtTVI) Perljl PHP *\f\&j& W obL Sadi J,l J^ll Iju. ^UJI ^ 6 JlsU 



SacU J>l dye J\ ^ t L^iJc^ ^ jdl Wi^JI J j^ail Perl jl PHP j j> Juir ^ tU Ujup 



^ . jj^JI J,l UUjI ^ jllj obUI SacU ^ 4^1 j>cJ\ £ ^\ ^^\ 3 cJ&\ W^l *Uilj obU 



•L^>J^ dUW L^j MySQL j PostgreSQL l^JiS? jll d\b aJU-l obUI Jcl^ Jc ^Vl J**l 



J^P 4 ^Jtll "aU^ 




server-side <^J\ j d^l tg^ijll Jj^ •faW ^ iir Safjg 4i) jl Perl jl PHP ^jTU^lj; If* U> jl ^ Jj? dl w^) 



.client-side programming j programming 



jkLU Jc jjkff 1^ ^Ull j£J .(^fjJt jjuj! aih&l oIjIjuVL oljU^l ^Jl Uisl fj& 



3 w w C- w 



cvs, subversion, SourceSafe, ClearCase,) i^il oia J^J oljal J^yaJ-l SJl^j ^^u, 4 1 V[ jA> 



cDarcs, Plastic SCM, RCS 



tS^I^JIj ta>dl ^xlj cSjuc oliU ol^l^ Sjtalj jiC*dJ Subversion Sbl *j4-l I J* j q-^u- 



^ J1J 6 ^JS J^U^» S ^ U-Up SJuL* £\ jJI oi* •iib*M oUst-l ^1 ^Oj 



jlj Uj^ Icj^ dia JTI Ji cvs jl Subversion j cvs ^^uJI 



csvn U*J Subversion l3 ^ ♦l^lL* ^ JuJuJI jj^ jOlj cvs J Willi iJU-l JJIjJI j^I Subversion 



oUUI jl J> - CVS J S^r-jLI j£ - Subversion j UAI Ujll .^l/tfl Sbl ^1 li* jl 

C- ^ * ^ 



.cvs If* J^l JfU Jbw- jl olj^l llUj tgit j svn ^ Ic^ olj^l ai& Jf\ 3 



PostgreSQL 1 



jjUc 4cyf ^ PostgreSQL U> •foLj PostgreSQL obL SocU 4i) ^J^iJ 



l *** •* 



♦ 



.postmaster ^Ju PostgreSQL J ^oUM £b jj .obUI « JclS 



♦ 



Sjc ^oUM JJL 61 j& .TCP/IP JUrl jc O^UIj&j jjuJcg. u^s**" <> f^'j J**«N jj£ Ulc 



♦ao>- JU*I JSo UUb Sao*. SwUlj Jla^j c4^j ^o^l^ olIU J[ SlLp JJ^j ^oy^ Cf* 



UJ l^>- yUu- jOIj - L^L* jjSsj L~u>- - jj.aU j\ aO^lJ.1 UJui^ jl ^xc jOI *l$U ^yf liu* 



OULj dJ^te cUut lJuCaj JuS 1.1 



^U: j£c .obL SjcU >Uil j» oblJI JcljS foU. Jl J^l ^Ul ^ jtf lil U ^^i) Jj^l ij^ 



SjcU ^Uj^ .^j^ JSO iiJcat S-ulj ^.IJi^b obLJI Jeljj j» jS jJc £. J»U& jl PostgreSQL 



jlT lil CREATE DATABASE "aSUj ^Vl I j» ^UL- . JJtiJJI f Ik ^Ijl createdb ^Sll ^ jicJ cobL 



SocU *L&1 4S UaJ j jSvj jl ^ VI lo^ ^LSU <ui jUpVI ^ o^b jl ^II ^ ^ 




^aj - obUI SJcU c^^SI ^J^J.I - Uaw^vo dJU jl c(l ; 4) Cj^L jUdl ^i)l j »obL 



cj.U-1 ^OW^J.1 jjb J ^ li[) postgres JJuio! ^b>^ ccreatedb JJ cliij »postgres Jail 



aJr J^j^li jjSCiv- f jfij (. (postgres ^awi^J.1 jj^ ^b>^ j^T ^ a^^ ^1 j^Jj ^b^- 



inteumdb l^H obL Sac U *Ui^ •createdb 



createdb nteumdb 




c^aSlj t(/usr/local/pgsql/bin/createdb nteumdb) J«£3l jLib jl b^c ♦ fcdi j£ 



could not connect to server Ji* t ^k> ai J}L- j ^b* ♦o^tedil JA- ^-1 Jil Jwir jl j} oJill 



V Ujl^ CREATE DATABASE: permission denied J\ t J**, ^Ul a£ V Uxp ("(O^ JUVI jl*" ^1) 



.dropdb nteumdb ^J£ciJ jl b£c tobUI Sacli JsaA- .obUI SacU *LiW oU-^U LjJ jj£ 



0UL0 Jl J*o$M U^aj ^ 1.2 



SJoOc J lg) I j)l lu£c tobL SaclS kLiSI aS jj& jl a*. 



SQL ^Ijl JLiffj U j^j, c^aSI cpsql J^x Jpli? ^l JLiS 



♦ 



obUI adji ^ JAJI ODBC ^ ^ !•> jl cPgAccess c^yj Vrb ^ 



♦ 



PostgreSQL 7 ; 3 J,l JaJl) ... cPHP, Perl, Java Jio dU^aLI oUUI ^Jb^l ^la^u-b jJa; llT 



♦ 



.(Programmer's Guide 



Jl Jj>-aSI Lie jj£~o -el br cobL SaclS J,l J^jU psql *a^J jl lu£c citLJb jW: ^L-l 



^Ijl u k* J _ Juk jl b£c .nteumdb => *JtA d^j oUjU*j jlJt^^L iikdl JJU Jl (ji* j^k^ :psql nteumdb 



:M SQL 



SELECT version(); LjJ j SELECT current date; 



\q jl (Vldl ^Ij^l JSC icls) \h Ji. A" ^ MsO SQL ^Ijl UJ psql j 



■^Vl -Lii J> command not found Ua>- "aJLj Jc bjc lj[ 4 



: nteumdb Ji Jj^jl! 

psql nteumdb ( J^VI jj ^j) 
nteumdb => 



SQL did 13 



•Wll oi* oblCl ^ -^Vl (>« JW^ L^CJj cSQL ^ ^Sis ^J3I I 



InstallationDirectory c!^>-) InstallationDirectory/src/tutorial jA^I J PostgreSQL W}/ Jb'jjiUl oia 



cd ^Vl) PostgreSQL ^ Jl Jisl J^JI jJ ^ .(PostgreSQL j> 



\jb \i J^Ull Ai basics.sql J^-Jf j[ Uj cpsql -s nteumdb jui £ (InstallationDirectory/src/tutorial 



.(basics.sql ^U-l oia J :>a*M «jJJlI j ^IjVI 



Relational Database Management ^l) RDBMS SJ^c obL Jclji Sjbl ^UaJ PostgreSQL jl 



\&y £ u?j*zj cSo/'Vlj u>y^JI ^ oj^o ^oc Jj.u j£3 ♦Jjlo*- j 4jj^si obL^Ju 4JI ^ I* c (System 



Ji* j^jJ) obLJI acl^S ^ ju-Ij ^oU- dib*j cSa^lj obL SocU J JjUU •obUI ^ 



.(database cluster obUI odji ^ 



:JuaJ t^ii psql j JjJl>- 




IE TABLE weather ( 



min_temp 



max_temp 



varchar(80), 




psql ^ . Jj^ 



CREATE TABLE NameTB (varl type, var2 type, . . .); 



varchar(80) ^ Xj£ oUjVIj olfcl yJI (>a^J jl L&j T ItjiJLI "aUUJI <sfc 



.PostgreSQL ^ Sj^TiLI ik£j| .(^bU j) 80 dj£ d\ j£c j)l obUI iJSob 



DROP TABLE table name 



INSERT INTO weather VALUES ('Barcelona', 16, 37, 0,25, '2007-03-19'); 
INSERT INTO weather (city, min_temp, max_temp, rain, day) 



rjjirb cJaU L^>cJ5 jl tObUI ^ j^T ^ JU.il Lie jjSC Uxp 



COPY weather FROM Vhome/user/weather.txt'; 

( JfwJ c>alj ^iUJ! fij^j* fc-iUI liA J 



SELECT * FROM weather; 



:psql J . J >i?JI J! J^M 



INSERT INTO TBName (valueVarl, valueVar2, ...); 



:psql c?^ t> ^-M 1 ijJlj 



COPY TBName FROM 'FileName'; 



:psql . ^-M 1 



Select * FROM TBName; 



: ( psq i ^a) b££ >Vl j-ljVl J* j- 

city c>a jc- 

SELECT city, (max_temp+min_temp)/2 AS average_temp, date FROM weather; 
SELECT * FROM weather WHERE city = 'Barcelona' 



AND rain \verb+>+ 0,0; 



; Jjl iaJl g^i 



SELECT * FROM weather, city WHERE city = name; 

;( jj&I) m ax ^Ul fiiA 4 functions J ♦ 

SELECT max(min_temp) FROM weather; 

SELECT city FROM weather WHERE minjemp = (SELECT max(minjemp) FROM 
weather); 

UPDATE weather SET max_temp = max_temp 2, min_temp = min_temp 2 

WHERE day>'19990128'; 

DELETE FROM weather WHERE city = 'Sabadell'; 



PostgreSQL cr^S 1.4 



LpL^j obbJI Jcl ji c c ^j^lJJ o j I ^ I j 



c^L^tysJI 2u^lL c~*J oJlaj - 4^jjdJ (%JuL~JI) iibsll : c ^i J L obL) I SocliS Cj^* 




lib - ^U-l ♦ jLo j - apt-get jl kpackage ^la^u-l LuSCx t JjVI ^bU j •- oJgj ^ij-^j bJc 



^jU- Jul** jJiyail ^ CauJI jl bJb j JL; jl ^11 4^JJJ 51^ Ji jl) j-UaU J4 ^Ujjb 



J - apt-get j apt-cache ^ jT I^jiL jOI dJlST - I^OaII ^LfjJI Sjbl jJIji jlj oLfjJI obL SJclS 



) <daJ^ dtej http://www.postgresql.org/download ^^11 jXai\ ^Jc J^a^ Vjl ^b^- 



♦ 



1(^1^31 <JflJb *LM 8 ; 2 ; 3 jt>j c^ldl jlo^l ^ij y x.x.x 



gnuzip postgresql-x.x.x.tar.gz 
tar -xf postgresql-7,3.tar 



./configure ^k^lj postgresql jjjf J,[ Jix'l ♦ 



£j*J\ j) gmake install ^VL ^ cgmake check ^Jb^dl J^j tgmake ^la^u-L 43 ^ 



♦ 



.(/usr/local/pgsql J Ca^I ^ t jail 



cw±;Ji U 1.4.1 



♦♦♦ 



:bash, sh, ksh ttJUdll j Ol jrudJ J*j 



LDLIBRARYPATH = /usr/local/pgsql/lib; 
PATH = /usr/local/pgsql/bin:$PATH; 
export LD LIBRARY PATH PATH; 



:csh -4U j jl 



setenv LD LIBRARY PATH /usr/local/pgsql/lib; 

set path = (/usr/local/pgsql/bin $path) 



"aSU j .bashrc jl /etc/profile J 111 I J-u* Jc c^JiciJJ jIjc^ (^fjjil u^JI <j jIjc^I IJL* 



:lijUI (j-ij MANPATH jjJcu Ja^ LJc ifb*s-VI iial Jl J^j Jc .bash 



MANPATH = /usr/local/pgsql/man:$MANPATH; 
export MANPATH 



^Vl ^ Ij&^-I postgres ^J&^AIftjl^l J c£>-^ oUai:! If* ^ ilbb l>j& V c jJbU ^ J&sJl 



• useradd 



5? 



ojkil J tfliil ^ijl ^J&sJil initdb -D /usr/local/pgsql/data Jul* tli* J^-^j ♦/usr/local/pgsql/data 



mkdir /usr/local/pgsql/data 

chown postgres /usr/local/pgsql/data 

su postgres 

initdb -D /usr/local/pgsql/data 



:^0^l dAli Jw^Jj c (postmaster ^^^J.!) ^oliil JJui 



postmaster -D /usr/local/pgsql/data 



postmaster -D /usr/local/pgsql/data < logfile 2 >&1 & 



>^*^ (Pg-ctl) Ujc U UJ i*>U j^ •^U:! J-l a* Vri^ 1 ob 4 ^ 



:aJJ^ J^l postmaster jiL*- JS" Jaii- 



/usr/local/pgsql/bin/pg_ctl start -I logfile \ 
-D /usr/local/pgsql/data 



r^VI ^la^L o jl cpg_ctl ^Ij&sJS" c4ik£ J ^oliil Jj^ <_>lij bSCc 



kill -INT 'head -I /usr/local/pgsql/data/postmaster.pid' 



OULJI SjaIS ^o^la^o 1.4.2 



^JJ^> lT^ 1 ^ 'f»^ U* ^ J ^ ^ jA jl J 5 ^ 



CREATE USER name 



DROP USER name 



ij-x ja^ ^J^v« tycjb ^IjVI Ja^ dropuser j createuser j^fb jJI ou*; jl U*J l^xc 



c * * 



S[psql -U postgres ^VL Vjl Ji-JJ j«Jl>- ^a^u^> ^ t(okUI SaclS j) postgres 



.(postgres obUI SaclS 5jbV ^J^lJlI J-*i5)l ^UaJ fJ£c^ j£ 



:ii li& Jw^J ^j^l^ *Ui[ <u£c cjlill J^u- oji ^a^J.1 IJLL (J ^J isuperuser 



♦ 



CREATE USER name CREATEUSER 



♦ 



CREATE USER name CREATEDB 



uLV obL SJcLi OjUa* Ua> jiCdb lil JaSi : jjjll 



♦ 



CREATE USER name PASSWORD 'password' 



^a^L^ obyf ^ jl U*J lu£c ♦ALTER USER ^Vl fla^u-l ^a^^» <j^U>- j*> jl b£c 



♦ 



CREATE GROUP GroupName 



ALTER GROUP GroupName ADD USER Namel 



43 jl 



ALTER GROUP GroupName DROP USER Namel 



psql gi CjI^^a^JI CjLLc 



CREATE GROUP GroupName; 

ALTER GROUP GroupName ADD USER Namel 

ALTER GROUP GroupName Drop USER Namel ...; 



ji\ ^-L-JJ .(superuser ^Ji«^«Jj) LtlL ^jjl ^J*£«J] oL^*>WU cobL «JclS ^iJ; U-Up 



SELECT, Ji* coL»'>Ull aitae- iibk .oL»^ <uk*; jl LU* cl^u 1 



INSERT, UPDATE, DELETE, RULE, REFERENCES, TRIGGER, CREATE, TEMPORARY, 



jt i6L>^ .(If. ^ g» XjA ^-IjLI OH-) EXECUTE, USAGE, ALL PRIVILEGES 



f 



GRANT UPDATE ON object TO user; 



|5i ol ♦(^* Vi"^) 1 object jj£ jlj tU^ PostgreSQL user jj£ 01 <^d£ d~ 



JS"'J /" f jfcw jl ^ PUBLIC ^ JteJll .obUI 5 JclS d))U jl superuser Js> ^ ^Vl lift -Lk" 



cU j^Cp ^jMc^ Jf oU-^UJI JT t JlsLI J,u- Jc ."oUWI Jf "J (Jal ALL 



: JUI Juic LuSCc 



REVOKE ALL ON object FROM PUBLIC; 



aSU-aJt 1.5 



l3 y^JJ <^> ^2)1 4^Lv4 SaLi^l djjjj ^ ^ jjl j tLjji VACCUM ^Vl Jlax: jl Lie :VLdJ S^U^I ( \ 



•Jj^jll ^jj* a^-j ^PostgreSQL ■sijJU- I^j^j jdl oL?U^-VI d-J^j tf^Jbdl jl 43jJi^ 



1J ^J ^jM 1 f 5^1 Xp PostgreSQL J** jl j£c cO^U-l ^Suu j A* olcl (r 



^a^J UaJ l^£c •(3^JI j oUci^JI ^ ^^LwdJ I jj^ REINDEX ^Ij^u-L 



^Ij^l «ift jl jLu^l j>j JU-U jl Lie) L^L obUI SjcIS IumjV Salel ^ contrib/reindexdb 



pg_ctl start | logrotate 



./etc/logrotate.conf JjJbci caJu-U- oliU *Uilj j^jLiJI oUU iblcL. logrotate 



•obUI SJclS cJfli- jl SQL Dump tObUI JiiJ- Ohi> ill* :SjUi*-VIj J*L^I (l 



pg_dump DBFile > BackupFile 



psql DBFile < BackupFile lu£c tS^Ui^^l 



pg_dumpall > TotalBackupFile 



tar -cf backup.tar /usr/local/pgsql/data 



jac aiJJI * }U£ jl j£c jlJui ill* 



^ V pg_dump ^S/L - JlsLI Jc- 4;V OiUI aijUb l*ki>^ j)l dte ^ j^l 



PostgreSQL Ca-J- 



./configure 

gmake 

su 

gmake install 

adduser postgres 

mkdir /usr/local/pgsql/data 

chown postgres /usr/local/pgsql/data 

su - postgres 

/usr/local/pgsql/bin/initdb -D /usr/local/pgsql/data 
/usr/local/pgsql/bin/postgres -D /usr/local/pgsql/data > logfile 2>&1 & 
/usr/local/pgsql/bin/createdb test 
/usr/local/pgsql/bin/psql test 



pgaccess 1.6 



(http://www.pgaccess.org) (obbJI SocU ^b J*) pgaccess bJ ^^J. 



bUI lJc\i 



J£d*JU (^aj ^ lc Jw^a£ jl oULid ^^j^- b? (postgresql ^ j^l^ j£j ^ ISI) xhost + Jl£& ^ 



su postgres 
pgaccess [DBName] & 



pgaccess <#>-lj 1 jSClJI ^ j*j /o^L^aidl" j bU^x* dl!i> \i[ obL SaclS j^l lib 



dr- 




PgAccess : 1 



i. * 9. 



Port = lid I - Jlill IJbb j If - ^a^j cobL SJclS jl Vjl ^ j^ajl j£c t^alspl CjgSr j 



f o»J ^Ul ^ 'H^Utr* ^ ^^^0 DataBase = nteum obUI SJclSj c5432 



Design jl Lsyry JU-lj Open ^ jl cNew/Add JbJU- Jb-lj Jw^J o^cl ^xJI jj^l ^IJ£d*«l coisb!! 



jjJlI U£j <.^\ ;f> jJaj 1 JLo^i cNew ^xJI j^j Users ^UJI jj*M ^ ^2L# b jk-l ISU 
jl U*j lu£c DataBase j • ( o>T ^ a^*w« *l£ty jl cobL SjcU *Uil tjldl J^u- Jc) ^UJilj ctimeout j 



J^P jruT ^ J^J/jw/- Jc i^-lj!l JcU ♦-/♦pgaccessrc j ^O^L^U ^^^1)1 alacVI Jr^J ^ 



(j If ^Ij^l Ja^- (jLv- 43 Ijjk^j tPostgreSQL ^ J^JI ^JU- ^J^~JJ «o ^ax-j c ^jII/^j^lJ. 



J&-J\j webmin-core Lie jj£L^) 4i*}WI Oli webmin S-U- j j^c dWi J^^l j 



Joj^l) oUjjdl ^ JuO*)l J Uju* iu^to j£ l^^J c (webmin-postgresql ^U-l oia J cjlill J^u- t<Ujj 



^jjl ^^oujl jl l^Ju webmin ^Ja*?** cC^JI ♦(http://www.webmin.com oU^Uil 



f Cf l J iSSL J 1 **^ SSL ^V 5 f ,J ^ (l^j jl) Jji cJk-« c5jSI t https://localhost: 1 0000 jly^JI 



.PostgreSQL Data Base Server jtj ilf j£c jdl oUoiM jT 



MySQL 2 



Ir- Vfje J* SQL obLJI Jc\} )S\j> Ujj^k. aS>. U Uij MySQL jl 



jl DBMS J ♦DBMS obL acljS Sjbl MySQL •jTljjl ^ UU l<£l2j (jjull S^j^j 



jj£i 1^1 br tii^ obL SoclS MySQL jU tPostgreSQL Ji*j .obUI SoclS j lijjtf. obL £1* ^ Ju^ 



fr tw w £ ^ ^ 



MySQL ^J£eiJ tl^>- tjlll ^ *^ ^jj 4^-U-l jj^ ctfL-Lb-l j^ljJ jJ-U. j ^j-^ jlj jfjJI j-Wall 



^ 'c5>^ ^'W 1 ^j* £ asjlli ^Uttlj oL'U^VI ^ Scyf MySQL j A .GPL Uj 



Cou±JI 2.1 



Jj^J-l j£c »oLfjJI olc:>ji~v* ^ ^1 j I http://www.mysql.com ^ L^k Jj^aJ-l ♦ 



♦ Cj^Ij cJb^ai ijJUllj vbdl oliUI 



mysql-* J^lj t (dJbji j)l v~*>- jl) jLaS i^a^l 4^JJI ^a^u-l toL fr bi)l j 



♦ 



^a^L^ C^aJI tjj^l jjiaxj j& J|J*JI o*> .(client j server j common ^ l^u \jj j^JI) 



5# 5* ft 



bjJu dUi U*i *L*I ^U:| L->liJj JJc£v) /etc/init.d/mysql J j mysql 



:^la^u-b 



/etc/init.d/mysql start|stop 



oUlil Ul^3>- \h[ ^IjVI Ja*- ^ mysql <^il ^ ^J^J jl tobUI oOcU J^jSI J^-l 



♦ 



ft t 

cmysql ^ gz X*y- t(rpm jl apt-get ^J^u-I dlb ^ crpm jl deb ^j*. ^j^S) 



:obUI SaclS c*j-Sr J^l ^ SJUI ^IjVl JLu: jl hie j^SL^i 



groupadd mysql 
useradd -g mysql mysql 

cd /usr/local gunzip < /path/to/mysql-VERSION-OS.tar.gz | tar xvf - 
In -s full-path-to-mysql-VERSION-OS mysql 
cd mysql 

scripts/mysql_install_db -user=mysql 
chown -R root . 
chown -R mysql data 
chgrp -R mysql . 
bin/mysqld_safe --user=mysql & 

./ usr/local/ mysql j 1^1 j obL) I iJc\i lik^ dU> j c4Cj^i!//»J^ci^ll jA^ la* 



♦ 



groupadd mysql 

useradd -g mysql mysql 

gunzip < mysql-VERSION.tar.gz | tar -xvf - 

cd mysql-VERSION 

./configure ~prefix=/usr/local/mysql 

make 

make install 

cp support-files/my-medium.cnf /etc/my.cnf 
cd /usr/local/mysql 
bin/mysql_install_db -user=mysql 
chown -R root . 
chown -R mysql var 
chgrp -R mysql . 
bin/mysqld_safe ~user=mysql & 



tObUI SOcU 4i j prefix = /usr/local/mysql jl d~>- cJa^l aUVI ^1 



/etc/iriit d/rnvsnl /start 

/ IkV^ / XXX1L.VI/ 111 V JV|1/ JLCll L 




XXXV v3 VJXClVlXXXXXX V \^X. JlUll 




XXXV O VJXC1VJ.X11XX1 V CVX XClLyXV^O 




mv^nlarlmin -n root ^hntrlown 

XXXV v3 VJXCIVIXXXXXX VX XWWL v3XX ULU KJ VV XX 




mvsalshow 

xxxy juiJiiv/ vv 


* 


mysqlshow sql 


mysql obUI Sac 15 Jjl-U- ^ J*?*- 



♦Liil J* I ^ "dUI ^IjVI Juk 61 oljL^I -L3I Ji Lie cjfjJI jjull bi. olT lil 



./scri pts/m ysq l_i n sta I l_d b 
cd InstallationDirectoryMysql 
./bin/mysqld_safe --user = mysql & 



:J, Lc r U)ILJc ^ (... ,RPM, Pkg) Vbsll f >l ^ ^ 8T ISI 



cd InstallationDirectoryMysql 
./scri pts/m ysq Ij n sta I l_d b 
./bin/mysqld_safe user = mysql & 



|f j»j .mysqld ^jU- mysqld_safe JJtiJj (mysql obLJI «Jcl5 mysqLinstalLdb jfjJI L ^cJI \£*>„ 



sql- i^l j gldl •run- all-tests ^ cd sql-bench l«Lu£ tOl jl^VI CjuI" 



•lifcakl obUI Jclji ^ IjUJ! bench/results 



(J^l) MySQL <L3l>o ^Ujj 2.3 



tfolfcli JUjVI a^Cj t^Uff j<i uk~JI obUI adjS ^Ij&^-Ij *LsiV MySQL J^P j£c 



^i^j^t p* ^ ^(jfjc J**) J W J^j jlffelj cd^JI oLL~ fLSJIj 



^Vl (»la^L (JL« jl J^) UlCL ♦mysql -help Juk; b£c c^VI oljU- jTiJJ *<jdU 



:JLk jl^aUl (j^* J* Vj" JUtf*>\! cjlill J;wu- cmysql 



mysql -h localhost -u mysql -p DBName 



fcL s jcli jL^I ^ jli t j^Vl J^JJ jl ISI 



^ help ^5 c(SQL ^1 jl <u UU-) 1^1 Ji-^ d)l jkij (mysql>) list mysql _^k~- tj£»JJ d\ *j& 



mysql> SELECT VERSION(), CURRENTDATE; 



mysql> SELECT SIN(PI()/4), (4+1 )*5; Calculator. 
mysql> SELECT VERSION(); SELECT NOW(); 



mysql> SELECT 
-> USERQ 



-> 



-> CURRENT DATE; 



mysql> SHOW DATABASES; 



mysql> USE test; 



t * 1 



•Ubil obUI jdji jAJI ^Vl c^j^ 



**♦ -✓**•* 



mysql> CREATE DATABASE nteum; USE nteum; 



.nteum l^H obL SJclS Jc&j ^Vl I 



mysql> CREATE TABLE pet (name VARCHAR(20), owner VARCHAR(20), 
-> species VARCHAR(20), sex CHAR(1), birth DATE, death DATE); 



.nteum Ji-ta ^j-U- ^ii 



mysql> SHOW TABLES; 



J 




mysql> DESCRIBE pet; 



mysql> LOAD DATA LOCAL INFILE "pet.txt" INTO TABLE pet; 



\> bU»l oUjl j IjuIj pet ^ 61 ^ .pet j pet.txt ^ obUI J>; 

♦* ♦* 



.( YYYY-MM-DD 5^. JjjU-I 



mysql> INSERT INTO pet; 



-> VALUES ( , Marciano , , , Estela , , , gato , , , f > , 1999-03-30 , ,NULL); 



.>JI j Jll OlO J*. 



mysql> SELECT * FROM pet;Shows table data. 

mysql> UPDATE pet SET birth = "1989-08-31" WHERE name = "Browser"; 



mysql> SELECT * FROM pet WHERE name = "Browser"; 



mysql> SELECT name, birth FROM pet ORDER BY birth; 




mysql> SELECT name, birth FROM pet WHERE MONTH(birth) = 5; 



mysql> GRANT ALL PRIVILEGES ON *.* TO 
martian@localhost -> IDENTIFIED BY 'passwd' 

WITH GRANT OPTION; 



jl ^j: jl .oWJI SJcli) jJU-1 ^ JicJLl \S» JLj£ ^ 01 ^ .obLJI SjcU j marciano ^.J^xJJ *Lij| 



:^|ji^l 5 ^L* lis ^_ 



mysql> INSERT INTO user (Host, User, Password) -> 
VALUESCIocalhostVmarcianoVpasswd'); 



Sjb^l 2.4 



cobLJI SjcU) VJjil ^b 1 ^ 1 Jfe* j& ^ (c>W 3 (i) /etc/mysql/my.cnf j aUl .Jd* MySQL J 



:oll*L^I JU.I Lie jUi .£) iVrjt o^U;l JJL 



bL oOcU j ^JteJLl JjJl>- Jl (MySQL J jjbLI ^ J&^AI lac U) J^l <^l *liapl ^ Jc 0 
•t5>! l^ 1 ^ Ci\ cj^Ji^l JJ^ ^La jKp 4 My S QL 



j^Jd •jJbU aJl^l*4I jj^ J^-jr V 4Jl IJ41 tj^jll Sic ♦mysql -u root ji>dl (V 



mysql -u root mysql 

mysql> UPDATE user SET Password = PASSWORD( , new_password') 
-> WHERE user = 'root'; 



mysql> FLUSH PRIVILEGES; 



mysql -u root -p mysql 



♦oUI jl/j oL^Al iSkdl jTlill ^le) as^j a^Vl jWdl ^ ji£ (r 



mysqldump --tab = /DestinationDirectory \ 
-opt DBName 



mysqlhotcopy DBName /DestinationDirectory 



l^Li^Vj .{oLM cJi/ *<MYI j *-MYD j *,frm oUll ^1; jl k£c cdd^S 



REPAIR TABLE o myisamchk -r 



<Sj^\ J> diU .^oLW J^dij lU jiil olilll ^J; jl b& tdlli lac .o VU-I ^ %99 j J^cu- gjllj 



Sua^jJ! Ol^f^Jt 2.5 



l^k J^J-I jSic) MySQL Administrator [ftp yj tMySQLJ ol$>-lj!l y jS iJc lib* 



y) MySQL-Navigator j c(http://www.mysqlxom/products/tools/administrator y 



^j^LI) MySQL ^ J^; jdl oJ^jll ^ Webmin j c (http://sourceforge.net/projects/mysqlnavigator 



cPostgreSQL (j 1^ ♦ oUyjjdl (j iu^^x* 0*7 S j^^l jl t (webmin-mysql j webmin-core 



&\ J,[ webmin <uiu- cCjJcJI • (u&jTill uj^j^-I CjJcJ ^b>^) MySQL ^» J^JL Webmin 



jl LJc Webmin j JUaj*>\l »JJuta)l ^IkJ jii-l ^^i; ^a^i^« <g!j root jjbU jjSw* ^jfjl ^j^lJ. 



^1 j^l jl) J ji <Jik^ ^ jjl jl jull J*^i J http://localhost: 10000 - J lit I - s JJaJ 



MySQL Data Base oliUI ody joU. If* tlfjbl j£c gJI oUoi:! jT ^ku- ^ ^yj tSSL JU?I 5^ 



.Server 



jJad 1 lift ^Ju .MySQL SJu^dl obUI Jd^i j£*dlj S jta^ ^jj jJa: MySQL Administrator j[ 



jui j&sji a>i Sjbi asj, i^jT ji t jjTi a^bij t-Vjii Sjbvr jc jii ^ik^-ij tw^Ji obu 



J aJJ^j 4iaS» jUdl Jb Jbi d)l l^£c) MySQL Administrator ^ Ij^ 



.(http:/ / dev.mysql.com/ doc/ administrator/ en/ index.html 



-fc rh Tods Eitrs WHW l-fte^ 



Its 

Sbwi Lags 

B«fc* ■■ Rertae 






T he us* has W lh* Mj^QL 




lt*lHUtfjau«MtH»4* 





j(Kfc@«xempli;,CsOri , i 




Icon assort !o lha u**i 



Se* U-c*' 



b:*-c 



MySQL Administrator :2 




svn IJla j <> j^iu-j iRCS, CVS, SVN, HQ, Git :l<Jc "jlsAl JiU, tl^ f I* tJ^JUsJl 



£U) I ^ ^-1/ j& U j Ijun UtA jtf t5 jjl (RCS Jc jjJLI) CVS Ut t^-lj jl42l aS U 



http://www.infomag.news.sy/index.php? :J,UI Jajljl "ijJL^il ijkti\ ojta^ CVS 



jf Q^JtJ "CVS and Subversion: Combined Tutorial" jl cinc=issues/showarticle&issuenb=28&id=578 



J*|J| (IJjUVL) SVN j CVS ^ 



http://www.developingprogrammers.com/index.php/2005/ 11/ 24/cvs-and-subversion-combined- 



.tutorial 



^UaJ (http://subversion.tigris.org £*jU) Subversion jli c^UjiaLI j l^ij ^ 



Apache/BSD ^ ^ Vo>. j j^L ^>b I j- XJLj, y>j ♦tfL'ISC^ izljj tCVS J*J Ul^>- ^ ol jlJi^VL 



♦ 



VrjU. oUj^iJ J^ljj tCVS ^ jUdl ^j4-l J*J^ fgiijS o^lJud ^j4-l lift k-J 



7 



. http://ftacademy.Org/materials/fsm/2#l ^Sjll Jc J^VI <-jB3I Jl jj^JI ^Jl 



♦ 



.(joUM Jl oUUI JUjI lib ^ CVS j) ^UVI JT J oli^btVI JUjI ^ 



♦ 



.WebDAV/DeltaV ijSM j -j&t jl j& 



♦ 



(^^j ^ j! LU* If* J*La c^iSI CVS ^^c) s*U& ybsll oUill ^ j*L* 



♦ 



http://svnbook.red- Subversion^ j^La U Js ^j^J. j£« <JU- t^lsT dibfc 



C~*a! 4^^JI cCjU) So*. ; j^j^ c (bean.com/index.html 



ft ft 



fly^l J^U Ij^ Ifjuiti Cobjl Ji3 tGNU GPL v2 JUL! I y>- W-j U ^ jjlj tSlyJI JLfjJI jaUil 



.http://www.ojuba.org/wiki/ docs/ git_tutorial 



Subversion 4 



*y 4Jl U*jI ^pJ^j I^IjIjl^Ij (^oji^) oULU 3cyr aj^ij^ Subversion JcLj c4ilJ&l Sj^o 



j|jL^[jjtfo U cJii* (3 jl b? c£oy«*Jll i«lc oU>l^ Subversion J*ju cCVS ^^iJI ♦ SJuwU- 



: (j tS^' £^"b ^ (http://svnbook.red-beans.com/nightly/en/index.html 



.http:/ / subversion.tigris.org/ servlets/ProjectDocumentList 



^>el**i c2 ^Sbl (j olsoy^ll yii c-^p j? IS* ISIj tapt-get install subversion Lie c jLo (j 



.apt-get install libapache2-subversion dAlij iy*UM oJ^jllj apt-get install apache2 -common Ua^l 



aj2Jj t (svgroup) 4£^tlj c (svuser ^o^lJ.1 jl ^j^J) ^-^=^lj tbpoj^ *UM : <JjVI ojkt 



♦ 



s • — * 



mkdir -p /usr/local/svn 
addgroup svgroup 

chown -R root.svgroup /usr/local/svn 
chmod 2775 /usr/local/svn 



.addgroup svuser svgroup ^Vb svgroup J,[ svuser ^J^lJ.1 4ib>l_ 



♦ 



& . «■ ^ft 

.groups ^Vb svgroup 4Cj*jil j L*l jo U'j svuser ^Ji^ulb J*as: 



♦ 



Svnadmin create /usr/local/svn/tests ♦ 



j LJ j& jl 131 ^ SC^IIj oljl jl^VI 5jb)f ol ji^lj oUill ^ icy? li* ^jL 



svnadmin create f tfj mkdir -p SHOME/svndir ji^l j dilij ^L2JI lu£L*J & /usr/local/svn 



.SHOME/svndir/tests 



cd SHOME/svntmp/tests S[ J 2 ^ f < mkdir -p SHOME/svntmp/tests bS> ^US f 



♦ 



.echo First File Svn 'date' > filel.txt :Ji« lib 



svn import file:///home/svnuser/svndir/tests -m "view" jjcsil J^I-^j :£oj^d.l (J,[ aU^* 



♦ 



import •file:// a* J**l>Jl jLil 4jl§f c/usr/local/svn/tests J obUil 1^ I3[ ♦initial 



J JuJI ^ a^J SHOME/svntmp/tests J- jh\ jA^I .(jf LiAl ^Uj ail^ ^b^) 



8 * 



. (rm -rf SHOME/svntmp/tests) ^OjiJil Vjj <ulc JjJbdL UaiM j £tf ^ jc>- <tiJk ^u-j 



♦ 



mkdir $HOME/svm-work 
cd $HOME/svn-work 

svn checkout file:///home/svuser/svndir/tests 



cJoU fcl^V J oJ±J ^ jjl ^«VI & U>L -wuL ^Ji jl LuSCc •tests jA^I M jU> tfl d~ 



cd /home/kikov/svn-work/tests 

echo Second File Svn 'date' > file2.txt 

svn add file2.txt 

svn commit -m"New file" 



svn cJu^aj •jLJ.I sjJ- V jl LjUi (svn-work) 2Llil 4^JJI j taj>-j :> j£ <ul Ja^M* jl ^1 



JjU Jl (jisu Lk^ »svn commit Juk Ujup 4^U?[ ilJU-l j £oj^J.I J,[ <jJlil ^U?^/ oU*>lc 



•j^^l Ujl>.I j^JPI dUc JS oUJI j ij^s c-iL 



8 



5= 



obU blJ& c^H. Ji ±t#A Uak crm ^Vl £• f j r ojL^I ^\J*z*\ Jup 1 jJ^ 9 



^IJkJI ^jj L'£.l cecho 'date' » fUel.txt ^% fUel.txt <JdlU JlWv l>- bL*>l lil 



.svn commit -m "New Line" :^^L 



echo 'date' ^Vb fUel.txt Jl WlJ I cJ^k; cjliil J~u- J** t^JW JaJic <J$M Jaill ijli. j£c 



.svn diff :JuL oli^b^l IJjc ISIj 64i4j? V tfilel.txt 



svn commit -m "new line2" ^Vb I3[ ♦ £oji*J.I «J^j J^l ^jJII ^ ol$*>b>-^l ^Vl li* 



♦Ote^l £J svn diff LLu« Ji (>T ljU*l yiL^ ^ Jll) 



JtTl jl OUa^vo ijbb jlf ISI •2lUM tlwJbd jiil J*-ta svn update ^\ *lu*d*-l U*j Lu£c 



j^l ^ yb UJC^i c (commit Ju&) ^Jcj jt- U^U J^j cCijSI ^j^j J D^U» 



^o^lJ.1 I3[ 4;l br c(^c^JJ! Li o^Lw c^J^ t^j^ • jL^.j) ^ J&^*il li* l^lb Jjc jdl J^^l 



c^aSI cJflilL bj^ ^jfll svn update juL jl Lie tdJdi J^J .JjVI o^J^r^^uJ c (commit) HJbVL JWI 

•S^jUdl *l>Vl J& jll oliill Ljju-j iC 4JI SjUVL (conflict) *jry. v*-*. 



jl 4jSC*L jlT IS[ Uj t JL ol jIjl^VI e^l jl ^j^lJ.1 



•4i iibdl oljlJl^Vlj cJflill Jc ol> jll Ol j^Jdl ^jjl svn log filel.txt SjOU ^IjVI 



4-J[ Jj^jll (SSL Je U*Jj) apache2 J^ISclL J^*!l 4jl^aL 4jl subversion j i«U Sjr^ iSL&j 



Debian (j ♦^oji^dl ^[jksl ^Loj jl (http://svnbook.red-bean.com j «.*>LJI ^Ij) j^l jL^" jr° 



lift J-*-! t^ljAil (jUdl »j4-l j ULL b ^1 1^ jl cSSL j Apache2 Ja^ V^lJ Administration 



I^Lp j jl http://www.debian-administration.org/articles/285 J^JaJl) WebDAV oJ^jll J^uir LJc 



.http://www.debian-administration.org/articles/208 




mkdir /subversion chmod www-data: www- data 



svnadmin create /subversion 



Is -s /subversion 




-rw-r~r~ 


1 


www-data 


drwxr-xr-x 


2 


www-data 


drwxr-xr-x 


2 


www-data 


drwxr-xr-x 


2 


www-data 


-rw-r~r~ 


1 


www-data 


drwxr-xr-x 


2 


www-data 


drwxr-xr-x 


2 


www-data 



www-data 
www-data 
www-data 
www-data 
www-data 
www-data 
www-data 



376 



May 11 20:27 README.txt 



4096 May 11 20:27 conf 

4096 May 11 20:27 dav 

4096 May 11 20:28 db 

2 May 11 20:27 format 

4096 May 11 20:27 hooks 

4096 May 11 20:27 locks 



lMI J~u- Jc) htpasswd ^ u^ui JlLL^ 



htpasswd2 -c -m /subversion/.dav_svn.passwd user 



*i la* b j£i •eiill *WV ^Vl iic jJI JjVl SJJ j -c Jl jl Lie ♦www-data aJ^IL Liii 

^ •* *• ' 



j&s-J! Uhliol jll jjJLI jj^ ^ ^ lift Jl J^JI jJ 



: Lc l^ji j^aj httpd.conf (Jail I jJd f 

<location /svn> 

DAV svn 

SVNPath /subversion 
AuthType Basic 

AuthName "Subversion Repository" 
AuthUserFile /subversion/.dav_svn.passwd 
Require valid-user 
</location> 



svn import filel .txt http://url-server.org/svn \ -m "Import Initial" 



£*jlA\ Jl CJ a5 filel.txt Jftlll jt bjU-l (jj^ll ij^j ^JfeJLL) JlJLL-VI b UJaL 



•J* j, 3 Oj» 5 jj If* Jf JjIju 3 JS^I Jc obL SjcU PostgreSQL j Js^ 0 



(^j^o >^ v w ^f? v-^ 1 Jl (u* •s^ji) >"i" ^y j v-^ 1 j£ 



.(2/ (J a^-JI)) 



.MySQL ^ tjjUl ay 1 ' a"* < r 



|f ciUJ le> J^l .makefile ^ oUU 4 dJb> ji^ oU^I^ 3 JwJ Subversion Ja^l (r 



.svn j ^J^J jlihil 



[Debc, Ibi, MouOl] 



PgAccess: http://www.pgaccess.org/ 



WebMin: http://www.webmin.com/ 



Mysql Administrator: http:/ / www.mysql.com/ products/ tools/ administrator/ 



Apache2 and SSL: http://www.debian-administration.org/articles/349 



Apache2 and WebDav: http://www.debian-administration.org/articles/285 



Subversion: http:/ / subversion.tigris.org 



http://svnbook.red-bean.com/index.es.html :L* Subversion •&> (JLf ^cs 



J,[ OLo (J Apache & SSL + Subversion J^jdl j^f JT 



"Apache2 SSL and Subversion" J^-j>- (j l^I ♦http://www.debian-administration.org 



http:/ / www.ojuba.org/ wiki/ docs/ git_ tutorial 



4jQ XQjQ 



-aU^I ll>3lj flkll c/j^- iljU. jU Uj t"Vudr J^lj*)l JJ^S" t^U^I oL^J>l l3UjTV 



^.IkJI j^j J, cU* »i» 



j/Vl ^UU- jj*^ *lkpl jl c(L^Juk*;) jiff jl jj>- jl Usftl iijL. "aU^I oL^J.1 j^- jl j& 



^j^iJlI jl ^IjJI J^>_, Jc J^J-I) Jlil^l Jc jjJlI .Uys. -tiLilTl jj£ jl ^ijlj 
uULL* J^U) JUVI jl 4(1^ obUI O-j JUVI olj3 ^1 >l jl <l>^ SiU) ^1 >VI jl t(U.> ^1 



(Oljjjdl ilas-^L. ^ jl jjJ <^>l »J^I jl ^JicX^ j 




100 J,tf c/\ J^U J^. 4il UL j JL 




V» f V^ 1 • j» o*^ 1 ♦•$^1 Jc 5 Ja-Jlj tl»U- \jy£ U**i 01 ad»l— *• «XJ aJ*. j j £-*>L- j^l oLi- 



%2Ldl oUjUll JL: jlj cl««, cJj\ ^M** jl ^IjJAI Jc ^ ^1 ^1^1 ^j^I 



olSl jfcVI JsLilT'y oLi" jc^- tdUi J,l .If^l^ ^ jl ^liJI J^l j^VI y »!>-! 



IfJai? ^ jil olj^Vlj oUd.1 ^la^l -si^l Jl ^Ul t^ldl ^-1 Jil c L ^t^dl 



1 



^*as£j jl flkJI jtjJL jll UwJI 1^1 Jc ^IkJI ^ju > Vrj u* u*> f4» 



*WI - -aSU* ^ir lil - jl coY,UU 6 Jla cij Jc JsUlT^I JcU .^IkJI ^1 Jl J^jll 



4*1 jtt-l |f lil flkJI oUx^l ^ olil J^l s j» jl>- ^ V 



jl ijl|4.| jjl r ^ijii^V jl tajL'L jl ^IkJI jl taj JU. j ^^01 Ul c^lklL p. Jc S^lc (U jtj 



J&j .fj^Jl) J*»^ jJUdl s-U^-Ij j^ojA Jc j^AJcU [£ L(£j^\ 5jaj| Jl^s OLf J^J <ulj^^ SJsLa, 



OW 2 ^ lJ^ jl ^IkJI ^ Je yiUI ^j^^dl jl C^UaJI oU^Uo (iS ^ jl) ^3Jla j j>j jl 



Jl Hacker /Ul Jl jUu cS^UJU ♦^ii ^IjSI j£ oU^>-^l ^ jl Uc c^j^l jW, Li 



tfUjU* ^Ji^icJ ^jjlj c^VI LUaSj if jJl cjaki ^jjlj c^j^U^L jUx Lc "Aj^iil oUjUll j^l ^^1)1 



jU tcijll £>T^ Ji-t U ^JLI ^ .crackers;/ I/'aJT ^> ^ jlki "OyjaM" Ul t"^J8W" J-JlT t'ujijU:!" 



5- 



^5^11 Jj>. Jo_}^i ^-Ijll Jll5y.^|... V^Ij^ Vi 1 . j\ 4^** LUai IcUa Jlj^^l ^1 chacktivism Jl l^Sj 1 - 



Q... cyber-terrorism ^iJI <-jUj^I ^JJa^ Uul JLaj 



. (^Vl Jjafc j\ JUT ^Jj) i^. ^IjJ J jji: 



i>* (J-l J^ 5 . »j* c-^j .crackers (jyjaM J) lU-l Ij^fc' Ljj cCijll ^ jj 



oLiJI - ^^SCJI Jc - jl tj^l lU* j I l3LoS"I j I i*\ oLJfc Jl jUi Uxp cracking j hacking 



^I5C .jjl as br j^C J^l (U> ^1 jl ^ ofc" flkll Jl J^j Jc J^l ciiJ-t «.jJ 



jdlj t (exploits O^M^^I jl holes ^V 1 ^ j*) SJbJU- vulnerabilities ol J J^l ^jjl 



.oLs^ bJiil IUaT tl«£ - C-M cTCP/IP oLrf Jc S-U^LI i^UM 



y> 4JLJb£ L^c U jl »S:j>y j^c it La* \j\ :<-j^UJl) <j\kU j^l 4alj^ 4.U3 LJc U Jjl j[ 



^ JSCiJ ^dlj j 1 ^-^L jUa Ui UL* l^r J« ^^U-l ^.1 jl 



jlj tl^Jb ^Jlj l3 c&cM oU>dl Id biJaJ^ ^Lul oUL^ j^j^U jl Lie 



c^a. oUL II JaL^' V jl LJc tlJij ."Ijj^i" Ja^. V LjS jj<i J* (^jjl ^y^L j^l jV t>lj j/j 



Jc J$ jl j&e If. JU jl j£c jjlt oljufJI .UrbLj bJift jAl oUkd ^ 3L.L* jl icb bJc 



<y :JljJI ^ j5i c^>l Jaii 3*b. ^bLJI jj& jl ^4 : Confidentiality 



S^^l IJL. j<C ^jjl U tdiljj |U J>l o^^ 1 ^W 1 <JJ~ v£ integrity WJI 



cUUJj j^ JU j lfj>-b4 Uaj lfj>-b4 a-b. oL>LLI jj£ jl ^ :Availability JU-bVI 



syi j^i 



JJ 5~b. j6 (I oUa*. jl Jl J^j ^ J^U \j* jjj ^ ^L^il :JliJu*V1 



♦ 



^1 j6 o>l Jj. obLJI Jc\jc\ L. £ oUI :(c*d1 jl) ^IJfcVI 



♦ 




I Jl - obL jl oUj jl ly&A cJ6 <\y» - ^Ul JUI :(JUVI jl) Falsification ♦ 



♦ 



t^HJ oUai:( jl ^.IkJd ^»wa)l JwJI J Ji-Jc)L oUI 4 JL. Js Jc_j :t--j>d1 Jd»L*. jl 

.U Icj! ^1 ^LJi *WI jl JjjS Jjlil jl cU *> j ^Icjl 



♦ 



JUI IJla j tdlli J[a»U»i) jruT JSCiJ ySr jl j<£ l*Jic~l\ olil oLiilj iiJJI 



^ JSC jUi UJj .L.^ 4*.^ jl U a^l ^iVI JUI ^ J^ly Jc jl - »ljjT - b^i Lf t(L.j, 



jjSi jl Uj a^p ^ jl j£c U ^ ^b*i c4i p>J>l d;jj^ ^SCc ^ajl j&L jL* Lij 



ai* J SJ^i jl :>bJI Jl J^>j *jj (jA^iJ ISL t^bVL 5 ^L> jL* Jail tV-ldl <j* 



♦ 



<? fr fr fr 



i^JI L*l 7k jl j£c ^1)1 cS^j S J*>-^ cJoJj j\ Cj*^L> J*. I ^ Sj^VI 

31 jl t^J&J jt - aJUH o* 1 - V>ri <>J ^ S>rVl Jl jLj^l J^JI jtf 131 WJIj 



jj& jl ^a^vo oLL>- J[ J^jSI jl Sj^>- £^SVl c*;^ 



J »yi J^jSI L "aJJ^ jl £l jJI jj£ jl ^j>J>I *bil J^>JI Jc jjStil ^ lil :oL^jJI 



♦ 



jl j£c £b jJJ ^L-Vl J**) I jU iWill 4L J •oLfjJJ * j£ ^^Jr jl j£c ti^JI 




Jc^jy jl atU j£c jl t^lfil oJ; fl*c ^ jl ^ ^>j> j JiA ^ 



•IfS^- it La. jl tU j^Ju jl a*lc :£b ji\ obL 



oLL jl coljlJi^VI SjLI ^Ijc jl obUI Jcly oUj^ J If ci^. SJSob olS c< ^ :obUI 



♦ 



4L J LI »yi J^jSI ^ JUL j tobUI ooa jl ^jj jl j^c J^jSI ^ j!l oU>il ♦ik^ 



obL ^Lil j I o^Ljw ^La> WJI7U: jl j5Ccj r^l S^I^JL jl tl^JI 



♦ 



ft ft ft 



.JL*yl Uk;l jl oUj jl bb> ^Ij**. cUa) obj<JJ Jc ^^^51 jl J-Wjl OjSC jl oU^LI ^ JiaAl 2 




LJ5? lib ilbb tli* ^ j v ^*)l lU- ^j^ll jl gA\ oLJlrf jlj ^k? jOI ol^^^dl oLfjJI 



jl jl ^ *Lr* tJaS exploits "o^^cu-VI" jl ulk^fl o^fcl jl : jgi o^fcl ♦ 



Sale ^ .flkJI ^1 Jl ^ Ll^te-I jJIj c(bugs JWI jl o^fe^L bUI Js ^j) Ljjj l^Uls" 



Jfl Jo ^ j^uol j il-I Uul L^J J jU lib* ^ lil ♦oU^JJ -aU^I jtl^l ob Jbcdl 



^IjJI j oLjjj* ^ ^UJI ^ .JUIj JUI ^all oLi f JbSfWj 6 >. l^a* Sale ^Ijjt : u-jutUI ♦ 



^4^1 oU jJI J^iij .Malware oLf^" l^le ^ o\ f% ^wjjji" oLfjJI j, yll II» Jl ^rttl jlil jfl 3 

J^li (j\ Jilwl l)I oL^jaJI dii ^j^Cj ... Uj^Cj CTOOtkit j Cjljojjlj C^j^c^l oUjj Co^lj^ A^a^lj cOUjj^JI 



.ft £ ft 

ik^M J ^#1 *lj pJapl cS^-Vl ♦macro 



ft » 

OjJb- jjx; jl d~>- jJil *b2L-Lj ^j&sJJ uL> J,! joJ^JLj t^lkJI J,[ Iju. :>jJ^ 



J Visual Basic Script j Outlook l^U j^c jJ"U Ju^JI ^ J^u^ V ♦ oJuic UJ Ijl>- 



IjU^-l l3 ju ^iSlj] Visual Basic for Applications J2U) o jS>cdl j£ j^UI jl v^JI ^jj" 



(Microsoft Office j [VBA ^VL 



^a^- oU jj^ ^ jl j£c d~>- c JJsJJ j jl ^SCc U -uft 01 Lie c JU ^1 Jcj 



ft «* ft 



^>l ail ^Laj •oUjj^SI l3LHS" !j jt\ oUL jJ^j jl b* LuSCc .dJJS a« a>V J~v jl j£cj 




L*T olc ^J^J V l^jT jJIj cspam ^UcJI JJL- j coLjj^JI JftJL^j J^j: jl j£c 



j) ifp ^ jl j& j)l aJUl cJJl^ij ^ ^l j^Ji jlii-Vl ^ j** jl jS^j ^ 



^JJIj JiJI oLS? ^IkJI ^ jl VIj^uuI jl ojljll - ^ - j\ ^la^VI 



4iJ^j Lj^Oj 4jLUj j^a^: SwLi4 ^Ijj : (Trojan IjUc^lj Trojan horse) S^lj^U jU^ 



) UJuir i2iljll cJL; S^lc oJlaj ^ActiveX j c^^UU-j liU J2U <^j!l olLJaJ J^M ^Jl 
LfjJI j^Jj •(cUjC^liU jl UU) 4U3 j£c U S^jJbs. ^iLc l^jj j^C jl (JjJJj J ActiveX 



^JbdcJ jl jiSfr ^ Jl J^jl! J > :(trap doors ^S/l *J[J\ j\ back doors) VUM vU^ 1 



^J^v« JUal jl c43j/>) ii^ OjO^ (j-a>ci £b jj j £ju £b jj :logic bombs \.ak.U JjLil 



^ c ^ jrvc aksSt f U)j (£1 



jl jxc Sjlij ^rUo i*.J j& JcLiJI "u^Ua^l 11 <j ^t^^ £b jj :Keyloggers 



^-U j S^ljJ^ 4i^l jl r^Jii^ 




j au^sw Jb o jU 1^1 p£ j) <lH J^l ^ qXa* J U>Uo| ^_ j^ g\ jJI »i» c«jU)L 



LU-) jj^ll US' J->cJ ^ jV" iki^ <}l jLk^l Jc l^p fji .(JTU j^si Sait SjIj> 



£1 tSUll £oU>lj ujljtl ^Ijllj coLUdl ^ JcLkllj (Stu iiyJ 



^ ^ jj£s V 1 -^ 1 '(ij^ 1 <i*^ k>£ :(port scanning) oUslll 



j»L« l^. «j^>-l jU! J»-I L-^i- jL *<SliiJ oljal ^ c^UI JSwJj .ujluri 



^ tJIsLI J,u- Jc .a^t "^.J^ ij>rj - i£jA J* UDP J> Tcp vl"'^ -"*~jr** 



j> oUjU. Jc J^J-I 4^ ^ b<£ c V j c^Lw ^j=rj (j.ljr^i^jJI TCP 80 Juidl d^JJ Sj^>-VI 



4J 5»j_/dl Ol/tfll J^lfa-I J»l ^ ^ J^xJ, I j I Jl* V I j ^U:l 



Sj^SlI dijL- jl V^ 1 oljAl b^c j ^>l jru- J*Li)L : (sniffers) oli^d 



J*J* j)\ ... ctelnet, rsh, rep, ftp "o.^! jb oUjW JJt ^ oUs J«,l£M I j^T -x5J djju. 



O-J (oUtflilj) oU'il »(ssh, scp, sftp :dili <y iuVI oljl J^VI L^Ijl^I ^Jc 



jl^ j fcji. ^ ^kl jum jl JjLL-j, jl^ JUI -JjUt Jc f y? :Hijacking Jslk^l 



£1 tc SU«l ^ aJIj tfjIjU 



J*^! J> V 1 -^ 1 ^P 1 ^l^k)l j ^ J^ 1 lc J S-U~ \gs :Buffer Overflow ,J»JJ 



^13 C C 



tf, ^ y y 

UJaj .u.uH t JliLI Jju. Jc . Jii v^X. k ^jdl # jf\ obL jl -4kj ^ jJaj 



cK J 1 j^ 1 jLjt^. fJ^ 1 u* ^ IJl& : (Denial of Service - DoS laJbW ^ jl) laJbtl ^ 



) £3jLI i^Jbtl ^ ^ ^Ij^u-^U *aJoU L^i br c jtf I J\ jJlj 



J^l Sj^VI ^cyf ^la^i^l Jc iwu ^Ij c (Distributed Denial of Service - DDoS 



DDoS j DoS jl . JM ^ ^b. j/L j\e C»» ^ ^ )■ J ] oUjO:( jT ^jc-LJ 



j ^au ^ If* oljljujf 'f ili:1 ol/A^ts jllj cDNS ^ly- jl ^ijli Jc ^l j ^ij^'yi 



j bjl#>- jl U*j j£c 43 1 jI^pVI c>« J^b jl >■! J*lc iiUj BIND 



Trojan Horse oljj* jU^>- jl Backdoor ^iU* ^>b ^ 4* jiCdl DDoS <q> oU^ 



j^Jj tVM ^ca TCP ^> ,Uil JjU ^ijlj cSYN flood J^u U ^Ll lii ak-JI ^S/l ^ 



01 jj^>^ ijljU ^ jl coIJl! Js^IjI oli* IjjC ^11 lis jtf lil oVUffl 



"4SU-I ."aSj^ Jjljll j^ ^&Cj> ^i*J^l ^Ijiel^l j^JielJll \j>XS> lif-J C^UJtoel^ j j& 

jl Jl (aiWU. >U jll oUjL. j Silcj) JJL. Jl JUjI SjIcI ikL* jl cJjj^VI xj\ ^>Vl 



5* 



5* 



%U ^IkJI 1^ ^ 4^>-jjj LtJaj 4.b*>- jl cJojJI ^UaJ jL^L u^wO C4^LU J -^jJI uL> 



5* 



jl 4^U- oUjU* *lkp^ (Iju- SJiic* jj& U S^bj) SJuJc ^JUI ^UW oLir ( y^a£ :spoofing ^Ijiiil 



♦ 



i^Ukl Jc^Vl ^ • (<JuAI jl/j J^Vl) •sijHI obUI j oj^T^j^T jl^l 



bUJ ^1 jkl jl jj*U* obL br c >l 3^>. 4jl^j j>l^U jl^UI j JP jl ^> *U>-[ 



•i>l jla^ ^ JaSff jl ^ c^>l oL^ ^ c-^rl U ISIj •>! JL^ Jl L^y ^ j)l 



jJUall jr^l> 4^U- oL»> ^UflPl JjUi c(DDoS ^j^uj) oUir tARP j jbdl ^laiil 



Jl IJLSJ.I ojbJI JUI ^ u^r^l j 4JJ^I ARP i^l^c dllij c^CiJI Jc o^Udlj 



\i Lc cSStU oUjUc Jjj^JI Xj, jsLj ,Uil Jp .1^ J^VI ^jVI Jc ^ Jjj^J)/! ^1 • 



c^lkJI j^jia ^ iiUUil JJL j)I iaiiJI -aJ^VI ^jy** lij* ^Ul jCia oL£! 



iJc cJljU (Phishing Ju^dL U*J l3 jdlj) ViJI d ^ &\ jr«J ^ 



U jllj (Verisign) oblfi J^^^J tJU ^J^^ cJbtS} ♦JtfUl ^ 6^ jiull *JU 

jS U -aJ&l* jl ^jL^l^ -^i JU?VI 5 cij- jjCU ^Lkl oL>^ jJI ^ j/^M 



Jj^J jJIj cJuJ^dl o^l folj>j vUUI Jc\J j£ Xprs \±jg J>j :SQL Injection jii- 



£*J API oUJaJ Ifjg Vrb c5l fj^AI ^ o\ ^ Vj JI ^1 



SjcIS ^If- jjlj cSQL ail ^.UJ S jiL. ^J^xJ j PHP ^Jf cobL SjcIS Jl 

c^ilJJL ol Ji lib. c-'IT lil tSiUI j .(y^Lt J_^j J^Vl lib. a J) 



dj^il oU>JlI ^ai SQL ^^cu-l ,UiL al/VI »JU ^2f ^ ^ Jl SQL aljTl jS»- 



iU- ^ly dJJij cSja^- jj^vj jl jSC: joJ*dl 4»j Jc c_jj!l ob j oLi5l »JU .obLJJ 



l^jS" }£\ rtiU-l j •gjdl I J* ^a^u^ U^jl^ jl gJlj ^^1)1 oUjUll 



jJadl UUk jl ^jdl obUI ^ jiajl ^kdlj <.\£j, £ J*U* JL ^IkJI iiku ^5 



J Joa>dl Jcj Si*** 4^Lcu <£^l **4^wo :Cross-site Scripting - XSS ^1^11 ifjjll 



o^lj^l \^ J^LI ^a^uUI j£c jdl ^^ullj HTML ^IjTl JjJbdl 



<^l S«-lji e£^b t***^ HTML .Juy* ^owJ dJJij t» j» ^ -aJCl. L-j oUi^dl jT) HTML 



i^iL* ol/dl »Ij&£*I Oj&Ol j£c cO^U-l (ji* J ♦Ua»-VI JaJI ^ HTML a/* 



jl j£c jOlj tOljU*^l Jc JUiu OUST U*l ^Lfc •t£>-l J[^^ JiJ^ 1 Jp 



jjSvj jl ^Sj: tJuJ^I Jcj .5 j^L* ^adl jJ^ jl cl^^ ^ jJI HTML ^Ijf 



jl ^Ij ccookies ol^^JI^ coUjU» ^Lk^V ~<u^a* tSJiS^ oUir oli oU 



Ifjs ol^>-ljj c^jSI ^lj>. oIjIjl^Ij c^a^J.1 d*>JI olf^.) oLfjJI ^la^u-L jiCdlj 




0- 

»flk)l Jl J^j ^l$il J^>- ^ ^>l SjLuj ^lk)l J^b 



Ul dJU* jl UL j ^ jl Lie JUj tSJ^r JJt ^ oUT ^.j! ^jJIj coU>JlI ^ jWI jjtfl ^ji 



oUi JL^iSL ol^llj oS>)l JbJuJI l» c-li .£1 8 jl 6 ^ Jf\) ^> jj^ 



(gpg ^^1) GPG ^ily ^la^Uul jl (md5sum ^^1) md5sum oU^uT cL^ ^5ji4 LI iilk« 



£f\y ^iy\ dJlA ^J^U^j JA J^>dl l^Cj j? 6 jj*> jl) p^ill md5 gjjll jl ^Ul ^Jli 



♦ ^IkJI J {j&A jT J[ Jj^jf ^^L> Oj£~* iiJaJI oJ^ (j-k? 



♦ 



iJc UJLis l^fjL- L->biaTI JjU jl j I cl^TjU cJuf V ^j^J Vol ♦ 



jl j£c lc LjJ bjiji c^lkJI ai ^* ^ lil j^J ^j-u olS oUlj-VI jj£ V aS 



33UxaJt Otftt^l 1.2 



ol*l j^VI (_^o Juf jl b£c <.djj£- jl jJI ^>«LI ^l_yVI «JL* j£. jl j£s lc jUs, L*J 



JU. j l»is2? jl j& jJI oW^VI ^I ^ Jl >J .bsJiit j d»J*t U JjUITV oW^VI sl%)l 



J ^aJ-l ^biJI ^jj_^l yv^O i^wdl brute force 4jLj*)I oU>oil j :^JI CjUS^ 



♦ 



U-j^ ^Ul jjSw-j ^J£el*il ^ab JM^VI ^M*i C^wU Jj*aJ-l li[ tjjcil £j!j)l J^j 



life J^'l ^ •^JicJll uL> itLa» jl t^JUM v'ji^' ^b^^S" tt£>-l gjyl t>° ^^r^ 



life M»j oUdk^oj ^j^ull 4iJ J oUS" ^^IS jftlc cUj^) 



V U J53 OJ >l jLs>-V obbJI ^Ij^Ij cj1y*)lj t(^Ujll ^Jl) j^JJ 



V ^j^. ^1 (^lo^u-l ^oc jl) £d j^j .JJL- J\j oUS" ^ jJI oLS? Ij^u-L 



telnet, oUj^ j^j ccJ^I Ji« ^JUI ^Ij^u-L oL^JJ JUL jJlj 



.FTP, rsh, rlogin 



J^UaTl Jl ^Ijdl j sum jS^il oUI ^Ij^L Ljji ^1 ji\ jJJs :(Trojan) S^lj> I: 



Ja+ jIjl^I ^L&j •ibjJLlI obUI Ji iU-l jljJ^r ^a^u-l .S^jIJIj Sj^UJI ^^tJ.1 obLJI 



^ U^JI dJ^ ^LSJI J«f olj^l jl cgpg jl sum Ji* j£>dl oUT^Ij^I b^x cW^I jS>dl J^-l 



.AIDE j Tripwire Ji- tUI 



jj^^l dift 4J Cij c^l (J • (gpg jl md5 /^») 4J Jl ^il jJI j sum :>ljS"l yp jJI ji>dl 



j£sj ^IkJI jl U*l Lu£c •CjuaJI j jl >^VI JJ l^la^u-l ^WfjJI ^ j5>dl juill tS/yu 



jl .IjJJ oUjJI J^Jbdl ^ ^ 4il Jf\a cJmaJL toil oLfjdl ^1 dUij cUJ 



♦Ci J jjSC- jl ol ^1 J*.l [pj\l> b£c jJI j tlJ*L&.VI ^JJ 



otfltjll dllij ylSj oUlj-l ^L3I b£c ^LU j ol jii) aJLUI j JLfcr jl UJLte 



UrlU^ J^LiJI JjU ik^j 6 Jla j jjSi :rootkits Jlj (keyloggers) ^?Ull ^ olil^ 



J^u If I ^kr \J Xif- ilbb c< ISI U JLLk jl Lie j jSC^ .U j ^jU-j ^rlill ^ j) 



Dj^Dl j<c lsof tJlsLI Jc) JLLI cijSI j J^; VU^l. LiU Lji b& lil al& jl cUL^ j 



^:U« olla^ J^U-; IS" IS[dJJSj r-SC-iJI oVUa;! jl c(man jp ^ula^l JJ^ ^-Ij clJui* 



^IkJI ^1 ^ jl L^J tiu«4 gfLLt olki^ J^cJ. V*LVI ciJLUjJI jL^-V ^jUI Jl JL-jVI ^Jo 



J (Uajl ^Ull oLUic^i) "^^tf^a JbUJl ^^w^ c5Jib) ro °tkit j^^lj ♦(man script script 



J^l .£1 c(^lkJI ^Ijl JIjlL-L) S^Ij> ai^lj cSJU:l vU^b t^rlill olk^ o%c^T c ^bJ 



^^UJI co^UJI £l ij>^ S^lcj ^IkJI Jl Jj>-jJJ J^J- 



* ' 



1)1 j^j j£i Jb jl ^o^J jJI rootkits If* IjJ^ JtTVI "siU-lj ♦Jl J^VI ^j^u Jju br 



.chrootkit l^ililTV SJuU Sbl ^Uj ^jbtl J a>~> jly> 




- - ♦ ^ • . - A* - 





j£t V V^ 1 f .i*j\J\j SjjUJI obLJl ^dl Jc ajati jj<3 t»!>Vl «Jla 



oljjl ^Ij^I bfCj coLsb'U.Ij oli^ciU ^ Jf^L- j .JJL. Jl «oa jwSj S*l j? j* 




Jc ols*2U JsL^Tl j£c .Nmap LjJ (oUUL) Jjlil (_^i3j cbO L ^i) Snort j Wireshark 



»jU)( j -<Sli)l Jail? c(^li3l j J 2u> (^1 JJiJ) «jJL* CJJl^j j »>>-1 d^JL "<£jtJI 



(multicast j broadcast ^ jl) iais ^Jl obLJI 



- Ljjj JliJL-^l S^lclj cjLL-^l ^IUj coUai:! ^U 1 6^ hijacking (S >^JI jl) Jslk^l 



(JLafl J»l ^ ^lill vilj .ili-l jljJ^- ^Ij^-L SjjIjJIj SjaUJI obLJL ^2. .- IJU OlT lil 



.^U^JI d-J^ I4U ^ c^lkJI j ol>*j( JUTaij^ :Buffer Overflow (^JJI/^ikJ 



jj^j jl j* J\ oUai:! j oljl^Vl jl ta-/JI ^IjuVI v 51 ^' ^t>UJI J^U. ^ JU (^1 Jc 



f fi. 



I (i 12*- V ^ yOLJtv-) SELinux o ^ jJIT cj* j-^ail J J I 



Jc Ijj j£ obUI JJc/ * Ja>- oUlj-l : JujJI jg^A j cSYN flood Jit cUj^j (DoS) JbUI ^ 



♦ 



OwM ay»-^-J.I ^Jcj tbufferJI dllc OjSw- . (JliT Jc iU-l j!jJl>- ^Ij^u-I L^Sw- 



iji wr Jl oVU-l g.b£ ♦Jj J ^J) f l J^jJI »ARP ^la^ JP jl^p cJ^Ju £Ufcl (I :£UM 



♦ 



JiiLlj cUJ DNS aJiil Ul^j .(£[ c-<$^JI al» OI^p cIP jl^p i^Ull cJJ^UI fllij) Cijll ^ 



aft ** ' 



JH\ V oy»J^J.I jl jjTts jl IfJb j£j c iJi o Jla iISlpL^-^I 



♦ 



jl •pjb J[V^yi ^ jtj^ |*f£c ^U- ^1 jj c^UI oUjUll Jl J^jll a^c ^ j ^odl 



^/ **••••* * ** t •* ** ** 



♦ 



.Cxj$l\ Jl UjUil itU jl If Jj 



•Ua« Lulk S^U^Vj L^LuTlj L^d oUTUjj j^SC jl ^ oU^M oU^JJ ^Ji^dJ 



j£a IfLyj J^l ^ ijljLI Jl J^jU oU^UIj Jlii^ lifcaM oUVI jLs-V ^bi riJil aAJL 



Jc !jUa>- ^ijl a^L^ll L^il iU* rtiUJ oi* J ♦oU J Uil \^ jl^ Jc oj^ ^ 



f lkJI Jc ^jyll ^2)1 Oj^jt ctJll u^IjJI ^o^J.1 j\ L.UL- Jl J^j 



j£kdl JjVI Sjkil jl ^ br cli Vrj^ ^! ^ f ^^H. jl j£c V 4Jlj ci^JI J^l ^ 



U-%> ^Ij^u-L J^jSI oLjiJ, ^LJI :>loc^l jl^ Jl 4$U*I cl^* oUj^Ij olL,k:JL jUx, UJj 





Ijjdlj OU^JI J Uia^il J^Udl d;J^I ^ItVI J^l ^ Ljji £\y JbJbJI ^^i: 



•iCiJI jl U^. 4J>I J^lLi buJajl J«f jl jSU 



O^0J>w0 3.1 



ol ^jjl S\ J^l j, W 61 j& cJ*U ^SfL jU LJ 



Jj^jll - Jlill J-u» Jc - BIOS j, ^ lk)l 2u> Lie fljU-l 6 j , JJ(/ , UT" <}V V^- 1 tjJfcU 



cBIOS d-JW. UJ JkJLI .(Sis* V-l o^ 1 jty u*Js\ o* t^^- C^- ^ ^ ' JJ ^ ^ 



ijU- Jjjw jlSCoL V - ^ Jail ^Suu - ^BVI lU- SJUI -aU >l 



^ .1^ £b)l md5sum tjj^l ^ /sbin/grub-md5 -crypt <JaiU JL$. cgrub-legacy J 



IcJlw^J ttimeout Ja^- ♦/boot/grub/grub.conf J,[ L^k Jj^aJ-l ^ ^1 2uJ)l JU*^[ 



password --md5 sum-md5-calculated 



JJc ^ Ul y& cLilo j 



password = <selected password> 



image = /boot/vmlinuz- version 

password = <selected password> 
restricted 



•^IjVI JeuM Slyil Jl U j„J j)l j^Ju 0j£ J 4J| restricted ^ tfSU-l oifc J 

1 «• ** 



chmod) Ja2i jJbfi iBOIj S*I>3I 0j£ l£ /etc/lilo.conf JaiU jL ojJ^ Jj£ jl Lie 



.(600 



ibid ajISCoL j c^jUII J,l j U ju-I ^ jS JU J 4; I t^iVL jW^ ^1 ilbb j 



d[ Olfi-I (SJU-I oUj^l ^ j LJjl. Jkc*) CTRL+ALT+DELETE 131 ^IkJI JJJ* 



Lc <uui Ja^i c/etc/inittab j J^a* ^jLJI li* 



ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -r now 



JJti3l IjJl*j jl ^a^iJi e^ajlj /etc/shutdown.allow JaU 



Secure Shell - SSH 4io5!l asxusJI 3.2 



£S»lj CCrypt JoJbdl 4>j C^Utjdl *U)lj 2u«jdl Jj_^» ^UaJ *-lcJtU-l jfr*ai> <j^) 



:Jlif, cjbl Jjy-I j c/etc/passwd ^Jll j J^SlI j US' 



user:sndb565sadsd: ... 



p£ ^la^Uolj Jail I J^U |^L^i j£c 45l br *J^I ^ J j& 



^li £ iipJI Sj2ll p£ fla^l jl ceiill V-y 1 - ci 51 JJ^ 1 oU^w? ^ jl Jl bruteforce Sy)l 



^j^lUI j£c ^LVl oJla 4i jjjll oUS" Jai>- ^ e^iSlj cshadow Jill I ^la^l Jj^l SjkiM 



pJicJ .LcjS jj II 4i cJ€ jjl j "*" l#i d*" *a1U-I 6 i» j . 6j2 c ju.1 Vj c Jjdl IJla 5*1 j jJU-l 



c2 



dAli jf> y- If* vJik i U cliJu* shadow ^ jj^ oUf aJU-l (J ^5cJ/^>- oUoJ/ 



^Jl oLT ^ jl Lie ♦OuiJI -Up ^IJaJI jL^-L Sole U c (sha j md5 Ji*) ijS iJttl 




^Iji^lj *!>L*!I JT ^-U^-j^ cdJJj IJc 4"2d£jL. cijJi^ jl cNIS ^M^J K cmd5 ^IJi^L SL*l 



1? SjLil) "SIS" y Jl Ijl* <^J c/etc/shadow j ^Jl oU£" Jc J» yd\ j& .^jj^ oU$3 md5 



^1 d/, 01 j£c) Ljji jj>l oUf jruJo- Jc <>jas«U ^ f U3l j& jy \ 4b>j 



WLiJI oU^ll ,j*>i«ljA V^J^J 'JjJ-' ^US' ^ u^A? t(IJLi» change 



Of. £ 



If l Li^ri jjl oLT j& Je JUL, tlvJifi^ c> JsiLI ^ ^jll ^ J*' u* 

c i. t. * & c. 

£• jl Uul oyloVI uyU ^SsX ♦crack j John the Ripper »l jjAI ^ oljoVI ai* j£ I ♦4i^ 



Slot dJUj t(c:j8yi U^UI j£c) IJ^VI WJL ASCII J^l juill ^ j^SL^ |jj 



CijSI (j Sj^>-I Sac ^^ti- l^^c slurpie L^l ^j^. 



*ljju jl ^ V jl Lie ^ .biJaJl oljL^-VI oJub JJc^ jUp^I ^ UJ^I juL ^1 LUuJI 



jl J^C 4ilj Cjlj^^l L^Lllf ^-aU^ iJaJl j^ji jjSw- (v^JuVlj J^jll oUai. gjy jl) ^>^l ^JaJ 



J^UJI Jil j^SC- Lcb \/\ tljul 



• JljtVlj ^ VI OH 



Suid & sticky bits 3 . 3 



ole^ail ^ aclk-L jj£ jl <> sticky bits jl 



^ Jc ^ jTU: jl Lie ♦Amp/ i^-^j cbit Jl li* ^aJi Jli« dJUj .jA^I J^U ^jjl JoiU dJJU jl colilll 



V 4jl S'k jl Lie cl^ ^ ^ <£^ & V^t '£>^ ^ jr 4 olj ^r ^Lfrj 



taiail Ic^u (chmod +t) ^Vl fla^u-l bit Jl la* ^ ASjU oIjA^ cJ^ ijj^JI oli^l j£ 



(VtV J 1 drwxrwxrwxt aJ3 oL>*)U ^Ja^ Is ^Vlj •-t ^la^u-L <dlj| j£cj 



^^SCc ^JLk^ oL^">Ul (Lfjg Lfc* ^1 j£" UU) oJuii ^j^lJ. ^^oi (set uid J I jL^-l) suid 



Ul 



suid jJI £j ji\ dJJi ^ "4^1 .Ul I jr^- j^. ol <c£jj j I J-i. IJla jj£ jl 



setuid ^la^u-L £■! jt J^a jl - jJbLI oL>^ ^^ul ^Jc - ^UJI ^JlW^J jlxc : jJbLI ^j^uUl 



U ^ jl jlCc du>- c^- jJI ^j^dl -4JU. J Iju. Ja>- Ula .LU-ta j JLLI ^j^lJ.1 oL^%* j^SC jl jlCc 



^b^ui tl jj ^ setuid ^SC ^1 ISIj c$ jk^JI £l jOI oJia JL* jl Lie jlJiij ^1 J^J L^LJbJj 



L5 ^j) 4c^il jl (suid l5 ^Uxpj) dJJUl 4iJa^ cchmod +s ^IJ^d^L jU:| li* ^ •dljV 



JiU ol>l)U cJfliil j^.^i ds ^Vl ^Ij^u-L JU j .-s ^la^u-L <dlj>[ jSCc c(sgid ^U-l oia j 



Jlftll w Jbu sgid ^U- j Ul csuid jl^T \h[ (S J~ ^*l) -rwSrw-rw 



^L^^Ull 5 j^VI jj^ J^>- ^ISjI iujl ^Ij^I tV^I f^J^. chmod ^Ij^I j 

rwxrwxrwx ^jJiJI 



(sticky J) 1 j c(sgid J) 2 j c(suidJ) 4 :(Lt L^r ^) ^ulJ^u-L oPj o^U- JS3 



Uj^ c^j^[ J[ aywail ^ac J^uir ^CJI J«f jJI i^Uil ^loc^l olib> j^JbJI »lk: 



jl L£c .U**V J*M ^Vl J*^u- olilll ai* *lk>-l j£Jj tfSliJ 



*L>- ^|j£dJ i^^Cc jrjil (^v»j^lJ,Ij) Sj^^I ^ ^oc JoO^ ^j^l^D :^a^u^U ♦rhosts oliU 



♦ 



cl j<k>- life jl jj^ JUoV V^-l ^J^ '(••• rc P J rs h J**) " r " c^b' 



j*>-l«$i -\S jl c-JjP^ jrvC c ^ry»J^w» Jj 5 *"-^ ^ ^J£el*dl cJ^s*^! ^Iwte^l jl d~ 



Lie S^Ull ojJJI (j\ djs "sijf-J J^-Vj ^ ghosts J jly*)l jyu jl (^o^lJ.1 ^_jLc^ J[ 



!Y Jku jlj J«tf J&u L^J^i jl Ucj Ji colilll *Ji* ,U3L V jl 



^Ij oUa^ ^1 ^a^j •rhosts oUL J LJ; oia :/etc/hosts.equiv 



♦ 



j*bVI oi* bj>-^ Dj>j V Sale c-iill lift cS' J^ji l)I - <JftlU dAli Jslvo J + ^1 ojLi[ 



.r ssh ^ JjJu lib ^Uj cU*J 



jl Lie •acUJI Jl Jj^Jl A <£$\ jl^LI JuJ^l lpd 4cU* j ^a^uJ jlS" :/etc/hosts.lpd 



♦ 



U^jS jlJIj cLPRng jl CUPS Jl jjJdl JjU jl . Ja2i J*i!L If* jJcJ J\ Sj^-Vl j ^ 




i.LL( JWI ^ JoJ*JI ^b>_, c^ikJIj jUjJI oL^i. J* LPD ^ Ik jl .oUj^L ^ Jf \ f£ 



.hosts.lpd Jtlsj flkil lift ^J^xJ IS" lil jjjjJL. j/j jl Lie .iSJjll 



PAMoIjo- 5 3.5 



la.Ja.-i ^j^xJl! tiLL-l iJuP L. p jJI Vs^^ jt-Ui vjLI j» PAM ola»._j jl 



oL<il 5cyf PAM oliU jl* J^.j .PAM oL^:, -d^jj 6 jUil ^ Si jj£ j^ jJdl ^b*t 



♦j~kdl j^Jd a*.U-l '(PAM oIj^j :>Ijc1 j^J* 



(lC*Lo j£c oUU oUIT^) /lib/security/ jiil jS^y (obCil) PAM ola^j 



PAM olJb-j ^J^dcJ jJa; j£3 PAM oblocl cJaU jfiu d~>- c/etc/pam.d/ ji^l J PAM obljd Jb-lj^j 



xdm, gdm, Ji, X Window System jjc J I ^Ijllj tssh Ji* oUj^Ij olLidl JlSJu-VI oblJcl Jbf 



lco2!l '^V ol J^i •Uv ^L J>-j1I) fUidl Jl ^ jl ... ,kdm, xscreensaver 



/etc/pam.d/ jA^I { ISI o oblJcl S»l (/etc/pam.conf cpL^VI g>J\ J UU 



.1 




c/etc/pam.conf ^J^xJ IS" lit) ii-^JI 6 i» J>; (/etc/pam.d/ j) oUU «Jla j jbdl JaJ 



** *• ** 



module-type control-flag module-path arguments 



t(account) oJU J^?jli jl t(auth) ^a^i^ll 15 ILL- 1 ^JJ^ Sa^j O'l^ 1 3[ module type oO^jll ^* (1 



•^Jl jl Olf lilj c(session) j\ ^Jj L^P Lie *Lil 



^ £5 £ £ ^ 



Li IT jl ^requisite L-bl jl ^required Ljlk« ^Vl OlT li[ :>o^j xontrol flags ^kdl oljU (2 



^2)1 jtJjjI J J^ju dj-U-l Jl>-Ij •l{iL~- li& ♦optional LjL^-l jlS^ ^sufficient 



i*x>* j)l jLm^ (3 



I Jslvo cjL^aJ jl Jai3 LJcj C^y-I oUjbU ^ jw» cjb jU? c > 4 ^d ol> ^la^l ^ jl jkj t^JJill 



©include service 



Jl U*J b ^il JuJ) J\ Xif- j I^Ij^I t (0L:> W3y j) PAM olo^ j ^ lo^u-1 Ja^ JliS} 



auth 


requisite 


pam_securetty.so 


auth 


requisite 


pam_nologin.so 


auth 


required 


pam_env.so 


auth 


required 


pam_unix.so nullok 


account 


required 


pam_unix.so 


session 


required 


pam_unix.so 


session 


optional 


pamjastlog.so 


session 


optional 


pam_motd.so 


session 


optional 


pam_mail.so standard noenv 


password 


required 


pam_unix.so nullok obscure min = 4 max = 8 md5 



(... ,passwd, shadow Ji« t4J*il olilll J,[ jkJl) *J£dJU jj^* 4^ j2*? JjM c/ ~ pam_unix.so 



? ft 



(LiuJ ^jlk* JlyL-VI) Jbu dl^i ji Jbjs fU^J.1 ^ 6lT IS[br jS^ll iJ^j U*J iibftj t(lastlog 



- ft # 

♦2L*jdl md5 jla^u-l ^Sj: -tilj <~$jj»- 



ift :3c jU jjSC- d\ jj^l ^3 passwords j auth b\ jLW :^j^lJ.I y>\ lMI li* J l^c 



i[ ♦ (oL^JJ IjJl^l* J,UL JjSsjj) jj^ oUS" jj^ ^j^l^ ^j>"j^ li* ^^xv- vSJUjU nullok J^Uil 



J) JJ> ! ^ OblJcl cJoU ^ ^ J/- j£c •gjljll SJUJ acjlill jjJlI oU£ Jfc cjU:| lift Ujl 



ft 



s* ft 



jtjfe ^iVI JbU S^Lj y>j ^ >l *Uj iiUj -nullok U*l jllj c(jj^l ^1 :JlsU lift 



^ max = 16 ^Ijl^UoL dJJSj c c >5lll J jj^U 



UajJI uij 3.6 





cJuiJ* ^IkJl Olfjj i)jL- Jo*; jl JjJJ oLfjs ^02* dAlij ciiU j' 



^Ijl JjlIwJ 0UL0 ^UL c^wfr a5 cojjjf Six: jl lift tPATH j Y ^kiJI ^j^j. 



S^lj> ai^V V^ L . ^ •AIDE jl Tripwire JL. ^dl ^ jl c(md5 jl gpg) ^Ulj 



rootkit CjJ; ^ Jb ISI chrootkit Ji. oljal ^la^u-l jl tl^iLioTV J> Sac 



SELinux - ^\ flk 4 



aS j^j Discretionary Access Control Jj**j!b <^JJI j£^)l Jc ^IkJI J ^oJiJI VI J* 



jJI ^| ^ ( d ^ J | oUU ^) 4jK1uj: J«£3l j£>dl ^a^Ul <ub Jyjl b£c IJ^j •u J l J *M j^J a^b> sT^JI 



UUo j^jk? y Mandatory Access Control - MAC J^jSL c/^)" 0^ 6 Ji^i fUa^ 



J^uo Ji .ufcil *jl jll y J53 J^jSI J ^ ^Jl C'lSCl Ja-itf ^ f lk)l jk> J4 aL/ 



J J^jSI c^j^ ^Ij c43Jj y[ J^jSI Xl^i jSCc jJI oUlil JoO^-j JvTl ^cdl l^SCc MAC 



>T ^ jl J\ \i ^1 jVl ^04 ^ ill JLJI ^Uil ^ MAC 



bcjjll 4i-itf c^jjlj cSELinux MAC {J y> ^ (d^a^^lj) 2.6 JI 



jbo J ^jL^-l ^sA> ^fcj c(Cj-aJI Jbw jl «-b!l aJJ^ JXC jxJ) L fr wU 4J*>Ui ljU: jj I jjJuii c jl y^b 



b>-%* ^UaJ y 35^ JlTl J^j oU^U ^Ij MAC <q> ^ a^l oLL SELinux jJaj 



4* fi. ^ W 

jl 4.1^S^lcL V jSo c c >^ log cJflb* Jl obL ^U?L jl ^IkJI ^jA ^ ^Sx .^aiidl ^x;^ 



^1 ^LJI l^SCc c Jbu Jj ♦(^ jbT ^J. u^rl^il S^lc ^ JjJbdl ^ y)l Ula Jbu d*^) cJflill life y ^l> 



tte U j ^ jl j£c c^>l Jild J^l ^ L^c j^J cL^b^ j!l (Jilil jl) JJd\ jp JUVI ^Jl 



JLJI U* Jl. J object US3 SELinux <bBT j KING SABRI c^j^ o--^ 1 l^J^-l jll J» / ^ 4 



W tf.fr 



c^Jo^iJiV SJuJc cJ€ J. # oL^L^ ^ NSA i-^VI <^j2l "4^ SELinux c^U 



^Jc j £ jgJ-l dJJi Jo. j c2000 I j>- SELinux J*>- j2 .BSD j Linux Jit I J-\ UtfVlj 



.iifcaU GNU/ Linux oUjjf 



ajr JO iLul UL. ( _ 5 ^i U Ji.b J**" ^ '"J 1 ^" fj <y SELinux j LjJ 



^1 juJ^ (^Vl lii olj^l lib*) L^JJ^ oULJI jl JJLJI Ju^dl ^S^l li* jJIjJ •JL- 



* fr _ fr ^ 



ULJI iJi^. jOIj cSELinux JSC jiCS* jOIj SELinux policy database SELinux j 



m fr 

ljL> ^1 ^ ijil ♦jUaJj jj^j (j* ^j^~t tiW SELinux <j U ^Ik; XLf- 



V •ikrjLl oULJI jj Jl ^04 o:>J^ oUL ^j&^4J j& ^ ISI user_u jl <^lkJI oLL*J system_u jl 



Jj^J-l user_u user_r J j£c V liij •(^IkJI j^Jii c ^ fi 'jl JjlkJI) sysadm_t jLv- dlU jl user_r J ^SCc 



^ c fr *** fr 

:^2JI oJl^ Lxl^ e^ajl ^Vl JLJI •Jlj^VI JU ^1 j sysadm_t JL- 



root : sysad m_r : sysad m_t 



4jJjJ ps J Z- jL>- flj^l l^xc t^U-l oift j 1 jjai) J*jL« SELinux <au jL^>- j tJWLI J^u- 



# ps -ax -Z 



LABEL 




PID 


TTY 


STAT 


TIME 


COMMAND 


syste m_u : syste m_r : init t 




1 ? 


Ss 


0:00 


init 




s y ste m_u : s y s te m_r : ke r n e l_t 




2 ? 


S 


0:00 


[migration/0] 


syste m_u : syste m_r : ke r n e l_t 




3 ? 


S 


0:00 


[ksoftirqd/0] 


s y s te m_u : s y s te m_r : ke r n e l_t 




4 ? 


S 


0:00 


[watchdog/0] 


s y s te m_u : s y s te m_r : ke r n e l_t 




5 ? 


S 


0:00 


[migration/1] 


syste m_u : syste m_r : ke r n e l_t 




6 ? 


SN 


0:00 


[migration/1] 


syste m_u : syste m_r : ke r n e l_t 




7 ? 


S 


0:00 


[watchdog/1] 


syste m_u : syste m_r : sys log d_t 


2564 


■ 


Ss 


0:00 


syslogd -m 0 


system_u:system_r:klogd_t 




2567 


? 

■ 


Ss 


0:00 


klogd -x 


s y ste m_u : s y s te m_r : i rq b a 1 a n ce_t 


2579 


? 

■ 


Ss 


0:00 


irqbalance 


system_u:system_r:portmap_ 


J 


2608 


? 

■ 


Ss 


0:00 


portmap 


syste m_u : syste m_r : rpcd_t 




2629 


? 

■ 


Ss 


0:00 


rpc.statd 


user_u:system_r:unconfined_ 


_t 


4812 


? 

■ 


Ss 


0:00 


/usr/libexec/gconfd-2 5 


user_u:system_r:unconfined_ 


_t 


4858 


? 

■ 


SI 


0:00 


gnome-terminal 


u se r_u : sy s te m_r : u n co nf i n ed_ 


_t 


4861 


? 


S 


0:00 


gnome-pty-helper 


user_u:system_r:unconfined_ 


_t 




[JLo/ \J 




0:00 


bash 


user_u:system_r:unconfined_ 


_t 


4Q90 


ntQ/O 


q 
o 


0:00 


gedit 


syste m_u : syste m_r : rpcd_t 




4984 


? 


Ss 


0:00 


rpc.idmapd 


syste m_u : syste m_r : g p m_t 
exps2 




5029 


? 

■ 


Ss 


0:00 


gpm -m /dev/input/mice -t 


user_u:system_r:unconfined_ 


_t 


5184 


pts/0 


R+ 


0:00 


ps ax -Z 


user_u:system_r:unconfined_ 


J 


5185 


pts/0 


D+ 


0:00 


Bash 




oliilL ak: II olSLJI ^j^i els J Z- jU- L^Ji^l lilj 


#ls -Z 














drwxr-xr-x josep josep 


user_u:object 


_r:user 


_home_ 


_t 


Desktop 


drwxrwxr-x josep josep 


user_u:object 


_r:user 


_home_ 


_t 


proves 


-rw-r-r~ josep josep 


user_u:object 


_r:user_ 


_home_ 


_t 


yum.conf 



:JL& JU-I biL. U JJI t^fj 



$id -Z 

user_u:system_r:unconfined_t 



enforcing g XjC& \ ^>J\j permissive Jj&LlU ^J\j Oli yu C£**^J SELinux jy^ tJ*jJI i-^JJL 



unconfined_u:unconfined_r:unconfined_t U*J j j& d\ r&ij 5 



^* (jl V iJLlill J •(oUjjdl (j^o J var/log/audit/audit.log J jj$C uSj cvar/log/messages 



ju-ljdl oblacVI cJiJ^ SELinux li[ U*J L£c ♦U~^» l^L^ ^ jdl oLLJI j ^ ^ ^jjl J^jll ^ 



.SELINUX=disabled 1*J dJJSj c/etc/selinux/config j S^lc 



ai* JiSir jl j£c toUUI J oULJI jr^bp ^ i^U. tSELinux JJa*?j J-*i7 d LiVI Lie 



• aJ^L^-VI 4^JJI j S:j>y SELinux ojbp jl 



^ tf- tf- 

j IjlJs c-^uJi jl j£c jJI 4j>^l iLoLJI Jdyj j^SOl :>o*)l j»j jL*VI ^ UJtl Lie ^j^l "t&Ju* 
jCis JwJI SELinux jtf U lifvj j^ttf jl ^1 ^ cJUapVl y l^\y j .oUjbfcl j 



Ul ^ jl oljU- j\ (SELinux olaliel jUAl ^JJI Jc p^ll j, X 1 V* 1 "^W ^ 



4* cv cv 



J ♦strict o~Lil«j targeted : j cUiJr jJI oLLJI uy^- CxPy SELinux 



oUL- J (olil Jll o^T) oLLp dJL> jl VI oji jj^ J**? oLLJI ^ J>\ ^Jl ^ 



cIlj^ oLU iiJ*i-j ^\ JLj ik: ^ oLL*)l ^Jiilll yJI ^ i^LJI j ^1 jLj S^j^- 4ik£ 4j>l 



Jujril 43L?L oU^ljll 



jL>l Ji^ i^VI oULJI J jjSC J^-j c^v-LJI ^^i; ^ cjIju* Ijc Jc L^^5 .^jusI 



j ^Ji^icJ (MLS Jiu) \^^\ oLLJI IJla .1^ Jx:Jll J^jll 



jk&\ c/etc/selinux/config j <ulJ£dJ ^ :Lu^l oULJI ^* ^1 jl b£c 



/ oliil j IfblJclj olS l*LJI CjJ&t ^ ^Jall J ♦SELINUXTYPE 
Jb*!l Jail I iJuVl ^u-LJJ ill jA^I j jl li£cj c- Jlill lu- - /etc/selinux/SELINUXTYPE 



(SELinux JJ^ ^ Uxp SlyJI j ^ U jAj) U 4J>VI ^LJJ 



djjUaJI 4.1 



4JUI ^bJI J* SELinux \ jj&r 



♦ ol^JI (JJL^ Jc :>ljS"l ♦ 



Selinux ♦ 



.(obUI SadS) i^LJI ♦ 



JSC jUx, Li jI~p-VI c>o UJW jJI jjAl Jc S Ji; 



^LJI obUI JU j ijlkll oLLJI jl ^ flkll oltUS Slyil ^IjTl ^ilj 



♦ 



jejiai j o^Ua. j^Jr S^WLj cl^ j£ oLUll ^UJI ^ Jej cSELinuxJ aJLLI 



J^JZ-bjJ^ ^J^iJ Sly) I flJ&^-l S ik:^ll SELinux oljal ^Ji** 



♦ 



SELinux ^ Jclidi oliLkr ^fjj i^>-l j Jy dibselinuxl.so 



jjSCj) J*jJI ^lk)l IJiw Ujl> ♦SELinux Jc\J obL SacU j <ui ^u^l i^LJI jl 

jW r oUJI J cffjjlj tjtrfl i^LJI cJoU c(Sui« SELinux 



♦ 



bUipl Jl^ll li* <jd2£ jl j£c j^Jj) /etc/security/selinux 



^IjcVI oUL ^Suoj ijuVI i-LJ ijjuall oUll WcT Jb*!l i^LJI <jJl. ^ 



J iolc U:>U[b£c jdlj c jCft j^Udl C-fr V (IjjJuaT) oUjJjJI ♦(make j^) 



Icyf j^Uall di& jjS^ U S^lcj ♦/etc/selinux j j\ /etc/security/selinux/src/policy 



•4 i-fjJI o^^Jlj makefile J»j iikdl oliU 



e. c 



Jtb jl Lie jLj ^k:^l ;uLJI 4iJ J^r ^yi jdlj t^yll jLi£ oliU 



l£ c jjkJl ^ J* YVI ol j ^ U i*\c j u j£ oUil oJia jl jUp^I t>* 



.1jL*U (j-ioJ ^.Ijl ^ "aSj** U*Jj .SELinux ^Ji«iJj Sjta^ ^.JidJ l y^a£ 



♦ 





1 \ * ** VM 


chcon 











.makefile ^ULac- si^ ^jj 


£?eten force 


/ jl£ lil deactivated 9I 'Ten forcing J nermissive SELinux ^ j ? 

# 


getsebool 




newrole 




runninit 


UjIUj <j Jaju ^ill (j^JI o-*^ 3 ^ ^1 o- 0 -^^U '(start, stop) 4-*^ l!^*-^ ci^-l Cy* ^^Jluaj 

.(init U:uo 


setenlorce 


.eniocmg 1 j ^permissive <>i^ 0 <selmux j^j 


setfiles 


.^jIJjjVI SELinux ^! J* ^v^j ^Lul! cjISUAj 4jc jail J j J j>u 




.SELinux jjc- J^i^j 



: J2U cSELinux ^ad I4LJUJ ^ U*J ^ iibbj 



cron UJuLc ^ jdl cJtflUj!! olSLv- j^aiJ 4jJU? ^ :cron 



♦ 



^IkJI J jj>Jb Uxp ^a^uUl Jla&VI JLJI 4jJtf ^ :Login 



♦ 




U-Up j^jliJI jLv- Ja^UJ djjJbu ^ :Logrotate 



♦ 



J^j 6y^- SELinux oU~k ^ 4#>-lj ^a^u^j ^a^uUl JlJfcVI JjLJI ^tJJ ^ju? ^ :Pam 



♦ 



OUT oU>^ Jl J^l 



^IkJI j Uo> Jlj&VI JjLJI djjjbj ^ :Ssh 



♦ 



./etc/shadow j /etc/passwd Jo*7 jdl 4JU?^I ^1 jJI JuJlJIj 



♦ 



olj^l j+jxc J\ oL^rljll Olj^l Jl. cSELinux 5jbV olj^l ^^SbS oUjjdl ^ tUulj 



SELinux L^PJo J\ litskl oUj^L IkrJLI olSLJL S^a^- olj^l Jl »L*[ ♦oULJI JJ^j SjbV Sj^Jc 



J i\ J d\ l^SCc SELinux Ja^k! system-config-security IjjJii J ^j^J.1 oli Sl^VI ^ tW}jdl j 



Security Level Configuration 




t 



Please choose the security level for the system 



Firewall Options 



SELinux 



SELinux Setting 



Enforcing 



Policy Type: 



targeted 



Modify SELinux 




> 
> 



Admin 

Content Locations 



L ron 



FTP 



ITTPD Service 



Allow HTTPD cgi support 



□ Allow httpd daemon to write files in directories labeled publ 

□ Allow HTTPD scripts and modules to connect to the networl 

□ Allow HTTPD scripts and modules to network connect to da 

□ Allow httpd scripts to write files in directories labeled public 



L 



III 




X Cancel 



43 OK 



SELinux Uj^ j : 1 



Jk*j jl J*iJ jl - togglesebool jl setsebool ^VL - luSCcj cgetsebool ^Vl icUII ai* j 



cron, FTP, http (apache), DNS, : J, l* JS3 ( dJ £j) yldl olj^l ^ tJlsLI IjjOi j 



toLLdl oJ^IS J,[ * ^^aII jgp Jj^jll Jl> lU-lj tgrub, lilo, nfs, nis, cups, pam, ppd, samba 



\s J* jjg ol jydll dia ^IJi^u-l ^ j • JJcioll ^kr jl SELinux i^LJ Iftdl ol j^dl Ja^ 



dJu-U- oJ^lj J^j>J jljk^^l j ^L*JI jrwJc^ jJlj c SJLkl I 4^L*JI Jcl jll 



jiLdl 



4.2 



e/- Juj ♦Juwbdl 0 jbVlj Ja^^A) Iju. Ijii* 4JjSC! dJJSj cSELinux j^VI *l_^j »l jJiil Ja*> Sk, 



j^c SELinux Ja^ J«£ lc t»lL>-l j I j*i jl ^SCc 0 jJ^I jji j ^J^uJ.1 j^S- caS J*-UI Ju^I <^wJ 4jL 



jda SELinux ij>-j ^* ji- cU Jl>. J,[ <Jo>- oia jl *LL*^ ^IkJIj ^Ij^u-">U JjlS j£j 



<jj <;4JU^ VI oL^HyaJI jl ijLjo j»L5)L SELinux jte jU UNIX oL^M^ Jk^i 



.bJliS j£\ iiU»I "V 1 ^ Jl SELinux Jl >c jl b£c tiiJU-l 



' fr c 



Ijtff JU»bj L^f If ^ jicJ jjlj coULJ -aJjU.1 ^U^l ^ d)bj ubVI J'lj* UJ^ts a5 



^ strict iJLUll bj^l ISUi* ^ jjTl ^ ^Jl la* jjSC jl <u*lj ♦LLP 4-J>l SaclS ^>VI 5/* 



J>)\ ^Jc u^H. Lcj dUij) I In j^T ^jusoll SELinux ^ aS *j£iJLI jl ilfll J jl L) ^UJ 



jj& oSl ^bi »IjjT kl Jlj tj*Vl j SELinux <uai <^jjl jcJlI ^jJI Jl j& jl Lie u,LJI j 



*iloJ^>J! J,^.r. 5.1 



V Ul jTts jV <_^U jSCiJ ^bi cU 



FTP Ji.) olj^ obLJI W f J*s-3 V oUai:l ^ Ij^I ^ ^ oUji. ^ Iji^l (IJ ^Js\ 



.SSL _j SSH Ji* JUM oLir fji£*.\ jri JujJI j Telnet j 



J ^fc^ .oLU-l J»lk>-1 jl iikU. JI Ju^l JUVI oUii jUc Z&t lib*, 



6 Jl» SSL j SSH j) V 1 -^* o* J 5 *^ u c- 3 J^-^ \j SjTLaJ j£j j\/ oVU-l »i» 



^be-^l ^Iji^l ^ IJi^lj U ^JlU L.> -4SI3I U j»j jdl - iU-l 01 jJU- ^IJtocX~-L ^ ^ijr 



xinetd 5 inetd :^jl>JI 5.1 



SjU:| joljW ^ £jJ foljW oi* :/etc/xinetd.d/ j U jjdil jl /etc/inetd.conf j 



♦ 



c>° ^^-^ xinetd i*J£- jl .l^U-SS ^jjz>j \ oUJbtL ^2T du>- tsuperservers 



(J** j 1 ^ ^i 1 inetd f 1 -^ 1 u^j) bj-^j 



j» JjJlI cjbll Jju. J*» •^•V t£>M (i k*. 



♦ 



/ J iu^k* jfjjl ^ydl J^ljj ^ dJJi ^ c/etc/rc2.d/ jJ4l ^ oUa^l JJuiJ »Jo cjbll 



•"45 U- 1 restart jl stop jl start J^UiL J^r c/etc/init.d 



lu£cj ♦NFS j NIS Ji* tS^VI uh ol^lcJC^I ^lo^u-b c/j :RPC £j» (Sj^ 



♦ 



.rpcinfo -p ^ Vb lift 1^1 c3 j*j jl 



UsM oUaiil JSC ailS dj* ^ajl /etc/services :(SJljU oUjUx) ^jil oUio 



c^j^j (j; jjl Juidlj 2UJ^ ^ j&sJJ - djjc jl UDP jl TCP Ji. - JLLLI oUa^j 



£• oUlil oi& Jb ^J^JJ iibll RPC jol/£ 4x15 /etc/rpc j jiljib 4xlS /etc/protocols 




oLijJIj oU-0:l ^Ij^-I jll oUjOM JS JJarf^jJI fljLI 



j^jl £0j> dJJij cULU; L^JJflAj ^ jl ^ Jul jOI iooi:! J«£ jl Jaii hi*i c/etc/inetd.conf J 



♦ jk*JI 4^1 Jj (J # 



^ d~>- t/etc/xinetd.conf <Jalll J :>lj£^l cjLj IjjOi J ^j^lJJj cCjUj^ xinetd j 



cJoU JS" j ^oj ./etc/initd.d jjdil J «jdU lyWI oUaiM JS" ^ j t ^jliJL j£*dl if oil ^2)1 



JxJI JUol. ^»a^. JJa^d jiSC r^U-l ai& j j rinted.conf j U J^.j u*aiM oUjU* JoO^- 



j UksM oUai:! otalJd ^ J^air d~>- rinetd J^^jy Jo I :>ljd xinetd J .2UJbW <jdU ^ disable=yes 



.(DDoS j\ DoS) i.JbUI ^ jl fj2? j!l oU>cil j*** ^J- ^Jd\ ^IjcVL c^JbUL J^i 



system- j tKDE ksysv Ji« Vj^j ^b- 3 ' b^J iSb^j .iJ^I SjtaVb 4ikdl Sj^jSI j L^Lk^r jl L^LtiJ ^ jl 



http://en.wikipedia.org/w^i/List_of_TCP_and_UDP_port_numbers :5Jd-!j L&j 6 



cj^l jj ♦(bum j rcconf j sysv-rc-conf JSC jLo jj) bj-^ c>° nts Y sv J config-services 



dUij ^ uJv* V jOI oUai:! JJ^j /etc/rcX.d/) 4* U>J ^iSI JJtiDI Jl v^l b<c 



cSTOP_S20ssh Jl S20ssh j^j ^11 ^ t JUL I J^u- J*J :>T J* J\ Jl K jl S y> «jdW ^1 * Ijl ^ jjl 

Uj jl J^Jbf l^Luy lloJI Jl oLa^I U^ljl l^£c ^ J? 51 SjW cij ^ 



U jl cljjOi J chkconfig j service Jl#) 4^** J^oir jl olj^ ^la^u-VI 



.(invoke-rc.d j update-rc.d Ji« c jLo J L^Lli 



Ji») r Js>L If. j^T Ijl jJIj c(copy jl login) a~ Jw* ^Ijlj ctelnet j!> S-L~ oVU"! ^ FTP Jl. 



oUjUil Jc J_^i-L C-'IT jj)l crwhod _> finger ol*Ji- "AU^il i£>^l jkl^l <yj ♦(••• rsh, rep, rexec 



:<J,jVI (jUs; uJj .L^U, (^jjl J*s*M jktl UU cjUjAM ei* ^ ^1 ^Ij^I ^jc .J^l 



jl 2ujOM ^ oUT ^ J^U jtf ^ j£cj cjjJlI oUT ftp j telnet ^wtf V J£)l j (1 



sniffers oU^ ^IJi^L) akrjll oLLJ-l 



Jo- jJI ^US" JjSC- V - JJ^ J - 4J| J^j-jJ^L* rexec j rep j rsh ^ jT jj (2 



j£ If' " V UyJj - ^ ;(.rhosts jJll J U c ^ jTUI ^ l^UiS ^ ISI tjldll J^u. Jp) 



^ ol^J SSL J# UJ ^ jl jllj) OpenSSH V> ^ ^Vl ^ ^ JtfVI JJ-I jS^Jj Ajja 



^Jl^ ^la^u-L) ^IjlSII ^Ij^Ij «-*>UJI JIjlL-L ^c^b: sftp j scp j ssh ^IjVI Sj^u^ JjU OpenSSH 



scp jC*l jl ^^Cj ^j^j rs h j rlogin j telnet 4XJia!I ^LSJL ssh ^Vl »(sshd 



.ftp J sftp j crcp J 



JWI jIji^VI ^ b\ tJjVI jlJ^p« u^-bi j& ^ ISIj iOpenSSH c4* Uxp jl 



.(/etc/ssh/ssh_config ^UVI j JliU oljU J,l>i) 




>VI ^UoT! 6 



Ujl^ cAfJs y&j OUI Intrusion Detection Systems - IDS Jl j^VI J*LilTl Ual 



7 t c 




fibs j olj&Adl ±J\jj c^lkJI ^ oU>^ ^ ^ u-UI oUjUll S-ui^ Ual M 



ttrV P lijL- ^ V 4J| ^ j2^j , aSli)l 5ju^ c^>I i^Jal •Wliil oUaW oblacl J J coUlil 



bUI l3LHS"Ij ^1 *aU^I oU^J>Ij tiib^ill obUI j^j jiCdlj cJ^^** jl^uS" ^IkJL ^laiilT 




Jlia 

r U^B yU) TripWire j ^ JSa^ll) Logcheck :$ J^VI U>L££! Cj! ji 5IuVl t> 



J3aj UiU^I Si J) Snort j '(TripWire c> ^4** AIDE j <(£atiU ^ m d5 CjLL** i£2 jjc 



M-\ Otj-b-j (wrappers) oUiii! j& UH 7 



Olil^j U l,Jbk ^j&sJJ oUt uh J^- J*rf £U J> (TCP wrappers jl) TCP oUk* jl 



aim ^J^ciJj »Jj^j)I Ja^k; j^-j 4.Ui^» wrappers Jl ^ oUjjjdl Jb ^Jil ^Jiir jJI ^ol jk- 



•U jijr jJI oUai:! lU* J*. I y xinetd j inetd ^ 



!bU)l j iij>-yj ctcpd ^jj) ^k^^T J^x? ^j^l Jl oUj^I oLil^ oUikll JjuLi c^UI JSC&j 



Ofc" lil br j£>dl J*. I y ccJJaJI jJi^j ^a^uJ.1 ( yuk c^JikJI £b jJI la* JJicJ Uxp •(/ust/sbin/tcpd/ j 



:inetd J HJUI ^jJLl u^&I tcMl J-u- Jc 



finger stream tcp nowait nobody /usr/etc/in.fingerd in.fingerd 



: Jl 



finger stream tcp nowait nobody /usr/etc/in.fingerd 



Joj^) J^jll y j2>dl Vjj^* jj£~* ^jjl tcpd t-il jil ^ J*^' ft ^ S^^.J 



.(man tcpd oUi^ J[ Jti\ oWil oU^Ull <y 



wrapper V^* £ J*^' jJad I y Dj^j tTCP wrapper J ^ ii^t U*j ilbb 

^oSI ^1 jcVL JjVl ^U-l j If * jl lu&j dnetd J l^- r j^SC jl j~k!l ^ ^4 V aiJJI ^ j 



J^ UJ 



'a* Cfj £f oUj^ ^1 4J :>Ji^ ^iSlj c/etc/hosts.deny Jail I cJaJ^ll ^Ua* j£*dl ^ 



^ jJI iaJbbl 4J ^ ^jSI /etc/hosts.allow ^jJJLIj t^jUM j oUjUl JiiL 5 4*Ji^ Ji. OljU- 



1^1 ji^cdJ (hosts_options j hosts_access JJ:> J[ Jii) oyL^ll oUU ^aSI tcpdchk ^Vl 



}LPj ^>J£. ^,1 <uk*J ^jSI tcpdmatch j* JLill j^VI ^Vlj .OblJcVI <j*>j£ SjLuj c^c^ 



j j!jl>- JuLs j£c •oSLiJI a* Jj^jll ^2. oUL Juk; jJI iJaVI ^ ^yf jl ^ iU-l jIju. 



jl) >Udl lifciU o&JtJI J;p Jc Jw« jl "Ci ^lk- Li jj£ jl y. bp; J^l JJ-lj 



■sSliJI f> J-*/ Vj>* (UU» tab* j£" jb^U Jc lU-l jIju. jj£ "4Ja)l dikj »l> 



c^U >l jIjcI lib*, .li&l oK-ill f> kj Ji-la b^k* lU-l jlj-w ^ U» U SjIc 



cUIjU tUju^l £. obbJI JJxJj J--/ r£li balk j^j cjbll J-u* J*i tiUju^l ^ 1U-I jIju. j&j 



jLp- j jjSCj dJb JL29-I iibkj .U oUjUJJ "aU^- oL^J lib* Ob dlij IS" cii** jil r Jl 



"^kiJ. oUIJi^lj oblJcl lU-l jl jO. j ^ jl ^Cc <ol ^ jl b^lc oVU-l »i» j c^>l SjLuj 



^ fcyf jt bjii. IjW ^ CJ& ISIj t jSft jl S-ulj 5SIL 3U^1 j^ lib, ^ *l Uj j^ lit U Jc ju« 



TCP/UDP i*Lc ^11 jc dAlij c(oUjUI ^ J\j coUjU JJeJ jl jSU Sj^Vl J jl cdUS J*J 



yi jUj j cNetwork Address Translation Xf-J J>j oli <j;>l V*" 



tCUJsVI i*U:l "sSliM j "^J^J,I ^lill CxJct* M>\ KL- V^ 11 • j* f .NAT "ob" IjUat 



NAT ^Ijl^u-L ♦masquerading l3 ju U Sabdl ^UVI Jb*l j[ J^jSI ^ 



Jo JbJJ IJla ^j*q\Jz\ ^UU! ju-Ij IP jl^uS Ij^Ji jl "-S^-iJI Jo\ j\ Jl$4- j>j: ^masquerading 



^^J jll J>U j ADSL ol^r r j t JlsLI J** *lj*jLM oVUr^ll jl>-j J^r jl Sj^>-VI 



IcjJ S^UJI j ADSL oL^>-^ JP j^jbp Sac ^UJbUI :> Jo > Ja* jV V^ 1 - 1 jj^> j 1 s J*=r^ 



oi* j ♦oft^ 1 <y fl^^-l U*J ^LiJI •U*J j!jl>- oLI^Ulj cNAT masquerading ^ 



jJI oVU-l j) jIju. Jl^- Jju dJJS j tl/yu Ifjl* ^ jj| a^UUl aJWjJI •aSlill al act j faJU-l 

•* ** ** *• 



Netfilter: IPtables 4.3 



4*U»I fjJ-l ^-i/ f Ji t£&\j cNetfilter ^J-x ^jJil Uji Ulk (2.4 jIj^VI JL*) ^^SoJ Slji ^Jii" 



j|JU*)ll j) dil i JJ Jptables J> IcjJi JS^Ij tiihil Jdl oL^>-l_, ^ Ij^L ^IkJI IJla ^ .NAT Jl 



c(lf. ^a5^l) 2.0 Ul .(<uui <c$Jj) JJcSi JL- ^IkJJ OlTj cipchains J-^,J-\ \£y jj 4 (2.2 



SjUj) iu* Netfilter/IPtables ^ (12»-^II "4i^l jj) U J*UiL- .ipfwadm J> Jo Ubt UUii ^»Ji=xJ C^tf 



j - 



j tjtjiai ,Ui^ ^ jai ^ jy J\ likskl ^LJUL iptables ^Vl Vrb ^ 



.Jibll j,Jj cNAT j tiaJlj VJM jijj-l otflkj 



J-*i3l ^jl^ j LLw. j^J jl lil c/etc/init.d/iptables start X>J^\ JJjS ^_ 



j£ jl lilj .JtlyJI J~-!>L» j, JT j alaJLI dttf j -4SUI 4ely3l tfli iptables -L Ji\ J*ju_ 



■J.J?\j £>L> cM 1 J-*" j f>' jT l#-V 



s* ft 



J^b ajU\ Jbilj Jclyll JjS/l -Mangled j NAT j Filter :J> Lai j)l J,UU 



Olf 131 ♦Filter j3l JjJ^ ^ ^a^xJ J jSCia* (.CjJZ^l i ^iL« M OK* 131 cJua^SI 



tf. W £, 



JjJ^j NAT JjJl>- JjJbo LJb jjSC^i jUM Jj^jIIj ^L-Jd IS' I3[ dP masquerading jl NAT 



jdl Jj-u ^ j^SLj cU^UI Sj^>.S/l ^ O^U. ^li fUtt ^ jliaLI 0^ 131 •(Filter) ^ jdl 



CjIT 131 b: jf Id! cNAT Jj-u j jcl^JI ctf 131 Li ItW jU. t^JLil Jl V> J** Lxp 



^ oJ Jl lijJL jtj^dl JcljS Lai b&j Li 131 jl cj^c jt ^ ^LJI ^ 6^ 131 U J^l ^ ^ijdl 



j ObUu- SiUJI j lib* .U masquerade J^P jJ ^ ^jLJI JclyJI ^JcuJ NAT iib» lilj tV ^' 



.(man iptables toU^Uil Juj^l) li^ jSS* 



i ^1 J.\ alia jl luSCc Jjl-^) I Jja^ ^Vlj cH >)l ^Sau U>- V <jU^- 



iiUI SftWIf cIl** *aUL- J^b ^ U ^ jOI jel yb\ ^ &y&S jdl J j ju. Ja^ :>bdl 



:^a£ ^ cS^WI jj •(jtjSlj J^j») 



iptables -A chain -j target 



jJIj Lp)[ j^jf jj| 4^>-j!l target j ^forward j\ output jl input U[ chain i*j Jj>j d~ 

jl Lie ^aTj^I l)V ebb <jjJb* jj& jl LJb Oj>-j^ y> U J[ S Jcl2l -A jUM *Ju^b ♦aJcUll £• jil ^ 



SacU elf J ^ AlaJI j ^ jj-l u ^2? S Jtli b^j ISI bt Uc tllaJI j 1.1 ^ JiVl Jcl yJI 



jl accept JjJll cJu-udl 4>-j Jcj t^ji-l U Jo-ud -j jbW ^J^dcJ jl ^xc ♦jUp^I j^ UJ^I ^ 



(jpLc-VI g*J\ j j^j JjVI ^ .drop _j reject ^ J^l ^1 ^ .drop JaUdl jl reject ^Jl 



"4*L^i - drop JaUJI - Ui!l j Ul .(ICMP y ^ ^ j/j U olc,) JUftl Ukjj Let JLI 



dllij clog j*j i^Ji^ >T target 41aj ojl ^ tfl J-,' & <-*>j>rj> {fi $ J ^"^>>l 



jl accepts V 1 ^ 1 cS>^L> 'l°g £ W-M ObJclS lib* - "aSU-I si* J - olc, .j-jliJI flk J[3U>U JL-jN 



.jijUdl Jl ^ jjl jl j\ >Jjj2ll jp. oUjUll JUjI jCll jfr^. cdrop jl reject 



:JliU Jju* Jc J[jftii.<^jil 4 (insert ^1) -IjLW U*l ^McJ j^i uJc\2\ JU-a[ 



iptables -I INPUT 3 -s 10.0.0.0/8 -j ACCEPT 



jOI (-j) f>l jlj t(JijSI) INPUT >UL. j, dJWI ol^l J Sjc^I ^ cP» >. <ol b j«2. ^Ij 
D jLULj Mji fg» c255.0.0.0 ^U3L 4 10.0.0.0 V^ 1 "^r^ 1 i>* i(-s jl^l aJ^j csource jJi^JlI) ^ Jb 
JjVI SJcliJI cob^l ^j^- 1> cL^Jj 5JcU)l j\ SacliJI j l3J^ jl bxc - LL aXz* J^ij - 



:Ub/ S jll SacUJI jl ciU 



iptables -D INPUT 1 

iptables -D INPUT -s 10.0.0.0/8 -j ACCEPT 



fjc JSC ^Jb ^y- ^ (,{? jLtL) ^ V'- 1 *^ u^i 



f>l ji^ Sale v^L- JS^Jj df* ^l^i U ^ jtj L'.l* JT JaU l^jjc^ cjlll 



:J, r dUi o^VI J* ^V* ( H) **JJ> o&j- 'H 



iptables -P INPUT DENY 
iptables -P OUTPUT REJECT 
iptables -P FORWARD REJECT 



JL- j| jl JUjL ^-LvJI ^jc_j ioU <^l JaU ^ jjll oLLJI IJa J*i 



•UUa^ jl ULfjj l^a^iJ jdl jil^Llj iibll J^fcj^ £^>^ <1~>- ^ lift JjSw' jl V: 



:ja& jl a£c ^dl JjJl>- J d i* 



1) iptables -A INPUT -s 10.0.0.0/8 -d 192.168.1.2 -j DROP 

2) iptables -A INPUT -p tcp -dport 113 -j REJECT -reject-with-tcp-reset 

3) iptables -I INPUT -p tcp -dport 113 -s 10.0.0.0/8 -j ACCEPT 



192.168.1.2 JI^JlIj10.x.x.x j, Jb ^1 *>l J»L£ (1 

** ** ' 



tcp-reset y Aj ^UjL cl 13 Jill Jl *aU>I TCP f > ^ (2 



lAji £ 10.x.x.x ^ Jb f>U ^ c2 ilaiJI J ^\ ^>l ^ (3 



_> /etc/services olill \>Sk; jJI oLjUU iptables ^UaJ ^.Ji^ cJjlllj jil^ll *Lc-L (jUx, Lij 
jUU-l 6 Ja J i^k) *lrVljt flSjVl ^ (Jill j I Jlill) oUjWJ JoJ^ b&j t /etc/protocols 



JclyiJI IJla j^ti .JclyJI ^ iptables ^ ^Jbu oLlcJii*-! iptables Obljd *L oU)l J ^ 



'jjai jdJJi J/ l^J ^ ^ l^W utj IT ISI dptables ^VL lf**V j& j)l >M 



/etc/init.d/iptables save 




/etc/sysconfig/iptables 



/etc/init.d/iptables save name-rules 



Jai^- cSJil Dlxll 1^1 cUL**# iij>-y /var/log/iptables jjjil 01 ^ jo las jlj uj^ ^ ^ 



•ji^l J ^ name-rules jj$w> tolilll 4J 



jl c(jc|y3l ^1 aJtf. jl jLo j Lie) jfclyll jl (/etc/initd/iptables load) ^S/L L<c 



j^j - (iaai:| *jo Jl> L^la^l ^ jdl) ^LpVI Jcljill "aU^ jj& jOIj - oUU! 4^ail *U*VI ^JJ jLo 



j Jc\yb\ J>j tU*J ^ I j&s*- VI aij* ^b> j ^JbW (cJaSy jl) Jiuu xp j u LLo ^11 -4*^0 



c^jj ^Jl JJtiaJI j U***y. ~ ~ l-r^a^lj Ijj yiJI iptables oUlcJi^l <Jrj. o*> 



./etc/initd/ j jfjJI ^1 J^U j 

** ** 



Otajj^l ^3 4jU»Jt ^Jo- f> 4.4 



:J» olj^l (ji* .(oVU-l j fc-**-*. "duP iptables J ^jjJI alJtoVI ^ Sale 



jl t Jlc) <~jjPj1I ^ VI c5 ^ _ ^ ^L-l j - oU: j/l jjOi j a J^41 j£c :lokkit 



♦ 



j l«L* |f jll Jclyil JlfJI ilJcVl ijj j£$ .iptables j J* obit oUVI .JjJlI alJteVI jjJd 



Xp jl t^jyi Xp L^L^ 1 ^ jdl iptables o\ ^jjl etc/sysconfig/iptables 



*|jc[ il/ j£J c jLo ci IfU-fr U*j ♦stop jl start jLtb c/etc/init.d/iptables ^la^u-L 



S* ft 



(-pJu t/j-^j jlJ^I U*J ^b> •/etc/init.d/lokkit-1 J <jfjJI m^JIj cetc/default/lokkit-1 j acL2l 



.gnome-lokkit 



S>>. UJLLs lUjfj clik^l i^cJLI oblJcVI ley L5 Ju? ^,1 ^ U* :Bastille 



♦ 



♦jLoj I jjOi Lpi Lc coUjjdl ^ JoJbJI j J**> •(JclA £b jJI) ^1 jl^r U*J 



JoJbJI J l^la^l j£c ♦V^ u J Vrb fl-^^b lU-l j!jl>- odjS *Ui^ l^la^u-l j£c Sbl :Fwbuilder 



♦ 



^ libt pj/l c(MacOSj cOpenBSDj cjLoj Ijjai dJi J Lc c^JcJ/y^-) Ual ^ 



.(iptables Lc) Jljju. 



t iptables oL*SC«[ jT LLP cIju. J*IT j*j •iU* jl-U- (fj^r) V j^j 51^1 :Firestarter 



♦ 



♦oL^jJI ^ lU-l jl-u Ja^ J^JI ^ jjL^ j^acL^ ^ di^ j£J 



• JjJlI j a-Li^ 



OL^ jl du>- ciilk* \J\ l>[^ \/\ Jjbs jl LUi cJu>- jC^i iU- jljJL>- Lk^ jlj c j>- 



:\U-I jlj^ J^" oU, 



.hole punching c-jji! J i^il tJuj^ 8 



lj|JU*l y 3 cJJb cWebDAV 3 \ cCUPS 4.JtoJ ^jjl ScUaJI jLLo jl IPP Ji. oL2? 



♦ 



(kjj > jl) ^ jlJU. Obl Jcl ^ 



jiljll V^ 1 d ^ titLo* • (l* j2 pj oj^: jJI jiljlIT) tunneling J! \£> \j& ^J^iJ 



♦ 



(iW jIju ^ j If* / ) f^J l.BT o^ 11 a* '(^ 80 ^0 ^ JJ^ HTTP 



^ li tljl^ HTTP r > -£^JI r > J,/ ^ cL^JSO JlL. jjc ^Udl Jc jjatt 



.lU-l jLw obU) ^ a 



UaJ^l lU- ^mai JklLj iUJ-1 OljJU. Ja£" (JavaScript j Java j ActiveX) Jc "aJ^I aljTW 



♦ 



.l^LilTl ^ Ol >* Jc oL^I jj, IL*^ 0< bl 



iSjZ jl lib j£»J iiLdl ^IjJI jja*! Iju. Sjlct JjU UJ-I OljJU- j/" cJULj 



i c/% l3^ >^ j 1 oL^Jii -aU^ (^j^l j^Ut* JUL jllj t>5 U j?*; jdl obUI pouj 



W ^ 




flkll j UU oUil 4, j^il! ^*U£ obL SjcIL Jii^ Sbl J>j :TripWire 



^ j»* c^lkJI tf. snapshot JU»^ I^Ij^I L£c .IDS Jl Jsli&'l flkT jujj jl j£c 



'iSj^l v J*^ ' 1Jbi -> *^ rootkit ^ J» 01 j£c jll dU» c^jj^ c 





a*; jJI jl c^lkJI j Ull olilLI 5cyf jbi 01 bJc .Ui £ S (/ *>l J Ipjl^j obtJdl jT ^ 



.AIDE J^i jJi^ll Vs^J Sj- 33lC Sbl j£j tiijLf Trip Wire .oU^JJ Sl^s- (jju*. 



^VL Ji/J V^j Vrb ^ .oVUM ^^J) iik*. UDP j TCP ^> ^ Ij&c-I j£c .SjlJI S>rVI 



.xnmap 



V Nmap Front End v J.00 



0 X 



File Output View BETA Options 



Help 




Host(s): 



Scan Options: 

® connectQ 

O SVN Stealth 

O Ping Sweep 
O UDP Port Scan 

O FIN Stealth 



□ Bounce Scan 





General Options; 
□ Don't Resolve O TCP Ping 



□ Fragmentation 




□ Fast S c an 

□ Range of Ports O ICMP Ping 



<D TCP&ICMP □ Get identd Info 



O Don't Ping 
□ Use Decoy(s): □ Input File: 




□ Resolve All 

0 OS Detection 

□ Send on Device 





Output from: nmap -sT -0 1 27.0,0.1 



Starting nmap V* 3 # 00 < uuw # insecure*org/nmap/ ) 
Interesting ports on localhost , localdomain < 127,0 + 0 + l>: 
(The 1596 ports scanned but not shown below are in state I closed) 




Port 


State 


Servic 


22/tcp 


open 


ssh 


25/tcp 


open 


sntp 


111/tcp 


□pen 


sunrpc 


631/tcp 


□pen 


ipp 


6000 /tcp 


open 


Kll 



R^niGte op era ting: system g.ua^s; Li huh Kernel + 0 - 
Uptime 0 + 204 days (since Tue Sep 23 10:45:47 2003> 



Nmap run completed — 1 IP address (1 host up) scanned in 7 
seconds 



- 



kA^xl\ cjUj^J (JI^j xnmap :2 <J^> 



<4 



J**) £jtJI j SjlLI obUI iudL Jlrf. y»j : (Ethereal Lca» <J j» d&j) WireShark 



jc Ay* olcyfj obLj oL'Ue^^Jjj cObUI Jsli^ <uIjl^u-I j£c .(sniffer C^cS 

JUL JlL. & '■b&XJ*? & obUI ^ *\&\ Silcl ^ 'ti^ 1 j' '-^ J 'Vrj 11 J> 'j-U^LI 



.TCP 



jtjli Jai>-j ^^JJ-I CSJ\ j obUI jju- JJW. jOl ^ J«£ JljttVI JsLilS'^ ^Ik jAj :Snort o 



u>LtuS"y f-uc-i jl jSCc .(£J <VrjM tjjuall tjLUI) i»Ut »i»Jlj jiljll JJ^l ^ J*a-i ^ O 5 ^. 'J 1 -* J 1 



.(drop JfcU 1 ) oUjkll Jai^ jl c (alert j^i^) 4-Jrjl t(log - jtjir) £l£jVb 



II ^b^ 1 J-** 1 j^Jy O 2 ^ 1 til j^^l oLi" jb>-l jjc) ol >* 2bJ Jt^lSC :Nessus .j* 



^JiisxJ .liksM JJUdL ^UU (la)! jJ\ JTI) oUU»)/l 5cyf ^»s, t^f ^ IJU .Ja-ilC y> 



42005 HTML) fe*> j& ^ ^jli Nessus ^il .L^L olO ^-i- 



J UjiriL^ Nessus 2 Jlj U .dJWI jla^VI <j ^jj u^- 1 ' S J- * 1;> ' Nessus 2 cJ6 



SbSlI - Nessus 2 Ijja d;l!U jJI ol»l>VI 5cyfj GPL ^ja^Ju Ilc^I d~>- i (J SJ/y> r 




Summary 



Number of hosts tested : 1 

Found 1 security holes 
Found 6 security warnings 

Found 5 security notes 



i 127.0.0.1 



— O discard (9/tcp) 
a-C daytime (13/tcp) 
he ssh (22/ top) 



h # smtp (25/tcp) 



6 time (37/tcp) 
0 www (80/tcp) 
Security note 

Security warnings 

The /doc directory is browsable. 

/doc shows the content of the /usr/doc director 




Solution : Use access restrictions for the /doc c 
If you use Apache you might use this in your a 

<Directory /usr/doo 
AllowOverhde None 
order deny, allow 
deny from all 
allow from local host 

Wr5irortnrv"> j 



/ 



pi 



j Sort by port 







Save as.,, 




Save as j 







Nessus :3 



^ Jii t http://sectools.org * JJJ V^ 1 u^^' c£>^ ol Cr* \ ^ ^ ^ 



Ij^l ^ J- L£D i4xa5 4xli j^l ij> j) dyJ^iA\ Lie Oyi c^uLtJI oljp^l 4x15 Nmap 




Ut JJ^9 



J.I C^lkil 4.UJI -4SU-I tf- if* d jl 4 (logs - 0%*JI jl) jijUJI oliU ail _yc 



Jl ja-t db» jtf lil 4il /is jl ^ . W» jt£ ((i 1 i^ 1 o^jU jl) ol«l \\ JsLtlTl u j^l OLuVI 



./var/log/ jjjil j jtjliil jj£u- ♦ cJwte jl ji*U Jli j m jtid\ jj& jl 'J**^. 



j ilJcVI OjSw. ♦syslogd cJ^I syslog j lu^dl ju&M l«Ja** ^Ji^uJ »(S^UI oblocVI 



IfL-M Juirf JJU JJ JitSfr ^Ijjl ilbb :JJU Jl oLji^ bl^pl S^lc ^yJI la* *Util ^ •/etc/syslog.conf 



Ijji JjL- Jl l-^V Jj5Lvu jOI tdebug, info, err, notice, crit, alert, emerge Jl# olji^ u^UJI Jj 

** ** 



Jf O^ flkJI -L*> ^ 01 j& j& c/var/log/messages ^1 Jl JJUJI JUjI ^ olc, .J, 



ft ft ^ ft 



(ft ci 51 (oUai:lj) oLU^JIj r^U* 1^1 bLipl cU£ < ^*d\ j>j O.U ^>l iki ilbbj •oUJULI ^LL7j£ 

fj*i eJI^ dogrotated j^c li^ ^C»«dl cljjJiij jL^ J »S ^H.jcj^' j^* ^ ^IkJI j UaJr 



(j^o jl c/etc/logrotate.conf j ^UJI ^Ijc^I jxJ.1 c^aS^I jtjl2dl J*^* j c^jj- 5 ^ J^. 



./etc/logrotate.d/ ji^l J U^UI j^c 11** oblJcl ^k? oliJad 



JU- j t4jblJcl ^^ti; Lie jjSw- isyslogd t-JIJ. j-ull ^jL2dl cjai* :/var/log/messages (1 



j^U* ^ JSL-JI ^ U^lj UJ^ Jail I la* ^ys. ^ Sac oliU diU j^^ jl t>l OlC Jl aU* ^ 



jlT lil •L^L^I jJio V ^ ^1 jS^I ^(V^* *y jl iSJuac olil^j oUji^) SjuJc 



.srWl Ola oUllj Jl ja-VI ^jb &>a\ J*J^ i Jl >• 



J us4-yi 43^1 Juio ♦^l dU? J J^ju ^a^^ j£3 VL* ^UjU JUL I IJla ^yi :/var/log/utmp (2 



UjUil ^JiSJ cJaill lift who ^Vl ^Ji^lcJ ^IkJ 



Jii>- ^ ^ ^WjI ^U^ 1 ^ f^^J.1 jl 5^ JT J :/var/log/wtmp (3 



^iSI (uUlj) j&l ai^M JUill ^ JjSC Ji • JUjVI ^ ^ ^jjl j£llj ci J\j c^lkJI ^ jj>/. 



cSiil ilastb ^IjVI J <qZ U*J lib* tiibjJLi oLL>- ^IJicJ tJlj^VI o 



j& jl IS1 rfLiiV Ja^r jS) /var/log/btmp ^ Ij^I ^ j If- jS>«dl ^ ^ jJI ^1 o^jUt 



lastlog ^Vl j^J^icJ t^li* ~<&ij*j ♦auth.log J*cJI Jl JlLL-VI *lk>-l JU jl (bjsrj^ 



♦^J^lJ.1 j£3 j^VI JUtfVI ^ - /var/loglastlog j*j - y- 



jlj-U jl) tcp wrapper JjUj JLjV Ijjai J S^lc ^j^l^ y>j :/var/log/secure (4 



VjU- d^JI l^xc •<jJJLI li* ciljtj^^ J ^xinetd jl inetd J[ JUtfl *LiS[ l^J ^ 



JUrVI JjU jll ttj^l VI j jl S^lc » a^ui V j)l oUoi:! j Jl j^VI 

•* **>••** 



Igi c-^SC jl j£c /var/log jA^I j j^jliJI jl toJlIir ^ jl ^ JJij^l ^1 ilb* tO*>UJI ^UaJ J 



cdtii J,l -o^UJI j oU JUL I jrui; ^l«JLI jl^L j ^SLJ VIj • (oUai:L ik:JLI olil JLI jl) j JLU 



^Sll JJUI olj^l :^JL» ^ 10 



nmap -sTU -O localhost 



root@machine:~# nmap -sUT -O localhost 



starting nmap 3.27 (www.insecure.org/nmap/) at 2003-09-17 11:31 CEST 
Interesting ports on localhost (127.0.0.1): 



(tfl*. Jib, J> U j ij * j)l 3079 Jl Jildl) 



Port 

9/tcp 

9/udp 



State 
open 
open 



13/tcp Open 

22/tcp Open 

25/tcp open 

37/tcp open 

37/udp open 

80/tcp open 

111/tcp open 

111/udp open 

1 1 3/tcp open 

631/tcp open 

728/udp open 

731/udp open 

734/tcp open 



Service 

discard 

discard 

daytime 

smtp 

time 

time 

http 

sunrpc 

sunrpc 

auth 

ipp 

unknown 



netviewdm3 
unknown 



Remote operating system guess: Linux kernel 2.4.0-2.5.20 

Uptime 2.011 days (since Mon Sep 15 11:14:57 2003) 

Nmap run completed - 1 IP address (1 host up) scanned in 9.404 seconds 



4 



blupl la* ja Jf\ j Ji jl j£cj) L^LioTI f ^l oUjbUI ^ \jS b Jc jl ^ jl LuSCc 



j daytime j discard Ji* coUai:! ^ »UDP j TCP JLL* ^ jT j ttelnet, ftp, finger :jl^U 



J* SMTP /oT jb jCj6 GfSL&to ~4*Ji> dSs V 01 J*jJb /£) ci^. oVU j SJui^ 0«£ jl a£c ttime 



Ij2j laid ET li[ ^tULt jj& jl ^ >ii c ^oU. jl cJ^ai' J** IS" IS[ c JojJJ JL j VI S^lcl j ^rjJI 1* j^. 



.netstat -lut 



IjL^r ^Ji^iJ jl jj>. L£c - dJi J^a&l - jl c(oU jl <dc J**; ^jjl Jl^ j£c U ^ jl b£c localhost 



iJ^U 4Jti jjkvu (J,[JajC jl Lie %oUjJ:I oJia /etc/init.d.conf J,[ jVI ^jbX 



discard stream tcp nowait root internal 

smtp stream tcp nowait mail /usr/sbin/exim exim -bs 



cfinger j telnet j ftp oUJbW caJJ^ U -4SL iibbj •(IJL^- UU 2 ^ j^ man oUoL^ 



♦UIjuLV ssh ^a^ui jl LJcj 



./etc/init.d/inetd restart Ls jOI otalJcVI I J*, inetd JJ^ jl*; jl jVI Lie 



:nmapJ ^ 



22/tcp open ssh 

80/tcp open http 

111/tcp open sunrpc 

111/udp open sunrpc 

113/tcp open auth 

631 /tcp open ipp 

728/udp open unknown 

734/tcp open unknown 



:J,U-I j 4ii ^ <^J\ ^oU-j cJ^jo L^LiL jJI ssh UaS l£j 



/etc/init.d/apache stop 



CUPS J Vrb ^ ^4;l Uil SjbVL jUdl >>U j Ulj .CUPS J# Ik: II ^Lkl a,j*> ipp 



:/etc/services 5 *UJ[ lu£c JuL* 4*^ J^t L>j IS[ *63 1 JuLil 1^ JUtf^l ^ 



root@machine:# grep 631 /etc/services 

ipp 631 /tcp # Internet Printing Protocol 

ipp 631 /udp # Internet Printing Protocol 



a^Lti oi* ^ ^uai cups obiaci ji oi Lk* j ^ ^ jeU* ^oSr j**s j& ^ isi 



•U qA\ Sj^^l J^jSI jl c(kis J^ljl^ ^jui disten 127.0.0.1:631 ^ dJJSj) 



[plS ^SC ^ ^ IkJI jl Jl la* jrt^ c734 j 728 iJU-l * a* j J>j rtj ^>*f JiLLI ^Suu ^k 



A*. iS^J ^IkJI J netstat ^Vl Jl^ Sj: tdJiU fUU •L^il l^Jj JjU^ •JuLJLU Ja^ nmap ^1 j*jJ- 



jsj s^j^ill oVUrVI j^j tl^ ^ j)l ^bJI *lk>-lj sUHIj ^ JLI ^jJ-l y c£Lti\ Ual ^ lit* oUU^I 



root@machine:~# netstat -anp | grep 728 
udp 0 0 0.0.0.0:728 0.0.0.0:* 552/rpc.statd 



j k:^ ^il^ rpc.statd jl cJuLil ^ ^all y» rpc.statd jl jl L^J c734 JuU! Jill U ISIj 



^JIJLI jl ^JuJ - sunrpc jJL ^jjl - 1 1 JLfcil aJUl k^f ISI •(NFS ^oU. ^U-l ^ j flkJJ) NFS 



lj*J£*ua jl ^J^J RPC ^IkJI ♦RPC JuJI »l j^VI *lcJcu*l ^lk J ^J^J.1 portmap ^oi^ 



aIS j\ J, I juidl J, I J^tf jdl oUlcJcu-VI Jj4 c-JI ^ Portmap ♦ c >iJa5t ^Jl^>- jclf- ^ Sjl*JI oUlcJu^VI 



.NIS+ j NIS j NFS J», litat ^ty- ^uj^j riJj-UI RPC oU-U 



:rpcinfo 3*a2LI RPC oUai- 2ujj 



root@machine:~# rpcinfo -p 




program 


vers 


proto 


Port 


service 


100000 


2 


tcp 


111 


portmapper 


100000 


2 


udp 


111 


portmapper 


1 00024 


1 


udp 


731 


status 


1 00024 


1 


tcp 


734 


status 


391002 


1 


tcp 


39797 


sgi_fam 


391002 


2 


tcp 


39797 


sgi_fam 



Isof -i | grep 5>Asi) - vjtflk, J,l 3»U»I - l^x* jll oUai:L j*LU i*j ^^JLI ^ J*£ ^jjl Isof 



.(731 



i~>- cJ^JI JISjU oUI jjji ^ - u-U-^l j - 4J( 'j*^ UJ U bjJ ^ portmap ^Jl Jll 



oL^i portmap dji d\ jXC cdAljJ 3«JSj .(... NIS jl NFS) 3Ju*!1 Js - ^ 



LfcLI y ^Ij^u-L portmap ^ Sale ♦jJ J !l <j**J L^iSy jl oUai:! j *lk>-l <_*uJ jl ^Sx jOI 



j> a, ^L2I b£c U J^l jU cl^lj^-L jCi ^* NIS j NFS ^o^J j£ ^ ISI •iU-l jl wrappers 
:(jL^ j) aJUl ijfjJI ^ydl ii> 4iliJ b£x ,4i jlill ^5 VI ^jl^ y> dljlj cU^ portmap Jiu? 



/etc/init.d/nfs-common 

/etc/init.d/nfs-kernel-server 

/etc/init.d/portmap 



.(NFS ijUJ * j RPC oUjl*. u>liV stop J,UU JUol 



NFS foU» Mj cNIS Lj5 4Jl d~>- c^jU:| portmap jUi^ .1.2.3.4 jl>*)l l/L JiJj tssh jc 



fcjl. TCP oUl^ jl j&) liL ^Jj^ .(JJeJJ ^ J&^i SjL^ LuSO t*21*; jl lu£c) ki ^ Jfii V b^J 



:/etc/hosts.deny J ♦hosts.deny -j allow oULLI Jo~u^ (LL^ 



ALL : ALL : spawn (/usr/sbin/safe_finger -I @%h \ 
/usr/bin/mail -s "%c FAILED ACCESS TO %d!P root) & 



aijM J* ^LSJI Lie j)l aJUl c(inetd J# ikw> 'b^ uO oUjbUI £S j£ 



... jtji cJiU U*J -^jUM jJJ-l ^ j*sJJ Jl ^ 4Uj tjl^ ^1 a,ai:L fli ^ 



:/etc/hosts.allow J t<I)Vl 



'J 



sshd 1.2.3.4 



Jl J^jSI JUol U*l b£c ♦ (ssh jjc) sshd foU- Jl 1.2.3.4 jlyuJI jL^LI ^ Jj^jIL j^- 



^' (3" V" O^LtJIj S^^VL 4xli JtLpI ^4 •la-ip -J^ 0 tportmap Ja^ jfc 4>-b£ U J£j cportmap 

cJakll :>IJcl jl ^ jTkl tepdehk yi\ U*j Uj5 <ol JjT ♦(man hosts.allow J[ JaJl) X*jJ^\ ^j&sJ 




:Jl*ll J^u- Jc ^jU J jl U S^U tepdmatch ^Vlj 



root@machine:~# tepdmatch sshd 1.2.3.4 

warning: sshd: no such process name in /etc/inetd.conf client: hostname 
machine.domain.es 

client: address 1.2.3.4 

server: process sshd 

matched: /etc/hosts. allow line 13 

access: grantedv 



4)L ^jUi o bI2^. lilj dnetd.conf j sshd jl bj^i t J*** lid I ^ ♦J^j ^,Jl2j ^ <til lj^ 



j& till 3 J[ 4$U?[ ♦ <ulc J^w* ^ ill JJuiall ^ J c-JI ^ll ^ Jo tinetd joU- ^ V :>j>-j* j£ 



LSI Jil ^ JuwUJI dib> cjLo J %(^Ulc tepd jjSC j\/ V JUlj) 4i if jl. V^. ^ ci 



^la^u-L olil i^ll lift bJ ^wj, »U j£ J[ 43U?[ cssh, portmap, in.talk, rpc.statd, rpc.mountd :Jl« 



jl netstat -utp .Sa^jU aJU-i oVUffVL jUj o j^dl ^ jl ^ ^l iib>j 



d\ - cJj J\ J - Lu£c tliij cSj^Uj pi S^jlj cilf *L*« tU-j^- 5 Llill udp j tcp oVUtfL 4x15^^0 



Ulil J^j <u£c esijl lsof (iil^ <jtflUg) >l ^1 ilbbj J**s ^jjlj ^^Udl *}L*)I cJo-tJSC* 



•oUll Jl V-L. j£ J^j ^Li^ cii » j^H. L^r dsof -i £LiJI oVUM jl oLLJb 



J cpLJI jlJfeU ^Iji \sx i^ • (V W ^ ji) ^LJ^JJ iL^ f J^ciJ jl U*j b£c 



(iptables -L^VI) dJJS 




^ji-l JS JLv-j[ iblclj JLiu-l j JL*j| ^jXCj CjJjSI I jifc <j :>ji 4jL^I j!J^>- V t^j^l *J^.J 



j j5<; jl jJI j tlfLvj L^JuiJ jJI ^ J^ii s ^ai lU* j!jl>- «ju# jl l^SCc t^kiJI o i* xp 



So^SI d i& J 1.0211 jIj^^V <ulJLi J^ljj^JI Jfcl^2!l ^ jl luSCc ♦^l a>-^! Ujl ^ 



♦ •* 



cli» j& roliWLI -Jljlj 




uT^lJ^I ei» ^IJi^l jt&i 01 lu£»-9 tlU-l l)IjJ4- Ua-^ X* 



jl L^Li^ j I L^pjJ c^^o- V>- b) l-U- 4jji Sj^ (iptables jc ^U-l o J) ^Jii iA^I jl jO>- jV dAlij 



SjlL. Sil^VI V^ 1 oUI J^V 1 ^ 'u^ 1 jj53 ^ clilT Xpr iU- jIju. j j£ jl j£c ^ IkJI j aWj U 



•eilill JWI J>JI j!jl>- jj5L^j tll^l jIjl>- l/UVI jlJbUj (jLLI Jj^I j^SLj tl^U- ^ J^jll j^JI 



\XJU> djL* 4j\ jC*l d~>- tv^juVI Uba flkll lift jCi CdAJiS W5j OJU)l 



lis If* JL, jl jSCj jJI oL^I ^IjJl U .dJ8VI Jc flc IP OI^p flkJI ^Ikply. 4** LJc ^iSI Jus-jll 



jlj S SGID j SUID ola olji^lj r^j^l ^IjVI U Slulk; j suid jjc olilil JsUlTl L£c Ja/ (r 



< SUID 3iU. Sb. /etc/passwd JaUl 0j£ Ol <pj ^1 ^ 



^^i) ^JVI ^JU^I ^ fj ^\mc**\ l^U Ja .^IkJI Jc jruT Ja*- - Llj - .rhosts oliL 61 (r 



SdJUi jj£ fl^a oUill oia 



s s 



jf j UiJa^ : V: ^« /etc/init.d/service Lfj. Us U jl i*J 2u-U. JJa^i Ul <jij&) (£ 



d^JL tJlill J-j- Jc) Sl^ Sa^-jll JJuiSI oLj^. Jt£ ijuf .1^ jj!l JJuiDI oLji^ 



cnmap4 nessus) Sj^Till V*^! olja^l (ji* ^\jic**\ Jc c-jjJl (*\ 



St>* jl_^> ^ SSH j^c JaSi Jl Jj^jJL _)LJ- ijj Iptables Jcly U (v 



SJujJI ^oU. Jl Ju» J^l U>J IT I jl liL (A 



^>-IjaJI 



Lujjd) Jljll [Deb] [Hate] 



U y> [Hatb] j Ujki^ Sjk>- j£cj tj^l Ja. r ^ Iju. Xp>- cJa^j ^ OLaS c^jj [Pen] 



(UJ a!** jM) ^U^J jbr ^1 ^ [MouOl] 



^ (o^^ <y) JJ^ [Line] 



IPtables j Netfilter £j ^1 [Net] 



TCP/IP isb: 2Lcl5 [Ian] 



UI.W-1 j5 ^ 4^1 Olji^l v**, [Proa] [Sno] [Insb] [Nes] 
SELinux J «^ .NSA ^1 'Wj »j-i^r 4 ^ ^JcJ [NSAb] 



•V^l oLkil *\y [CERa][Aus][Insa][Incb] [NSAa] 



iiltiM JJ^I Uift o^is-lj [CERb][Ins][San] 



.a-S^Sfl S-udl oL^jll j a-iju^JVI 4£j4-l "oLL" ^ [NSAa] [FBI] [USA] 



<http://king-sabri.net/files/SELinux-ar.pdf> e£j^ l/' Jl *4^ SELinux Arabic Guide c-jlSf 



http://wwW.linuxac.Org/forum/forums/4 (J^JI (j^^ (3 ^uJajVl j oSCjtJI j^l ^vJ (j 



aljeVI ^ l)br ^^if fibs ^JcJ/^r jl .l^Jc ji*^ J\ jS^I joS iilk. Ujil jl 



^1 oUjWj ^ji^JLI oUl^l jTailL. ^ ^ t(Uka^ jl «JI c .» oUMI ^ f lJ)l ^jj>!l 



dWi *L jl J^cJuT ijjj flkJI Ul^ cSjj^ 1 tiUlc ^IkJI dJL Uxp • (\>*VI 




U^JIj iJaJI U^jJ^ 



j£T ^IkJI (^J jl) * j£c ^jjl j Jill ju. ilbb" tDjlUJI IJLL ULU cAmdahl J»IjuI jjJlS (2 



\& j\ &\ ^J- J^l j> f lk)l 4i ^.^v csiSI jt^at jt J* ^jj >)l ^ :frr JI oUaa (3 



Jlill J^u- Jc RAID 



>4 



^1 JU»b flkJI ^lUi^l oUjI <jw£ . ^ jryJ <ulc j> [£ J^ail J» a**^ iU^VI 



Cij j oli*jb>-l jcp L>Ij jj& J i»le (1 :jUU> j*A*U* lib* :^Ji=xJil (6 



.9620 



£bll /Vl coljL^L L.U jJ^i jl UJc .1^ oLL3l Jc /Jr iil JLI oUi :jLa-VI ^1 (7 



.JjuLI j c>l»}k>.VI ^ jl LU* ,3itU. £hL ^ j& tlOO , 0 , 0 , 100 xp %50 



4i»ULI tSj'lJll f J^xJlI ibJI jo S jji'V-L*- 1 



cache ui^S/ li Jl obUI c^lkJI oUlcJtt-lj t(»lrVlj ioLJjVIj cO^l.Llj cJu^lj 



Sljdl Jjl-Wj t(JUVIj oUi^ll J*.y) l^-l if Ulj cSj Ul Sjblj loUU ^Ikj buffers 



System ^u&y* aU»3 *<Lsl>aJI 1.1 



4ltou"j yjl j£ ^j^' ^Ik; 4JLLU j <u£jj tjj^cf /proc/ ^Ja^ 



:(oUjUll ^ Jo^l man ^la^VI JJ^ j 



( r lkJI j PID U^JI Jl jJtiM-\ fj JjVI ^> c^j4i4 :/proc/l 



(... utaVI tjjojil c«J£*JI ^W** :/proc/cpuinfo 



• SljJI J ikj^kll Sj^>-S/U icli :/proc/devices 



•ik^l ai* j itJ&iJJ DMA Olji :/proc/dma 



.5ly)l j it^l olilU Util :/Proc/filesystems 



l^U 4^LU^ Uj oUJ^liJI ^ :/Xproc/interrupts 



JSbll ^Vl (J ^o2j :/proc/ioports 



flkJtf yljtill 5j" U I Sj^ :/Xproc/kcore 



syslog Jl UUjI dJJS Jbo ^ jllj SlyJI l^tiil j)l JSL- jJl :/Xproc/kmsg 



jj^ji <Jj~^- :/Xproc/ksyms 



^IkJI J** :/Xproc/loadavg 



^Ij&i*-! oUjU* :/Xproc/memingo 



•Sljdl 1^1** o1jl>-j :/Xproc/modules 



J$L£A\ jilj^ oUjL* :/Xproc/net 



^IkJI jp oL ft U>[ :/Xproc/stat 



^IkJI J*jo Jo :/Xproc/uptime 



♦ SljJI :/Xproc/version 



ijjai j ii^f) flkJI oliU^I sadc j sar SV iSiljdl ^UaJ^I ^a^J 



t (atsadc j) atsar jL:> j^r <3 ^ ti^CU ♦ (mpstat j iostat U*J j^tf jJI sysstat 

ii JJI .^IJJI p >l j I* c/proc/ jJll j jJI oL'U^l, oblJUll atsar ^Sflljl .b/i U ^ 



atsar options t [n] n 



aiJJI .(1 J> nJ yjdl W 31 ) ^ ^Mjj* t jT olJJ n J*Ui!l ^ j» d~ 



atsar -options -s time -e time -i sec -f file -n day 



j pJI xx j^S" c/var/log/atsar/atsarxx cJalU L^JL^ ^aj) -f j :>oil <Jaill ^ obUI ^Vl 



J jj£ jLo J j clf4-U»j l«ki>-j oU>dl ^ ^a^^iSI) atsadc liU o\±J&- ^ajlj (^Jl 



c^ttl >l 4i jr ^jjl Cijll -e j -s j t _^iJI J ^Jl Jl SjU^I n J,UU ^Ij&l-I j£c • (/usr/lib/atsar 



/etc/cron.d/atsar J I Js^ i y^au jl lu£c tjliil J^u- atsadc J^^^^jdl 



©reboot root test -x /usr/lib/atsadc && /usr/lib/atsar/atsadc /var/log/atsar/atsa'date +\%d' 
10,20,30,40,50 * * * * root test -x /usr/lib/atsar/atsa1 && /usr/lib/atsar/atsa1 



J-^iS^ atsal jfjJI ^1 jSlia 10 obUI Jii^ JDIj •JJtiSI Saty ju, <jdM JjVI f^LL 



.atsadc 



iJ^L ^Vl <j**i l y^c ^lA^ 1 cS 1 JlSjLi^U oljLAil c(sar jl) atsar j 



u 




d 




(i tij*) I 




V 




and 


ttV CjU Jail J laoj CjUj1»^1 


P 


swap J j paging CjU^H Jji^j <>• ^*jk^ 


r 


swap ^I^VunljS j^JI s jSlill 


(L 1 




L 




w 


IP JL^j! c^L^J 


t 


TCP *I*L-*J 


U 


UDP *I*L-*J 


m 


ICMP *l*L-aJ 


N 


NFS 







: atsar ^l^jaiU AjSI jJI 

atsar -u : • 

atsar -r ill • 

atsar -d : o^J^ • 

atsar -p : Cj U^I ! J> • 



ol j LA: I sar j^axj cobUI iLJ* j sar j atsar ^ ik^ oli^bi-l Ja£i iJL* 



iigT j ^ Jl^jII l3^L>-VIj tUl2 atsar j If) sar V/ <J^ ^ .(iilsM jl) 



:£U1 fl-U^I (1 

sar -u 4 5 

Linux 2.6.1 9-prep (localhost.localdomain) 24/03/07 



08:23:22 


CPU 


%user 


%nice 


%system 


%iowait 


%steal 


%idle 


08:23:26 


all 


0.25 


0.00 


0.50 


0.00 


0.00 


99.25 


08:23:30 


all 


0.00 


0.00 


0.00 


0.00 


0.00 


100.00 


08:23:34 


all 


0.00 


0.00 


0.00 


0.00 


0.00 


100.00 


08:23:38 


all 


0.25 


0.00 


0.00 


0.00 


0.00 


99.75 


08:23:42 


all 


0.00 


0.00 


0.00 


0.00 


0.00 


100.00 


Media: 


all 


0.10 


0.00 


0.10 


0.00 


0.00 


99.80 



£fjj (cpW^^ £fjty n i ce = 0 ^>JL fj £Uil £jj ^Ij^u-I 4^J system j user J* jo 



♦ 



(ik^dl IJjVI J5I) nice > 0 ^ Ji«xJJ oUf ^ j£J Nice 



♦ 



u"J J* gjftjl f 1 ^ 1 ^ Ua^ £UI 4i 6^ c^aSI CijSI Jl idle j** 



♦ 



(S&'UM j jJ^) ^1 jSl jUfcsl »Lfl SjIU jj^ ^ ^jjl cij\ y> Steal 



♦ 



jl^l Ji-I jlj cjuid oLLP V 4J| ^ l* cJoU. £Lil jl ^Lf ddle=100 ?jU-l j 



'j 1 -*^ 1 us~ £W Jfi l)I toLLJI ^ juT ^Jc jlS" j idle=10 JIT 131 c Jjl* 



2uli)1 J oUtlidl ^ (2 



sar -14 5 

Linux 2.6.1 9-prep (localhost.localdomain) 24/03/07 

08:24:01 INTR intr/s 
08:24:06 4 0.00 

Media: 4 0.00 



JLi» la* ."aIUuM oLj^JI oUisLdl ^IJicX^I (_$-U jp- /proc/interruprs <j oU_yUU u^/u 



,jl >-L £LLI ^UUr Sj^j-I lib* ^IT lit a* jJL 



JUVIj Sj* Ul (3 



sar -r 4 5 

Linux 2.6.1 9-prep (localhost.localdomain) 24/03/07 

08:24:20 kbmemfree kbmemused %memused kbbuffers kbcached kbswpfree 
kbswpused %swpused kbswpcad 

08:24:24 296516 729700 71.11 24260 459972 963860 0 0.00 0 



08:24:28 296500 729716 71 
08:24:32 296516 729700 71 
08:24:36 296516 729700 71 
08:24:40 296500 729716 71 



11 24268 459968 963860 0 0.00 0 
11 24268 459976 963860 0 0.00 0 
11 24276 459976 963860 0 0.00 0 
11 24276 459976 963860 0 0.00 0 



Media: 296510 729706 71.11 24270 459974 963860 0 0.00 0 



) j> buffers j &Ji&A\ if\$\ J> used t(MP) I J-\ lf\$\ J> kbmemfree "oJU-l si» j 



J> swpfree/used coUi^l) £jp JaiLI j JUJAcJll V^J 1 »f\$\ J> cache ^buffers j (MP 



oUia (Jslkil L5v x^i <.MP j lib* j& ji 4J( Jju" ^jj y> .^uj^xJlI/S jJ-I JU^I "^L^ 



d\ Uc .£UU ^IJi^L lis fcjlit ^ jl <> JJb ,'*JU> diUft j/j jl Ja j* ^ tJUVI Sjli j oLLaJI 

.(I/O) ^l >l/JUol oLL* ^ jll oLLJl ijll. dJUi^'lj ^-L. buffers Jl ^ jl UJ -A: 



:"4k^u aijL »J IjJI jlal. ijij, U ^ cfree ^Vl UJ JLill ^ 

total used free shared buffers cached 

Mem: 1026216 729716 296500 0 24324 459980 

-/+ buffers/cache: 245412 780804 

Swap: 963860 0 963860 

V 4;l Ujl IJla .UJ JfcOl 1/2 <i!>»- J>1 o.Ji*-*. l IfUi jll S_f li)l % 01 Jl la* j^j. 



r- 



<y jJwJI iili dUfH U jl "aJ^Jl! t^wJ, U J-Ud (sar -r /) vmstat ^1 d\ UJ*j cJ^Udl <y J-J^i 



:vmstat 1 10 ol> > J. Lij .S/UI 



swpd free buff cache si so bi 

0 0 295896 24384 459984 0 0 321 
0 0 295896 24384 459984 0 0 0 
0 0 295896 24384 460012 0 0 0 
0 0 295896 24384 460012 0 0 0 
0 0 295896 24384 460012 0 0 0 
0 0 295896 24392 460004 0 0 0 
0 0 295896 24392 460012 0 0 0 
0 0 295896 24392 460012 0 0 0 
0 0 295896 24392 460012 0 0 0 



bo 


in 


cs 


us 


sy 


■ 1 

id 


wa 


56 


1249 


724 


11 


2 


81 


5 


28 


1179 


383 


1 


0 


99 


0 


0 


1260 


498 


0 


0 


100 


0 


0 


1175 


342 


0 


0 


100 




0 


1275 


526 


0 


0 


100 


0 


72 


1176 


356 


0 


0 


99 


1 


0 


1218 


420 


0 


0 


100 


0 


0 


1216 


436 


0 


0 


100 


0 


0 


1174 


361 


0 


0 


100 


0 



( 4 



Linux 2.6.19-prep (localhost.localdomain) 24/03/07 

08:24:48 dentunusd file-sz inode-sz super-sz %super-sz dquot-sz %dquot-sz rtsig-sz %rtsig-sz 



08:24:52 19177 
08:24:56 19177 
08:25:00 19177 
08:25:04 19177 
08:25:08 19177 

Media: 19177 



3904 15153 

3904 15153 

3904 15153 

3904 15153 

3904 15153 

3904 15153 



0 
0 
0 
0 
0 
0 



0.00 
0.00 
0.00 
0.00 
0.00 
0.00 



0 
0 
0 
0 
0 
0 



0.00 0 
0.00 0 
0.00 0 
0.00 0 
0.00 0 
0.00 0 



0.00 
0.00 
0.00 
0.00 
0.00 
0.00 



iJaJ^ JU-I (J SI Jl Li l3 jJI superblocks Jl sj> ^Jc jf\ y> superb-sz «5U-I oia J 



JSVI Sju-Ij tJU-l CJJ\ J Sljil incore-inode J ^aS^I aJUll inode-sz ti^idl oUli 



IjL^-) J>-jJI j/» ^ jOi jjTl j& dquota-sz c^^iiil oliUl ^5^1 aJuJI ^& file-sz <>(j*J j£3 



(0LLJI-4JL) ps -edaflm^l ailJLI 1LP JIT i •((atsar jl) sar J man CjUoL^ ^-Ij c^JLd 



:(j>JI ^ JaSi) o^VI OVli. Jt U . f lk)l oLLP -4SUj J*Uu ^jjlj ttop ^lj 



F S 


i 1 1 r> 

UID 


PID 


PPID C 


PRI 


K 1 1 

Nl 


A |—\ |—\ |—\ 

ADDR 


SZ WCHAN 


STIME 


TTY TIME 


CMD 


A 

4 - 


root 


A 

1 


0 


0 

X^ 








#— r\ r\ 

508 - 


08:01 


? 

■ 


000000 

Xa* X^ a Xa* X** a Xa* X** 


init [5] 


1 - 


root 


1927 


7 

f 


0 

X^ 








«*x 

0 


08:02 


? 


000000 


[kondemand/0] 


1 - 


rpc 


f— ^\ 

2523 


1 

1 


o 

x#* 








424 - 


08:02 


? 

■ 


000000 

x** x^ ■ x** x** • x** x** 


syslogd -m 0 


5 S 


rpc 


f— ^\ 

2566 


1 

■ 


0 








i i j 

444 - 


08:02 


? 

■ 


00:00:00 


a 

portmap 


i— 

5 - 


root 




0 

x^ 


78 

■ x^ 


0 








08:02 




00:00:00 

X^ X^ ■ X^ X^ a X^ X^ 




5 


root 


^ ^x 

2587 


1 

■ 


0 

x^ 








472 - 


08:02 


? 

■ 


00:00:00 

X^ X^ ■ X^ X^ a X^ X^ 


J. J. 1 

rpc.statd 


5 S 


root 






0 

x^ 


A 

81 




0 




08:02 




00:00:00 

X^ X^ a X^ X^ a X^ X^ 




1 - 


root 


/*X /*X _*X 

2620 




1 

■ 


rx 

0 






1232 - 


08:02 


? 

■ 


00:00:00 


1 1 

rpc.idmapd 


1 S 


root 






o 

x^ 


75 




0 


defaul 


/■x r\ s\ f\ 

08:02 




000000 




5 - 


root 


/*> /"V y| 

2804 


1 

■ 


0 

x^ 








1294 - 


08:02 


? 

■ 


00:00:00 

X^ X^ a X^ X^ a X^ X^ 


/usr/sbin/sshd 


I— /-X 

5 S 


root 






0 


84 


0 






/"X /*X /*X /*X 

08:02 




00:00:00 




5 - 


root 


2910 


1 


0 






- 


551 - 


08:02 


? 

■ 


00:00:00 


/usr/sbin/atd 


5 S 


root 






0 


84 


0 


- 


- 


08:02 




00:00:00 


- 


4 - 


root 


3066 


1 


0 


- 


- 


- 


407 - 


08:02 


ttyl 


00:00:00 


/sbin/mingetty ttyl 


4 root 3305 
window -sm- 


1 


0 


- 


- 


- 


21636- 


08:03 


? 

■ 


00:00:01 


nautilus --no-default- 


4 - 


root 


3305 


1 


0 








21636- 


08:03 


? 

■ 


00:00:01 


client-id default3 


0 - 


root 


3643 


3541 


0 








1123 - 


08:17 


pts/1 




00:00:00 bash 


4 - 


root 


3701 


3643 


0 








1054 - 


08:27 


pts/1 




00:00:00 ps -ec 



ic-jt :j> XS\ J.\ Jit Xprj xA U jTlj c5Ju*J( «JLL Sljdl j yi Jl\\ ^31 O^UUI ^J^" 



:D) -JU-I j» S j c(>jJI uJI^ ULiil 45l Jl 4 jUjj C(j_^3l oU-^UJI Jl "aSU-I »i» j 1 ^Jl jjij) F 



"^jk^ :Z ciiSj^ jl l^*Jr ^ :T Ocb :S cJJc^ jjjlk J j^c :R j i-c^U* j£c V ^>/Ji-^ 



jJI V >JI TTY cJuiJI *Jo Cij STIME j cnice NI cljj^l ^ PRI j .(Zombie ^jj j\ "a^> V-) 



Ja^ S" ISI .If !A*U* jLi ^jjl ^-b jJI ^ CMD c^-Uil cij TIME cL^i UJLLs ^ 



Jc ^? (J[ cji-l coLLJI) 'M oUU^)/l ^iy, ^jjl ctop ^Vl ^IJitf-l bj^j c(dlli 



top - 08:26:52 up 25 min, 2 users, load average: 0.21, 0.25, 0.33 

Tasks: 124 total, 1 running, 123 sleeping, 0 stopped, 0 zombie 

Cpu(s): 10.8%us, 2.1 %sy, 0.0%ni, 82.0%id, 4.9%wa, 0.1 %hi, 0.1 %si, 0.0%st 

Mem: 1026216k total, 731056k used, 295160k free, 24464k 

buffers 

Swap: 963860k total, 0k used, 963860k free, 460208k cached 



PID 


USER 


PR 


Nl 


VI RT 


RES 


SHR 


s 


%CPU 


%MEM 


TIME+ COMMAND 


3541 


root 


15 


0 


42148 


14m 


981 


s 


1.9 


1.5 


0:00.76 


gnome-terminal 


3695 


root 


15 


0 


260 


944 


1650 


R 


1.9 


0.1 


0:00.02 


top 


1 


root 


RT 


0 


2032 


680 


580 


s 


0.0 


0.1 


0:00.85 


init 


2 


root 


34 


0 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


migration/0 


3 


root 


RT 


19 


0 


0 


0 


s 


0.0 


0.0 


0:00.04 


ksoftirqd/0 


4 


root 


10 


0 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


watchdog/0 


5 


root 


16 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


events/0 


6 


root 


10 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


khelper 


7 


root 


10 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


kthread 


53 


root 


11 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.01 


kblockd/0 


54 


root 


15 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


kacpid 


177 


root 


18 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


cqueue/0 


178 


root 


18 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


ksuspend_usbd 


181 


root 


10 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


khubd 


183 


root 


10 


-5 


0 


0 


0 


s 


0.0 


0.0 


0:00.01 


kseriod 


203 


root 


23 


0 


0 


0 


0 


s 


0.0 


0.0 


0:00.00 


pdflush 


204 


root 


15 


0 


0 


0 


0 


s 


0.0 


0.0 


0:00.03 


pdflush 



*L»-[) iostat j c(£/W/Ji.jJlj if UJIj £_UI OUU^I) vmstat .iibfc ^Ijl ^ c^lL. JsJlUj 



.(i.UUU-lj flkJI J^) uptime t(^UIj c^ljSSfl 



UcUJI.^aoJ 1.2 




*~4J\ ifW jTLi. aJ-U» (1 



flkJI pi o2 Sflj cSaldl oLL*)l y> I jruT"^ £ J-^ 1 V&>\t V#J' •/ ^ ^ a* ^ 



R-aSU-Ij (SIZE) oLLJl ^ jL^I ^ JU»b jl ^ dJU J*Jj .jruT jCi> Uja-VI cij j-*cx-i Ciy\&\ 



^ VI jl) Jliil J^u- U U ^ ^iSI - dmesg J^J-I j£c U jbj - <ua^J U j 



:(free 



Memory: 



255048k/262080k available (1423k kernel core, 6644k reserved, 466k data, 240k 
init, Ok highmem 



.(-p j atsar -r ^% J^j3l ikiil ^ 



SAj* cf IjJ J,U-I yuJ\ Jc bL»l tlujlc tjyi Jli jl a*JI Jo>* jl Ul S/UI J^Ll* JjU 



:>a*J ^aSI j> Jo a^i j colwUjSI cSIjJI JjIwU JJl^ olikdl JJ& ^xc ♦J**; jJI oLLJI oUki* 



<j»». jj) Ir 1 *^ ^A-j ^y^) f 1 ^ 1 a* Jlv" ^ JO <£l ' buffersJ1 J^J 't>J^ 



^ J*Utf V ,jJI dibj ^ o^llj (^jj) i>d( oLM Ul^ Lb ^ tdJBi J-b-1 



JJI J) JJ5 J*UJ iib» Ux* J*rf jl if IjJI I jjjT Ijlai. jll oLL*)l jlS^L c^LU3l 



(l«UA3 at ^Vl f Ij^-L - JWlI J-u- Jc - 



s 



- top j\ ps jjc - JUi jl Uc .(i^sis^. ^) jyM cij dili Jc J^LI b£c c^U JSCiJ 



^Ji^. cb_f j . (>T jU, £1*11 jjJj jl <. (>i-2ll S ^JJ) £b jJI jl t (IJjVl ^1 Salcl ^ 



jj^l - 1^ o^U j - l^k^tf j cL^LU j& jJIj cSIjJI oljr^ JT /proc/ i^l ^JoJ/^ 

** ** 



J If^ij ol j^cdl JT J^a^ systune dump > /tmp/sysfile ^Vl ^a^ui jl Lie cdAli J^J 



oli oM«Uil jJ* t<jdlU li» JjJbJ j£c •(sysctl ^VL dJi j& oUjy jj) /tmp/sysfile Jail I 



^ \s[ U*J liJL# systune ^Vl I ji ♦/proc/ J L^Ju^d systune -c /tmp/sysfile ^Vl f j^j 



jl j£c d~>- t jJ^ jjH) JjJbJ b£c - lMI J^u- - oi* j •/etc/systune.conf j -c jLW LjJ j£ 



(Sljdl /proc/sys/kernel jl ()L^lj3VI if\$\) /proc/sys/vm ^Jl ^ oljjkdl (SlyJI li* <->j£ 



>4 



J*uA\ Jc - ^^JoJ/^ .(L)L^ renice ^Ij^L ^x,) l^a U> JT Jl flkJI Jj^f j|l 



U^Cc . (dJJi J-J^ jOl ^ iakst Jfc'LU j! -Cju^. ^ d~>- o _^JI j i-b ^ - JJcJJ3l ^ukl J* 



*aJ^ jll time slice cijll ^ O^ 11 i>* J*^- ti 11 ol Jl^ 1 i>* "^-^ t» ^' 



(Slyll Jr^\ jJUl j kernel/schedx ^jOll) £UI Jl 



Ol*l6Jt-VI iJc Jii (3 



£UI cJj (J*** dlfJ <jj!l flkJI oUIcjcu-I jJc JJi VI *bVI uj-^ ^ t5>> ^> ^b*_> 



WSj cPATH flkJI jrJci jf^UI jjc iwJI 01 .V Jail exec() j fork() « ^i^iJ U j» oUbai^l »i» 



.3JL, JLk; 5i}fe (./ ^ Jl <JI jlill) JU-I jM j/,. a2i t JUTS/ IS j *J. J\ ^ V execQ j/J 



rJA* (.bashrc j J) J-lj&Ji jl ^ t'^ii .j 1 — >^ J 1 ^ 1 jM PATH jrJdl J*^ jl LcU LJc cdJJjJ 



jUI j Aiytf Jet* tiHtf* jtf lilj c^b> bj>- r ^ J.U-1 ji^U tdili" bl .export PATH=$PATH 



.^1 




- L&c .\*SJs ^ jjl oLL*)l fc,U, £UU *b1 Jc Jjr jl j£c oLklidl J*Uu SJT jl Ji* jl ^ 



J-u. Jc ,U UJ.I S^s-VL jUtf oljl J SUIj tV^I J c»U»l£)l aje ^ 3»}U)I ^ jl - (atsar -I) Ul Jil 

.* J^r ^jjl UJU3I JiUll Jc Ul> ItLii UiioTl bl oVUrVI x£La jjs J\ ^\ y _ ^oJW jJc tJIsLI 



j2U JJU ^IJii-l (4 



jl LJc tljjj .^.jicxJil jVt (.Ik - Sj"ljJI ju» - L ^»i3^1l iUi^l cij *ljj v+JI jj^. jl j& 



flJi^L in/out/s > 30) jruT in/out jlj idle > 20% jj£ jtf ) £-W) bij dJb> jl ^ j& 



:JJ-I Jj>j jl j>sX »atsar -d j atsar -u 



fUj)l cUla^l JiTVI oUUI jlj^l j&i JJ^L dUi jj£ c^IJVI S^-u^ UaVI j .1 

oL&>l Jf ^Ij&^-I Lf£c 4jl ^ jTWIj /usr/j J j /home/ ^ jV) 



- (IDE JLL. J L^j JISC JJa^ ^ CijSI ^* J OljtVI £ ^/W/J^l 

J .(iostat jl) atsar -d ^J^u-L jjlj^ ^UjJl jl ^ i"b!l ^ j^j ♦JJ-I 4jjl r ^ i^bJI ^ 

.UT obUVI ^ f. yy jl j<c jJIj cPvAID ^1 ^ j j^l L<c ^ >l ^UjSfl 



^ a^lj yoj j^jU^ ^ J5 ^IJi^L Jjil *bl olj^w jJ^ j<c 4jl ifJBl* j jit .2 



aiJJl ^Lil 4 ^ t^l Jii5 flc J&U. dUij tJaS IjuIj <s£ jjl UiiVI j .3 



- c-^u^. dAlij c^^l/J^jJJ Iju- iUi^l jjj IJbb ^^Jj c/usr/, swap, /home/ ,/ i^JUl 



/ (j ^j>-j^ l3 ^^o* /home/user/ <j ^j>-y ^ j. ^Juj^az ^ yb ^^l^ *j>-j - <-)liU J^u- <Jc 



/ jU^ill 0j£ jl jJ r \ rj> r^U-l J cr^yJI ^ ill iS t?o^ <^~>- t/usr/bin 



(jUx, Uxp ^IcjVI <j**-- v^H. ^ l)I j^j c^j^ UJP^J* /home/ j /usr 



(/proc/ide/hdX ^ >'() £/W/Ji- J Jl (cache buffer) cip OljIfcVI u^i aj .4 



Jc dumpe2fs -h /dev/hdX r^VI f |J6&«I cext2 oUU flk ^ Jiii IT lil .5 



^1) l^L^ j& 0*>ULU ,>« jjJd tune2fs /dev/hdX j 4<_^S)I oL.>w 



lib j jSC^ c (RPM Vhll ci ol jj^ 1 j^ 1 cp Jl j3l jJ* b\ U*J ^jlJI .6 



:TCP/IP j 2uUd! ^1 jdl (5 



il ilbb C< IS[U JJ^l c(netstat -s | more j\ netstat -i ^la^l UJ jl) atsar ^JL!I 



NFS, NIS, j Vt.) ^ lk)l JUlj c JUVI ^jy jl j£c ... ^ii jl f> jl ^1 jl f> 



seek time j lJ ju U jl tObLJ a5 yd\ UVl uJi l^L) f j^ 1 ^ j 51 JU. S»l Ji\ lafj V^yll j 



:^a^l cobUI jy« J obw£ Jc J^*^ - ^ - (/proc/sys/net/) ol Ja^ .V 



echo 600 > /proc/sys/net/core/netdev max backlog (300 



Olj^cu Jp ^jCl ikdit (6 



J S^j>-^LI sunrpc.txt j kernel.txt j fs.txt j vm.txt oliliU c jfjJI jJUall J*- 1 ^rb ♦ fkJ 



:Documentation/ sysctl 



V j)l oLM jOl ^ ^Vl Sy IjJI ^lkJJ(VM) J?i\ if p? :/proc/sys/vm . ^ 



UJ u&jy^ S^jJiil j^c swap 



.gpowertweak jc "4 



file-max iJT cKernel-FS Slyll oUU flk £ JelcJI J,U, Ja^ j£c :/proc/sys/fs .r 



./proc/sys/sunrpc _> /proc/sys/kernel jac U*jIj T 



** ** 



J*>-j ^j^lJlI oLLx! jjTI S^li *Uaplj t^-l J*j* jl U jOl SlyJJ jJ-I Ja^kll J*>*^ ♦/usr/src/linux 



Ik! 



(a^lSw oUlj-VI jl ^pj) S^UI UadjS iujjr <_:>kp oUL^-l l^jkj a^Lkl 



:IJU. S-Li* -4JUt OB (8 



http://people.redhat.com/alikins/system_tuning.html 



http://www.linuxjournal. com/article. php?sid=2396 



OlLu^oo 1.3 



i^Ao U^ljfl (libr.a) 4^1* 2L_Cc dJJi j£c t^l^ cJb^tf ^ Uxp A^Lo jl oUC 0 



<>wtf Jj^l jl j^j *SJcd\ _ij j L^Jus^ j^cl^ c (libre.so.xx.x) ^iOLo 2L_C« jl c^Jui^JI <JaUI J 



C- tf- ^ 

disable- jl c(:L$OLo jjScu- V<AI j^ <i*i jW^ r^) jL>- J -static jLW 



U/>jdl L ji) libc.so j libc.a i jL*ll ^uxxil ^la^u-l ^ax, • Ja r *!l ^1 ^Ij^d^l Jup --shared 



•l^ULL JjuUj jOI (libc6j l3 jJIj) d^-u jlJi^L (li* J*i? a&jJ-l 



tgcc -march i686 ii*Lu> dAlij (-march k6 jl -march i686 cjlill J~u- ^) -march :l j^b 



t(gcc -03 -march = i686 t^bjJI <y jU*l £^1 -03 ^tJL* 01,2,3 c^^dl J^l^ jU 



(aifcsM ^jj^l j^i ^rlj) -f o^loUlj 



jii da* tbo^ UltraDMA- 100 ^ J ^k*A ( y^xC tJU-l _Jj)l J i^ljS/l u>~i (r 



> 9. 9. t. 

lu^d l^lJ&^-l ^XC (hdparm ^Jl) obi ilbb ^ji^ J^ail ^JiiJ i^i. j£ J* toVU-l jja^ 



oifc j3l jL; jl ^ DMA ^ o^U. jl jf tdl BIOS u ^i7) UltraDMA 



c3,- :Jl*ll J^u- J*3 ^jfc jJI >UMj) ob^>dl ^1 a^d (man hdparm j) jijdlj gr-ljil 



col^>dl ^ IcjJjU Js ^« .-dl, -X34, -X66, -XI 2, -X86, -mXX, -al6, -ul, -Wl, -kl, -Kl 



5= «. C 



*>UUil JS" ^ hdparm *IcJcl*Ij ^yjl ^ X hdparm -vtT /dev/hdx ^J^lJ jl 



^iVI j L^Ju^J /etc/initd j l^lu^l j£c 



2L5tbl ObfjAf 1.4 



j^sLj 0W4- 1 J>1 C fr L> Vj^j u ^ ^ & v >\ : J^ 31 f 1 ^* j* t^V 1 • < 



BIOS oblJcl Jl J^jSI Uc ^ 43 1 L: oj^jll JJuioil ^Ik; J^j^j LL^ J^^^ >l JJc^ flk. 



4*1 ^lj vij cbios ^jff) us" J^j ^ij^ ^121 ^i ^ vi ^ ij^l jJ^i 



(oblJcVI u>J Ujl^> JS"Ll# 



/ ^Vl jl^U JjLuu jl JilSOl ^Ijl dh£c ♦flkJI Jw*3 Uo> ■tflill ^ JU;^! ^ki ^4 rfSlillj ^IjcVI .Y 



(l^Ltid ifup ^J^u-I) ifdown ethO j jl (L^Lur S^lcV start j) /etc/init.d/networking stop 



Cr* Cr 4 ^J^- 4 L^ic/" J". J^ 1 (J^ J^j 4^ki^ olS j*^^ jC^ t/ IDE ^1 3 

•U* J-^j U^.J^. cr^ 4 u^J^I aSj il*>U^ 



Ic /etc/security oUU Jac .r 



^IkJI J| <u£c access.conf 



Format: permission: users : origins +o - : users: from where 

-:ALL EXCEPT root: ttyl Disable access to all no-root over ttyl . 

-:ALL EXCEPT userl user2 user3:console prevents access except for 

users1,2,3 but the latter may only access from the console. 

-:user1:ALL EXCEPT LOCAL .uoc.edu 'group.conf: 



* - * t 



^ JbLI AaW (limits.conf) JbU U*lj \a£j SjbU ^dJ Jc^l b\ U*J LJc 



DoS uU I/O jl CPU ^ U*,l ol^ 



l3 jU41 J^Vl dJUll JJ o /etc/pam.d/passwd J ^ail j min x J^Uil bJb JjSw- 



►ji*. ^J^vT J^xil - li* \s[ - su - m) ^LiJIj sysadm j JUtf*>U ssh ^J^iJ jl Icta 



c(JI^L yi jUdl l^jai) JWLI J~u- 360 ^ - TMOUT J*s :J^I CiJ ^iVl JJ-I Ja-*l A 



4*^>j ^Ol ^ jl JJ J^JL ajuJI U^U jOI JcliJI ^la*;^ 5ju J^l <uJ jjSc^ jllj 



^V^J obu ^J^ciJ I3[ c~Abashrc j t/etc/profile cjlill J~u« Jc) 4sJi*a!l oliU J 

♦JJ^ lilill ilaiU J^)/ jUUI t(y t^jT) 



i^U^I Jl ^la^u-l jj^ cIlS ^jj jJ» U /etc/exports J :aJil j NFS Ja-^ .V 



cjliil J^u- cjJJ-l (j il^ll Jjy^jlL ^LJI j cS^ljill Jj^jU Jaii ^-U-JL ^wildcards 



.directory_exported host.domain.com (ro,root_squash) / ^la^u-L 



JJ^ csingle j flkll ^ jl j£c iO^UL* fljfc^l ^BVI ^ ^BVI ^4 -A 



lift J £^SVI Xp leb ijj ^> ^Jl iJS" j^J ^Ikll Ja^l ♦Ju^jSI J flkll 

/bin/sulogin jlj S:wait:/sbin/sulogin :J,UI JaJI ^yi /etc/inittab jl ^ Jo b cdJili Jw^ J^l 



Jl 4^U. tlkkl ol i^Jj ^1 c-^d ♦ (chmod 600 ^la^u-L) jJbLI ^j^lJ.1 Ijc U a^j** J^l 



IjLW ^ cJflill li* •(dJUS jjJei 4>/ Uxp -i ^Ij^UuI) chattr +i f\Jm&*\> blocking 



S ^ gjipl Ja2i j^Ij JJ^ ^ Ik ^lk)l j d& 131 - jl ctimeout :jUp^/I oj* UJLi-l ^ jl J* JLL j)l 

dinux init = /bin/sh Ji* ^IjI JUol ^ ^1 ddij restricted - 



4 

.grub j grub -legacy j lilo Ji* 



c^Ull ^.j! ^ jlfLI *UW Cxj& u* a>^> ^ ♦Ctrl+Alt+Delete 4c^L ^41 



: JUt >JI a, JjVl ^1 j V jJJI >j 



ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -r now 



telinit q j-VL ^ij^i J*a 



Jail I ^ If. ji>dl ^ ^ oUa^ V /etc/services Jail I Jk^\ ft.a2ll j£ oUai:! e^f.^ • 



.chattr +i /etc/services 



jj^ j£c c^iSI (Virtual Console J\) VC j TTY ^yi ^jjl /etc/securetty Jaill lU ijJbLI JUrl.^ ^ 



csysadm j? ^jj ^iJI jlS" ISIj - vc/l j ttyl JiU - l^U jT y> JU-lj llju tdjc JU:^! 



su Mi 



root, bin, daemon,) l^U \jj ^a!l JaJa il/lj operator, shutdown, ftp, uucp, games JiU) LiJLt 



(/etc/group ^Vl ^j^i) j/^ljl flJ&i^L jl ^jJ-l UjUi[^ gJI dlbj (sync, nobody, sysadm 



j /etc/group/ j /etc/shadow j /etc/passwd oUlil (chattr +i) Ja^ jCl* Jwi cbj^ pkJI IS[ 



Hj^ jjJj I j^U jjSs; J J,b!L cU^JI oi^ ^LS)I I jju. jT) I^Ljuj /etc/gshadow 




^ jil) nosuid Ji* ^ LiSl) is > /etc/fstab j ^ J^u-I :SJLit Uja, ^ UVI ^ . 1 r 



V cSJiil) noexec j t(^Ji)l dUS J§3l jl j ,jM j+Ju V c£a5l) nodey j t(^Ji!l 4cyf j 



/tmp /tmp ext2 defaults, nosuid, noexec 0 0 



* fr 



♦ Ja2i S*l Ji O^UUc Jw^ai^ /boot/ ^ U*l ^ai. 



6 a>jj JbLI jl^L 0j& 700 J! (*lk)l oUj^) /etc/init.d/ j oUll oLU- yt :SJbJic oLU-.U 



^Ik) oUjU £1 Ja*7 V /etc/issue.net j /etc/issue oliM JjJWj l$Lui3 j I^Ljw 



cssh j\ ttelnet ^ lu^l U a*. I J*ax, Ujclp (... t jlo^VI tJJtia) 



ai [£ c4**> SGID jl SUID 5jU:| cJ€ \h[ diJ^ \^\ JLb, 01 f ^ :SGID j SUID.^ o 



) VbM iltl <p_, ^JJI j» .(-r-xr-sr-x Ji.) cSGID } (-rwsr-xr-x Ji.) SUID J sj^j 



S% Oiail *i* jp. doJI j£c .l^b£ V j|l ^IjSlI (chmod a-s 



find / -type f -perm -4000 or -perm -2000 -print 



.^Sll dlla j£uu jl j& cSGID j SUID If* Jj>- jll oliliL jU Li jJ^ ^uJ jl ^ 




clJbb J^l t \/G" j c(£l> f ObUi) " •/ j c(J*l£ d^*) Ji, c^U uid/gid 



find / -name ".*" -print | cat -v 



find / name -print 



e. ■* 



^* obJiSI L p*u jV tlji*. jT) -nogroup jl find / -nouser ^J^u-I j<6 uid/gid J^LtaT^j 



^la^u-L ^ kjJj^ ^ O^i ^ ^Ji^l^ ^1 J ♦rhosts (Jail I V : JJc/ * \£ j j:> JUtfVI . \ V 



.(.rhosts SOwdl iljall aifc X*\c jj^ USC ssh 



jOI oLL^all JowbJ /etc/Xl 1/xdm/xaccess Jail I Jjc :X Display manager J 1 VrL^ jt^-^ A 



. iili U oLU, ^1 XDM jac JUVI lf£c 



ajijji 1.5 



jolsfi. aifcsM O^loUll L^j munin •monit j monin L*j :^lk)l iil J. IJU- jboJ^ Dbbl ilbb 



cSj^T oblJcl jj^ (£l cethO obLj^j c My SQL <sj&jt,J flJfc£-l tS$"UI flJfcs-l tJjW J-U^) 



^ua^- J-jutf S^jf coJuJc 4kdil j^ax j cPostfix j MySQL j Apache JiU coUj^I jy monit ji^, 



gJJ\ jtj j c^^^ll la* Joj^ .Uj^cj LightDM j KDM j GDM Ji* toj£ llUj t^jljll »l j-U Jul jA XDM d[ 5 



j Cj\xHA\j iwww.pirulo.org £ iU^a^ b^i^? jlj cpirulo.org L«UaJ jl ^ JJd 



apt-get install munin - Jlill J^u- Je - -Lb: L£lc c jL:> munin C*Lil •/var/www/pirulo.org/web 



.munin-node 



:J,b)IT (Vetc/munin/munin.conf c_iiU) munin Ja^ dJJi Jbu Lie 




dbdir /var/lib/munin 

htmldir /var/www/www. pirulo.org/web/monitoring 

logdir /var/log/munin 

rundir /var/run/munin 

tmpldir /etc/munin/templates 

[pirulo.org] 

address 127.0.0.1 

use_node_name yes 



kJbW JJ^j coUUI j^Juj tjiafcl *Ul[ i 



mkdir -p /var/www/pirulo.org/web/monitoring 

chown munin:munin /var/www/pirulo.org/web/monitoring 

/etc/init.d/munin-node restart 



J http://www.pirulo.org/monitoring (j cij^l ijj <Je uu^* ^ 



Load average - by day 
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18:00 00:00 06:00 12:00 

□ load Cur: 0.15 Min: 0.03 Aug: 0.19 Max: 1.22 

Last update: Thu Apr 20 18:20:03 2006 
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CO 
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0.0 



□ apps 

□ page_tables 

□ swap_cache 



Memory usage - by day 




12:00 



18:00 



00:00 



Cur: 36.93M Min: 34. 4011 Av; 
Cur: 812.00k Min: 812.00k Av; 
Cur: 684.00k Min: 684.00k Aw 



06:00 

56.23M Max: 225. 12M 



957.50k Max: 



2.12N 



719.92k Max: 812.00k 




jA^I J aJUl oLj^L •htaccess JftiU Jii^ UiSCc cJlsLI J^u- .^U 



:/var/www.pirulo.org/web/monitoring 



AuthType Basic 

AuthName "Members Only" 

AuthUserFile /var/www/pirulo.org/.htpasswd 

<limit GET PUT POST> 

require valid-user 

</limit> 



:(jJl> ^a*6L*ij /var/www/pirulo.org/.htpasswd J ^-Jl US' f^JtiS jl dJili Jbu Lb 



htpasswd -c /var/www/pirulo.org/.htpasswd admin 



ULUol (jll j**JI (admin) ^J£dJJ ^1 J La jli cwww.pirulo.org/monitoringj J*^*£ Ujl> 



^y> 4Cj£r (JjlII <JaiU J^ 2 ^ ♦/etc/monit/monitrc Jjbw j capt-get install monit JuLc tmonit CjJk) 



J~u« •http://www.tildeslash.com/monit/doc/examples.php Juj^l Jj^aJ-l j^Jj csiiUVI 



Ojll i^-lj monitrc <j J,b)l il§f lu^J cproftpd, sshd, mysql, apache, postfix iil y: l^p j 131 cjlill 



:3333 lid I monit J 



set daemon 60 

set logfile syslog facility log_daemon 

set mailserver localhost 

set mail-format { from: monit@pirulo.org } 

set alert root@localhost 

set httpd port 3333 and 

allow admin:test 

check process proftpd with pidfile /var/run/proftpd.pid 
start program = 7etc/init.d/proftpd start" 
stop program = 7etc/init.d/proftpd stop" 
if failed port 21 protocol ftp then restart 
if 5 restarts within 5 cycles then timeout 

check process sshd with pidfile /var/run/sshd.pid 

start program 7etc/init.d/ssh start" 

stop program 7etc/init.d/ssh stop" 

if failed port 22 protocol ssh then restart 

if 5 restarts within 5 cycles then timeout 

check process mysql with pidfile /var/run/mysqld/mysqld.pid 
group database 

start program = 7etc/init.d/mysql start" 
stop program = 7etc/init.d/mysql stop" 
if failed host 127.0.0.1 port 3306 then restart 
if 5 restarts within 5 cycles then timeout 

check process apache with pidfile /var/run/apache2.pid 
group www 

start program = 7etc/init.d/apache2 start" 
stop program = 7etc/init.d/apache2 stop" 

if failed host www.pirulo.org port 80 protocol http and request "/monit/token" then 
restart 

if cpu is greater than 60% for 2 cycles then alert 
if cpu > 80% for 5 cycles then restart 
if totalmem > 500 MB for 5 cycles then restart 
if children > 250 then restart 

if loadavg(5min) greater than 10 for 8 cycles then stop 
if 3 restarts within 5 cycles then timeout 



check process postfix with pidfile /var/spool/postfix/pid/master.pid 
group mail 

start program = 7etc/init.d/postfix start" 
stop program = "/etc/init.d/postfix stop" 
if failed port 25 protocol smtp then restart 
if 5 restarts within 5 cycles then timeout 



jiJJ ♦http://www.tildeslashxom/monit/doc/manual.php oUjUll ja Joji ^Ij^bI^I ^-Ij 



if failed host www.pirulo.org port 80 J,[ J^aj (j jjl .il-te^l ^aJ jl bJc cmonit ^ Jw**7 ^£SU ^U- jl 



V ^SU jl IJi^i C4JI_ J^jll U'l^L j£ 1 IS[ ♦protocol http and request Vmonit/token" then restart 



mkdir /var/www/pirulo.org/web/monit; ) <Jfliil lift Jo»y m jl 4 1 u! cj^u 



SSL J^jo monit Ja^ UsjI j£Jil ♦(echo "pirulo" > /var/www/pirulo.org/web/monit/token 



.(http:/ /www.howtoforge.com/server_monitoring_monit_munin_p2 ^ J*ty 



j startup=l jjJoj monit J^tiJ /etc/default/monit Jo*j jl LJc '^A^l l5j 



(/etc/init.d/monit start j*) monit U lil ♦( jl^L) Jlill J^u. CHECK_INTERVALS=60 



U aJlh liLi ^jUi chttp://www.pirulo.org:3333 _> bWlj 







Monit Service Managt 


er 




Process 


Status 


Uptime 


CPU 


Memory 


proftpd 


runnig 


1h 19m 


0,0% 


1,2% [2348 Kb] 


sshd 


runnig 


1 h 56m 


0,0% 


0,7% [1508 Kb] 


mysql 


runnig 




0,0% 


7,1% [13664Kb] 


apache 


runnig 


15m 


0,0% 


5,0% [9628 Kb] 


postfix 


runnig 


■HI^^H 1 h 26m H 


0,0% 


0,6% [1 322 Kb] 



Process status 



Parameter 


Value 


Name 


apache 


Pid file 


/var/runapache2.pid 


Status 


running 


Croup 


www 


Monitoring mode 


active 


Monitoring status 


monitored 


Start program 


/etc/nt.d/apache2 start 


Stop program 


/etc/nt.d/apache2 stop 



3 



5* fi.fi. 



multi-route j SNMP JyJl oSLiJI Sjbl JLL. flJ&^-l IfUj^j iSCjLlI iil^l iJLiu jtf I olj^l 



> j pj^jll lift Jp- oUjUll ^ Jbj^ jj^JI jSCc ♦ ^ (MRTG jl) traffic grapher 



http://www.linuxhomenetworH^ 



.<ver_Performance 



j£c oUjL* J«L ^uUI http://oss.oetiker.ch/mrtg j) MRTG *Uil j? 



mrtg ^a^iJ clJbb J^Jj *oU:l j JJ-I Jo*» oL'U^I *Ui^ cli^ J~L ^j^l obL ^la^uw 



:/etc/mrtg.cfg ^Jftill Ja^^al^ cl^JuAT i #atsar j 



WorkDir: /var/www/mrtg 

Target[average] : 7 usr/local/bin/ cpu-load/ average' 
MaxBytes[average]: 1000 

Options[average]: gauge, nopercent, growright, integer 

YLegend[average]: Load average 

kMG [average] : „ 

ShortLegend[average] : 

Legend 1 [average]: Load average x 100 

Legendl [average]: load: 

LegendO [average] : 

Title [average]: Load average x 100 for pirulo.org 

PageTop [average] : <Hl>Load average x 100 for pirulo.org</Hl> 

<TABLE> 

<TR><TD>System:</TD> <TD>pirulo.org</TDx/TR> 

<TR><TD>Maintainer:</TD> <TD> Webmaster@pirulO.Org </TDx/TR> 

<TR><TD>Max used:</TD> <TD>1000</TDx/TR> 
</TABLE> 

4Jc J j^j J I c^iJI) /usr/local/bin/cpu-load/average <J Ljfjt U^j c(sar jl) atsar <J 

:mrt g Jl obUI fJ l^ ^jjl (*~*4 SJx: oL>*)U 



#!/bin/sh 



load='/usr/bin/atsar -u 1 | tail -n 1 | awk -F" " '{print Si Of 



echo "Sload * 100" | be | awk -F7 "jprint $1}' 



Co-LiC (J ^-^J IS[ tcron <J ^^V* mrt g ♦ /var/www/mrtg jjesil (J ^jUaJI jvvj jl S-*^ 



^Jc ^Jl^cX\ jp 4x jj (j^C (^ijlj /var/www/mrtg/average.html (j oUj^ jJl IJa l^^J t/etc/mrtg.cfg J«Ju^ luSs^-i 



280.0 



5 



210 . 0 



140 . 0 



o 



70.0 



0.0 



Fri 



.http://www.pirulo.org/mrtg/averange.html -Lljl 
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4 lS^ 



JjIS iil^ frysk £j yL* <J*JiAI j[ : (http://sources.redhat.com/frysk £>jU) Frysk 

♦ii-Uil J*j*>-j oLL*)l iil j ^jjdJ 



♦ 



Cacti ^Jjb ♦ PRDTools oL'L £• Jw**ii <Jy* j J** Cacti d[ » ( http://cacti.net Cacti 



^Ij^Ij olSLtJIj Sj^-^l S~u~» US* c3 J5 5 *" J cM 1 fj^ 




J/^r If^ax, (c^J^I vfj^.) V s1 V c^>l oljal OVI >^ 



JJ:> Jc ^sAtVlj ^tc) l^j-i olj^VI JSSm Sliu* 4cyf ItU* I^SCJj t^^t* icU ai* ^IkJ 



(. 6 



SobJI ^jjjM JJ^) ji-^ Olj^l : atsar, ac, sac, sysstat, isag 



l-JI^ cl^jJi^ JU J MACIP JjIJl>- J Ol j^Jdl J[ Ethernet/FDDI i*Ui l-JI^ :mon j Arpwatch 



JU Jl j^Vl ^iSd£ d^l olilll ^UaJ uJUj OblOcI Ol jwdl Ijjjfc J^i :Diffmon, fcheck 



4j jJ^- 



OUHI JjJlT c-JI^ (£\ cFile Alteration Monitor J jU^>-l :Fam 



J jTLtdl djta'V *-J>l^ :Genpower 



fcLiJIj c^^Jlj ^J^IIj tOlilll iJaJlj t(Sj"UI) oLL*)lj t£Uj| ^^-j ^J\^ :Gkrellm 



'^lAl? tSlWI UjljJ-l Vj- 5 ) ^1 S-^c/* • (lm-sensors jl) :Ksensors 



♦ oU-Lj>-I c-^UJ L^p-jLj /proc/sys/kernel <jJII J 4.UjU oLl^l <j^l£-. :Systune, .leap 



,jj.jLi JJ^- :Log watcher 



^llaJJ 0» j^j 4j!!^» Imonit j Munin 



^-H.) VM j cVFS j t , 2$C-iJlj tSljdlj obJJ iik^l 0%»Uil JjUjj ix Igpowertweak j Powertweak 



.(/proc/ J liL- ^jydl Ol jLW JjJUa 



Uillj c^lillj Ojljll ^Jji U ^Jj (/proc/ oUjL* ^J^cxJ JSwJj) oLL*)l olil^ 



♦ 



.Interactive System Activity Grapher J jU^>-1 isag j[ 6 



fUadl ikiil lil^ iSwatch 



.(VNCJ i^Ll^) SJl*JI Sj^r^l lil^ :Vtgrab 



( JLiU CijSI (J <il ji obi :Whowatch 



•sSCiJI Sj^>-VI (uibp) OU^ iil^j c^L&)l ObUI j^J CjJI^ :Wmnd, dmachinemon 



oUjUi (^^j^j Ojlj^l j^j l^I^ iXosview, si 



J t Jaj ^ UJ ^Jajj ♦ ( JLJU-I Cijll Jiil jll ^LP ^bu)l xosview j gkrellm j ksensors ol#>-lj ^ 
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6* wluo* 



1 A*Jjft 



CO ^Jo>. 

U-Zcuj L 0 
bo^ 1.0 



LL^JI 



pJLn_aJI j L 
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0.35 ,0.41 .0.44 :frsi*lfl 15 .5 .1 Jl jjUJI ^ J-^l J 









0;22 ^1 15:05.81 2 


l*** 33,7 


^uJb abdalrahim Link to firefox ^ 


0:45 0:26.61 0 


24.7 


<uJb abdalrahim pidgin v 


7:33 ^1 3:41.90 0 


bv- 23,9 


^w't abdalrahim gnome-shell^ 1 


0 25 0:16.19 0 


bu- 17,9 


a-jU abdalrahim nautilus ^ 


1 27 ^1 0:19.56 0 


by- 15,7 


ittili abdalrahim python 0* 


1 24 ftnJI 0:35.98 2 


bu- 15.4 


ft^U abdalrahim python ^ 


1 30 ^1 0:28.53 4 


bu- 15,4 


A-Jt abdalrahim python 0" 


1 39 r> JI 0:38.74 16 


bu- 15.2 


ftlpLif abdalrahim gnome-system-monitor 0 




33 ^1 0:00.73 0 


bu- 12,7 


o-oiU abdalrahim HijriApplet 0 




33 0:07.40 0 


bu- 11.9 


abdalrahim gnome-settings-daemon 0 




33 ^1 0:02.58 0 


bu- 11,3 


<Uib abdalrahim monajat-applet 0 


1:23 ^1 0:00.33 0 


10,9 


iojU abdalrahim python 0 


7:54 cjjl 0:01.20 0 


U*^ 10.5 


cLaiU gdm gdm-simple-greeter 0 


0:53 ^1 0:00.88 0 


b^o 10,5 


a-ub abdalrahim gnome-terminal H 


7 


33 fj«JI 0:01.73 0 


Uv^ 9.6 


aiub abdalrahim gnome-screensaver 0 


7 


33 6:28.42 4 


bw) 9,2 


itwU root Xorg 




54 ^1 0:00.53 0 


bu- 8,6 


ojwU gdm gnome-settings-daemon 0 


l-l 




^ ^UaJI iJI^ oL>: J ^ L~i j ♦GTK OL^C screenlets ol>:j (S-^" 4 ^. ol>:j (J^**2 



:Screenlets 




11:35:45 



201 3 



21 



ab d alrahi m @ ab d -f akh ouri 
Fedora 15 (Lovelock) 

kernel: 2.6.421 2-1. fc15.i686 



Intel ( R ) Pentium(R) Dual CPU 
T2310 g> 1.46GHz 

CPU 1 CPU 2 



Load : 0.47,0 34,0 31 
— Ram 38% 
Swap 0% 



IP : 10.0.0.9 



Upload - 1.4KB/eec 

Download - 20 KB/sec 



/dev.'sda6 91% 



/dev/sda11 71% 



/dev/sda6 91% 



/dev/i 



/dev/$da6 91% 



screenlets t> M ^W-^ j : 6 



Sykllij ajljLI ^IJi^l L ^v^ <i S*LS^ jSfl 1*1/ J\ Oljj^l ^Iju^L ^ IkJi) -^U V*«J (»» 0 



J*k> jJI So^l j Ja*ll sumdis.c ^<Jl »lk)l J*- ilU .*lk)l tfisjry d£s d\ jJI VWj 51 



sumdis 1 2000000 



•Sfe* JiU ^IJi^L (sumdis.c) x*\J\ "^kiJI <j j/UU ij<JI IJcl (JydLlj Slyll O^U* jjc (y 



time ./sumdis 1 1000000 



[Debc, Ibi] 



http://people.redhatxom/alikins/system_tuning.hti^ '-^y^^ f°Lp" 



: Monit j Munin XS\ J.\ 



http://www.ho wtoforge.com/server_monitoring_monit_munin 



MRTG j SNMP ^la^L V 1 >l 



http://www.linuxhomenetworidng.com/wild/index.php/Ouick_HOWTO 
Monitoring Server Performance 



Munin: http : //munin.proj ects . linpro .no/ 
Monit: http://www.tildeslash.com/monit/ 
MRTG: http : llo s s . o etiker. ch/mrt g/ 
Frysk: http ://sources .redhat. com/ fry sk/ 
Cacti: http://cacti.net/ 



4IIjlp oLlji Sjbr v ir 



5* 

t^ju-l o ift j »l] jw» l3 Jla U« Jw^» c^Jwv-I j>- 4cyf J[ cluster 4o *2(Sl£)l 



y,j JjtI ^L. dibaj .L'lj^ 1^ ^ <u» Sj^r-VI clJiT VUjI ^ai j cLAN 5Jbt Jc 



.WAN JlkJI olSLi jic J^a£ tJlJLjJI £» iJjjAI aj <uLil ^jjlj 'grid 3cjjM V"^- 



(jkiff jll .jd&llj JSCii ^ais jJI oL&H 01 ."JLle" ^^ic jibJI jjiiif fcjjLI u£ jA 1 



j^l U&u SJl^jSI j ^ ^ti^ ♦jjkdl ^y^j UJ>- High Performance Computing - HPC 



HPC *bVt 2Ub V til 1 



jruJdl y. 4».j? <cp ^ LiT ciJlc S*UT olij ii&dl "4-lSj olO, oU-U. ^1 jjkll ^ oSJ 



lis Ol^c ,~iCjJ>\ Jlc ju>.j ^Ij^I ^Ul "aWU ^4-^1 £U) 4-J j 



♦ 



♦ 



ot JyJI L£c tV^I *a!U-1 j .acjjll Vj^ 1 suJait JUI -Jy^ Ajl/il it-UI fUu. JjVl £>JI J 




"^LL*_, taJclidl J/£te>)\ ^jac^I V- ^IJJI ^ jll v.^l obu^dl (ji* J,l V^H 




. 1 • 



J^lJ ^x-iy-l j>j >*l j3 .sJUll >L ^-> J^-J '(^' (i>^>"l jib) S*U&L 



cl973 j VLVc-jLT 56 olo rJ ^b/d-Lj^lO Ola Uil O^LiJI j*) ^lill j obu^llj JwJI olki 



6 Jla VLVc.Wl;2 JlkJI iu-lj oKLiJI j (ATM) ^l^ll jt JiJI 1 oli Uil olC^JI Jl 



vL*^l t- jl J^l j& If t Uc - Saic acjjLI Uaftl fcL^j Sjty jl 



jl j£c jJI oU>dlj c(lf*J* u^H.) -^Vl Jcjjll olSJdl l^ai jJI S*U£Jlj <j ^y^l j> 

»U1V^0 *> uJkl "^-^ V&'j t»UwfcVl £ ^LJJIj tajljll -^Ll*j t^jfciJll 5cyf l^jLti- 



(jl jiHj Lj4j^ S*U£JI j *bVI oh->^ J&JI <>• ^V* 



lljil sift \f£c ^uj^xJ. 



Beowulf - Jd$^j 1.1 



jCii flkJI jj£i, .(APD) acjjLI/ijljdl oISmMI j I^Ij^I j& ^IjJ-l Sjjw, ijL*. oJj~ jl 



^.UaJ oUlcJCU-lj ^ 4i) t-JJaS, ^fj! & $ CXrT iSjJ t>* <,I '^ A 



ftift jUpI j£j cjlill J-u- Jc - (RPC j SOcketS ^Ull) ^Siy^jC dJJi jCll 4jl j»Pj - 



.(_£_jI~J.I 44sjt>sU 4jJjjDl 



Parallel Virtual Machines - Ijl/il V 1 J^ 1 Sj^l Ji, UiiVI La >y jll oU jjl oUi* jl 



ifjt J«rj flkJI ^1 _/a-l jruT j£i> Message Passing Interface - MPI JJL Jl ^ i^-ljj cPVM 



^ajlj c (master- workers) JLP-^ ^UVI Jw**JI g-Syf j[ ♦So! 1^1 itUj "Aj^ 




**♦ 



JUpj y> Jf\ dJb. c(S.Up 1024 ola UaVI) S jru$0l UaVI j .JUjJI l^ajt jll ^1 ^jj;. ^U- 4J 



OJjs jl j* cCluster of Workstations - COW JwJI olki OsJjk cK V 1 -^ 1 oUt^^l 



& "4cyf COW Uj^. t(j^ aktf. jl) v> IA V ^ ta« ^ aiJI J^JI 4i ^ -ulj ^ 

jl UL j ^ 61 Lie »^rLl« liLi LUir ^j^j COW ^j^>c^ JS L^j^uj jl jSx ^1 ^^-1^-1 



lib. jl ^aJI .JjU. Ji^j ^S^/ysr J^* jjl S>r^ & " 4 ' L ^. 4 



0- £ 



jl ^SCc - ^ - QuJlio cJflJj- ^1 jl •ijJJdl oLfjJIj ^j^jJ/ ^ j^Ua cJaJj^ :>^Lp ftL Uajj j£c 



~**L)yj (hub) ^la^u-l jp j^c* ajW=r ^fry. J&k 



Ja^ :>^p UjJ til Jy; jl L^Cc tii^S" J ♦ssh j I rsh JiU "£LiJI oUj^ J^ir Jboj cNFS Jlill olilil 



?jJiaJI kmugij 1.1.1 




tJa* 127 ; 0 ; 0 ; 1 jl^JI localhost <£j£ (SJl2p jT J) /etc/hosts Ja^a jl Lie 



127,0,0,1 localhost 



192,168,0,1 pirulol 
192,168,0,2 pirulo2 



4iU>[ Scyf *l£al j t JuUJI j (nteum) *ls3[ <y 



groupadd beowulf 
adduser nteum beowulf 

echo unmask 007 » /home/nteum/.bash_profile 



rj^ Jl>-I ^l jl nteum ^J£d*d.l 4t£i <Jab c£l beowulf Jjbw jl j^il ^ijUl 



.beowulf 



: ck^ W b^* 'f 0 ^ 1 J° ^ a2JI ^ ^j^j) NFS Lb 



mkdir /mnt/nteum 

chmod 770 /mnt/nteum 

chown -R nteum:beowulf /mnt/nteum 



folW # M\ lift juJ^s b£c 



cd /etc 

cat » exports 

/mnt/wolf 192.168.0.100/192.168.0.255 (rw) 
<control d> 



tf'^S b&c) gu\£ c vl^ Iflj 192 ; 168 ; 0 ; xxx Oljjfcc jl Lie 



(lU-l b\ jJ^- ^) l^i* <£/ j| jiJJ j& oblacVI Ja-*> Lie ' w3)fl 



:J^r oUai:l jl j^dl Lie 



chkeonfig -add sshd 
chkeonfig -add nfs 
chkeonfig -add rexec 
chkeonfig -add rlogin 
chkeonfig -level 3 rsh on 
chkeonfig -level 3 nfs on 
chkeonfig -level 3 rexec on 
chkeonfig -level 3 rlogin on 



^a^J.lj Sj^Vl J-s^jzl £?LiU *Uil Lie 4 1 j^u br trsh Vj* ssh £ J**JI t jUL J^JJ 



/etc/ssh/sshd_config j iJbll jjkJI (# jJ^dl SjLil^ljb) Jju; cdJJS ♦jj^ ijT jj:> jUL nteum 



RSAAuthentication yes 
AuthorizedKeysFile .ssh/authorized_keys 



^LiSV o^ijJI Ji-to^ lift jl Ue cnteum ^J&cull J*a*j jl^sU JJ^ JL*J 



ssh-keygen -b 1024 -f ~/.ssh/id_rsa -t rsa -N 



llll 



(Jftiil ^cJ Lie c-^j c/home/nteum/.ssh oLSCil jjjf j id_rsa.pub j id_rsa j^iill #-Ls5[ ^JOu- 



:a^VL oL^*>Lall Ja*Jj •jj^.l ^^i; J authorized_keys ^J-x cJJ^ J[ id_rsa.pub 



chmod 644 ~/.ssh/aut* j chmod 755 ~/.ssh 




^biil ^JJ Jala ^b>«L*i ^(^j^JI ^j^j) ^iJlj l$L^ j7 Jaii 4^UVl oJui*)l jl Uc 



cdAli J[ ♦ o-Up j£3 /home/nteum/.ssh/authorized_keys cJoiU/ji^ J Saip jT J,[ (id_rsa.pub 



:/etc/fstab Jl JUI >JI SjOp j NFS 



pirulo1:/mnt/nteum /mnt/nteum nfs rw,hard,intr 0 0 



(JUI j dJJi MPI jl PVM j^£ jl j& olL-k Juid Beowulf ^ 6 VI M jU 



coUjUll Juj^l •^L^j 4^>-l j syce Ja-^ J^ll J*s£ (system-config-cluster) J~k» Ijj^i (J J^jj 



http://www.redhat.com/docs/manuals/enterprise/RHEL-5- 
manual/Cluster Administration/index.html 



2Lcj5aJI 2L^$sJI jjI^s 1.1.2 



sumdis.c tfx (... +6+5+4 fUjI £ jfbjg LjJ 4i«\/l j dB ^jU- fljjljdl V^ 1 &j ^ 



initial = atol (argv[1]); 
final = atol (argv[2]); 
result = 0.0; 



for (tmp = inicial; tmp <= final; tmp 
result + = tmp; } 



printfp/oftn", result) 
return 0; 



:Jliil J^u- jJI life iJjC J,[ b JaJ ISIj cgcc -o sumdis sumdis.c ^Ij^u-L 43 ^ 



time ./sumdis 1 1000000 



(106 J) 1 c>) 



Uc^ 256 Ujai syiJo AMD Athelon 1 ; 400 ^U* 2 ; 4 ; 18 jLjo jl^ j cijll d\ isj^ 



a^Lw j V** 10 J 6 J^Vl* 13 5 -A~.J cuser = °; 010 J real = 0 ; 013 (Lyy) JAu 



* ... 



time ./sumdis 1 16000000 (106*16 J! 1 <>) 



160 ; 000/)00 Jl bji li[L'l ^Lif di*^ I4^jf\ djL* <£jA SjUj creal = 182 cijH 



.JflijJI ol^Lo j, Cijli jj^i c(160*10 J) 



** 

r 4 



t^ols£ (nodel - node4) Sj^>-I 4 ^ Lji li[-t/ V^j^ ^jj 7 *L>J Cr* 



Jl 80,000,001 dJbilj c80,000,000 JI40,000,001 ^ JUIj c40,000,000 Jl 1 ^ JjVl 



jC» c^Jb^l aJU-l ^IjVI ij*js .160,000,000 Jl 120,000,001 ^ ^Ijlj cl20,000,000,000 



jCia .rhosts oS jfjJI ^1 JuLju* ^jjl (nteum) ^ Ji^J.1 jlj NFS ^ il jUdl /home/ jj^l ^IkJJ jl 



Jo^JL b) Tc^bf ttaf*-** /etc/hosts.allow J #%JI <jdil jj$C jl <_^>*i trsh Ja^ j /etc/inetd.conf 



mkfifo out 



( /home/nteum/ c^fifo ) 



/distr.sh & time cat salida | awk '{total + = $1 } END printf "%lf \ total}' 

( dij *L£i gfttii ULjajj ^ ^distr.sh ^ ) 



: J, LI i^Uw distr.sh jf jJI ^l j jl j£c 



rsh nodel /home/nteum/sumdis 1 40000000 > /home/nteum/out < /dev/null & 
rsh node2 /home/nteum/sumdis 40000001 80000000 > /home/nteum/out < /dev/null & 
rsh node3 /home/nteum/sumdis 80000001 120000000 > /home/nteum/out < /dev/null & 
rsh node4 /home/nteum/sumdis 120000001 160000000 > /home/nteum/out < /dev/null & 



cJui^)l CJj JoJl^ pjt ollSC* dj*rjX\ ^Ji^lcJ ♦ JaJa ^w^jdl ^J^w> 4jlj Ja^J Jlill li* jl ^jJI 



.(MPI j PVM J*,) ^ r lk j oLUI ^ J^l^lj .LiSljj 



:J, U Icjji U^TI .^bjj j jlj3l ji^IJ Sjuc (i> lib. 



(MPS jjU Jl j,J flk) jjUj j^c ^ba? iitat oU-U. j oLL^ (r 



jwtc j* MPS 2ukl j£) t(jsL. Jl jl sf UJI -^,Llc) litat :>b> obljcl Jc uhj^ 1 JT ^ 



jui ri^LsJI oL£ J ^-uJI ^CJj •LL- %>\c jjSC jS ^iSlj t^aSlill JfL- Jl j ^c^Jlj j^UI j J^L^ 



send(destination,msg) 
recv(origin,msg) 



^ Ij^I j V l^jT Jl i»U»l cMPI _j PVM j» ^LVI »i* Ic^Ji oULkll 5^. ol^-lj JtTl jl 



U-Ull JT jl Uc o*^ll Ul» j i^y- 'aJ^JL. ^La_j cthreads ^Ij^I Jaai jSUl c(SHM) ~&jLL» 



>»f\j\\ Jlk ^lk)l j oli-Ull jjc jlj S_f IjJI ^ ^.JiciJ 



(NIS YP j NFS) acjjll oUjO:! oli "<£jtJI j* -^Uill (^akxJJ SaJUi.j) ^1 S.ux* Sj^l ±\j (\ 



>'icjj>\j SjuJI oUai:! ^ "4cyf ^ai (NOS) iiLi JJu£ aJul fc,* ^b> (y 



(sockets (j-iUU j^c) (jiis^ cSj^. ^jJIj - J~**N 



(PVM, MPI) ^jiJlI aJIc API otfJtf ifj{ i^-lj fljic-l j£j c^-V 1 lT^ 'V 



.(... ,RMI, CORBA, AGENTS) kjjU obp Vr^ 1 "*fjJ^ *fje £^ flJ^-l - 



PVM jjtsSJt JLc^Jt jlfi^JI 1.2.1 



) If* (j^liJI jlkL.La ^l (spawn) j£c .Virtual Machine - VMLU£ Ijl^ jj£ jJI_> c^ju-IjA- 



j* 4J( t jruUll Jc bLipl) jjU Jl jl ^ ju ju^ V .Ujrii) "4Ujl PVM J$3 j<cj 4 (kill 



iky 



J,[i^* 4iU?[ jr^k) ^v^jil ^Ifll ols^fj c (blocking send, blocking/nonblocking receive, multicast 



j cUDP j^c L^ljx, ^ajl j jl^r jT J ^jsrjll pvm3d l-JI jil /Jc Vr° V*"^* jr* PVM SjjL** j[ 



u Aid\/ i J5L Jl JUu.|/JL.jV routines Jl jf ^ jJI (libpvm3.a ^1) PVM 3lt5C ^ ^>l 2L^b 




fa .£1 t O U~k! I JJc^j jl^i-l t«_J>( JLI *Ju jOl ^ J«£ PVM J 2Lya3 i^lj jjC 



oUxIlj j Iflj^lj pvmJ Sy^aJ 1 pvm-dev j pvm L*j : (J^ <J^) a^>- 0*-** ^' ^ 



» Ja.S libpvm3 



JoJ^j -aJSCUI VU^ 51 ^ jL~U (J?l jl (ijU jU*l *oJI h£c tPVM j fj r /jl^ jJ*; 



JU»b 01 Lie ^ cdUi Jl aU»l .1)1/* jljTtf IfjIT ^UJ ^ >(>VI 6 Ja> i)J^M .(^fcJLI) a^ljAI »I>VI 



(S s ! <*dl JjUJI J*UI jJ-l V> Ji.) ijljdl l^b'-M* i jji-l otflli^l JUI jCll jtT lil U jL>VI u!* 



Oj^j; i^-*- cscalapack-pvm | mpich-test | dev, scalapackl-pvm | mpich s-br^L d)Lj (j 5»-bll ^ScaLapack 



) 4jL5-. jl/u jJa; ^1 lib. ti€ lil U jUI Ul J-ill .(MPIJ >VI ^^Jlj PVMJ Li» 



♦c^j'j^' jJaJI ^Ui[ ^jL*! LIJ^ jl ^ic ^11 (http://www.epm.ornl.gov/pvm 



Amdahl jjjlS jL^-VI ^ J^b jl LJc tJ^JI ^VL Ljljl« j-.Ja.-Jl J^>- j[ 



Ljl jl* ^jSCJI jjSC Uxpj cspeedup = 1 aJ ^^Dl jj£ (f=0) J^LaJI j~ldl jl jj>*U)l jUj 
U^J ijljdl ^IjfVl ^ %90 Djf O^AI ^Lj t (infinite) J ^ V speedup djL~* ' f=1 



^hdl^Uil ^jJbLI oia Ja^ j£c .ait <pU ^^JM j^SLj cf=0,99 jj£ Uxp jSO clO dJ ai 



obUI ^ ;Uk£ olc^£ »JLkr ^ £b jJI ^ :(SMPD) Sajui. obLj SjU, (y 



cJlS*3\ 6 Jla j, Jf j .aiJI JT3»U»I *LM ^1 JSVI jl<4-l Ja^ j, add J% pvmJ V^ 1 Vfl* 51 ^ 



PVM. 



_ROOT &k\ ^jJ. £ jl ^ .jjjdil Sibil! olilll * ~/pvm3/bin/LINUX ^ 01 ^ 

/cshrc JalU j l^j ^ 61 j& jJIj cPVM_ARCH=LINUX j dib/LINUX/libpvm3.a 4i ^jjl j£lb 



Cj t(JL*JI JUy^I -aJ^jS" rsh ^J^xJ csh jj& jl j& (^Jl \& Sj^-^l JS" j \*yry 



U^UI j£c jJI rsh-pvm ^w*: PVM ^ jj:> S-Up jT Jl J^jSI a**bV -Arhosts «jJ0LI 



jl ^(jijdl 5 >* jll) o^^l PVMJ \*jry rsh j/L d~>- /usr/lib/pvm3/bin/ J 



j - ILL Ulj If - fol£ ^rUlL ssh Ja^ ^1 ^J^Si V jJI oUjjdl 



^a^L^ jT jA^- ^ ♦ssh/authorized_keys 



*LVl jl2JI ^ a5JI Ja± t(^l Jc j, Jl l^L-y ^ cL^LUjj 



master.c :PVM ^ 

gcc -O -l/usr/share/pvm3/include/ -L/usr/share/pvm3/lib/LINUX -o master master.c -Ipvm3 

.l^ Jill Hbpvm* j pvm3.h ^ ^ jj ^ill J£A\ ^ _l j -I c> S^^JI c^W^J jj^ J S-^S 



pvm pvmd 4-^ J*^ . ^ 

(cJ>«JIj cpvm J^) quit ^ T 

: master J*^j . * 



int mytid, tids[20], n, nproc, numt, i, w 
n_times; 

if( pvm_parent() ==PvmNoParent ){ 

/*Return if this is the parent or child process */ 
loops = 1 ; 

printf("\n How many children (120)? "); 
scanf("%d", &nproc); 

printf("\n How many child-child communication loops (1 - 5000)? "); 
scanf("%d", Sloops); } 

/*Redirects the in/out of the children to the parent 7 





pvm_catchout(stdout); 



Creates the children */ 



mt = pvm_spawn(SLAVENAME, (char**)0, 0, "", nproc, tids); 

rts up a new process, 1st: executable child, 2nd: argv, 3rd :options, 4 
:N.° copies, 6th :matrix of id*/ 

esult of Spawn: %d \n", numt); 



naged?*/ 
It; nproc ){ 

Error creating the children. Error code:\n"); 
numt ; i<nproc ; i++ ) { 
itf("Tid %d %d\n",i,tids[i]); } 
i = 0 ; i<numt ; i++ ){ 

pvm_kill( tids[i] ); } /*Kill the processes with id in tids*/ 



pvm_exit(); 
exitQ; /*Finish*/ 





/*Start up parent program, initialising the data */ 
n = 10; 

for( i = 0 ; i<n ; i++ ){ 

datap] = 2.0;} 
/*Broadcast with initial data to slaves*/ 
pvm_initsend(PvmDataDefault);. 



proc 



ulticast in the buffer to the tids and wait for the result from the children*/ 
msgtype = 5; 
( i = 0 ; i < nproc ; i++ ){ 
pvm_recv( -1 , msgtype ); 

/*Receive a message, -1 :of any, 2nd:tag of msg7 
pvm_upkint( &who, 1,1); 
/*Unpackage7 
printf("Finished %d\n",who); 



pvm_exit(); 



client.c <-ikll :PVM ^ JliU 

gcc -O -l/usr/share/pvm3/include/ -L/usr/share/pvm3/lib/LINUX -or client client.c -Ipvm3 

/home/nteum/pvm3 ^ ojfe l) i^UJI >n j .n dii^ tLjjjx^ <jaJ lia 



recv( -1 , msgtype ); 
m_upkint(&loops, 1,1); 
m_upkint(&nproc, 1,1); 
m_upkint(tids, nproc, 1); 
m_upkint(&n, 1,1); 
pvm_upkfloat(data, n, 1); 
/*Determines which child it is (0 -- nproc-1) */ 
for( i = 0; i < nproc ; i++ ) 
if( mytid == tids[i] ){ me = i; break; } 

EProcesses and passes the data between neighbours*/ 
work (me, data, tids, nproc, loops); 

/*Send the data to the master 7 
pvm_initsend( PvmDataDefault ); 
pvm_pkint( &me, 1,1); 
msgtype = 



1 



iJSUjJIj^a^ls 1.2.2 



MPIF j I) MPI ^jcu JwJ J» MPI J ] jlJ ~H*r\J API ^^s^l *fje VrL> ^1 



JLPlj oWj oLjL*C MPI o/b j2 X~*y 40 ^ ^ y>j i (Forum ijT J.I S j^VI F jji^ 



Intel NX/2, Express, nCUBE, Vertex, p4, Parmacj 4 (IBM j») WRC :Ji, c^jl^l jllc j iilflt 



^ y. MPIF ^-Jfjl (»" & a3 .ZipCode, Chimp, PVM, Chamaleon, PICL ^ oU*L^j 



ILUI iLl*. ^ cl^ic iL^VI j£c oVUrtl <(F90 j ++C L^i Lc) F77 j C iil^i 



IJLiffj (... ,PVM, NX, Express, p4) iibM obJ oUJdl ^ VrL> C^-b^l a*j .flkll Js> ^ 



i#rl) j*^* f -X2J .(thread-safety) JJ^I fll* £ jb: ^ "4b> ^Lfe** t^ibU oUU) ^JaJ j£c 



g\ Ujll jSfi j, SiLfc-^ F77 C j MPP JJb Jl ^ ^iy l r 4ic-l ^jjl jjj 





Ola S^s-Vl Jc cWS olOj toU-Uil SaJUi. Jc MPP JLiC ^ .portability :V*I U >y 



MPI2 (spawn) J^l »l3iVI (IjLUSl JSfVl jla^VI j»j) MPI1 jIj^VI ^Ju V »/ IjJI 



Scalable Vjljdl j JUtfVI ab ^ Sab^ <^ly)l y> jwJI f a3 



SGI, Sun, Cray, HPConvex, IBM,) gj^U, ^jljdl ab)l jbll JJ j2j ^Parallel Computers - SPC 



IjlJL^^I £> US'^ujlj^ <j?j) (Jlill J-u- Jc mpich ^) freeware S-lb oljlo^| lib .(... Parsystec 
toLL*)l olcyfj c-^JLlII oLJujJIj c^ki-J^-iki O^btfl c(ab)l UjJUa jjll 2u jUdl 



U»Ui UJ ^b j&j .profiling J~?~a)lj SjbVlj ^Jl obj cC j F77 ^a_, coUSUlj O^U'VI ol*b_, 



t^l »jblj iiLUI J*j-£ ^odlj c^^dlj c£l jJI *lSil Oljalj (j* Jbdlj SHM oLLP :Ji* CaUiSC j^c 



API Jlill jIjuVI j l«L- jf J* olja^l ^ 'a^Lil oMSbdl 6 b jja*,) ^>I/Ji»ajl JflJbjj 

S jaiiOl oLUI ^ ^ 4jl Uc - Iju ak^. - oLL*l) jj »Lsil >y ^ je JU j - MPI1 j ILU^I . (MPI2 



J*»lj£> cUwk (MIMD) SaJ*dl obUlj SaJUdl obUdl aljfl Jai jLLffj abu~»j c- ^1 aj>-_j jf> a^UI 



ft ft 

ahreadsafe j MPI J^Jj i^j^l ^^cu jl LLJui ^jSOl jjSC jl j£c ♦MPI oUlcJcu-l 



UsjIj ^ mpich %*y>- Ul) mpich-bin j mpich jLo »(5iks^ a)*- L^>-b^ ^ 



j^xc Sjb'Vlj ^ocdl "aJjUJI oLUJJ Up^ j^axt oUIj^Ivu^I uJl^i mpich-mpd-bin 



i«Jjdl cdlli Jl -(parallel in/out Ji.) MPI2 ^ cMPIl ; 2 jUll oJla mpich-bin V 



jljuLJI ♦(/usr/doc/lam-runtime/release.html j J^jdlj lam* LAM ^JJMPIJ y.1 I Lie 



CjuI- Jtu) Mpich oUjUl JT :>UI j£c iij* Lfjbl a jSH - MPI Ji* i^j ^ - j&So 



Lc i^j^^l Sj^^l J rsh mpi jL(/usr/doc/mpi j jl) /usr/share/doc/mpi J (mpich* ^jJ-l 



^j^l^I ^U^JJ thost username :SJb)l 4^a!L jjk^i -Arhosts <Jalil J J/il jA^- JUo[ Lie jl 
cLo* ^ Jj£ jl Lb ♦(PVM J VJJl ^S/l Lr i) JJt/ , 4jT jj^ host J[ Jp-jjl username 



<j ^yL^ail ,L*i> Lie c-^ci crsh.d /etc/inetd.conf (j tcpd iSb& jo ISIj tSj^VI JS" <j rshserver 



^yi jl tS^r^l JS" ^ NFS ^ f^-AI ukf Lu^ 5 Ji jjSO jl tdUS J,l 4*UI •/etc/hosts.allow 



j t Jtu* j jUj jlf>.) :>^*JJ UjSQl Sj^-Vl j£3 cJu^il /etc/mpich/machines. LINUX JftUI 



.csh ^ ^a^L^U isyfaJLI 3§JUo)l jj£> jl clJbh J[4$L*lj ♦ (localhost JjLI ^jll 



"yjj ssh f J££«t jL:> j Mpich l)I *S jtaVI J LcacLJ. update -cluster OLo J 

\ *•• ******** 



^Jiri-J jl Lie <cl JL>- j!( <J .2uSsl jdJ ssh rsh Jajlj Jt»- ^ cIJla j£Ll tiJ-»l rs ^ a* 



j Sj/jAI oUlj-VI ^L-l LJc ^ 



ci l^J *JJt/* ^J- 5 ci^ OL>^ ^ J*t f 0*3 iSS ^ localhost Juir luSCx (.[^o^ •iJkJI ^»Li^l 



^1 mpirun Oy^j cmpirun.mpich Mpich J mpirun ^JLi iLAM-MPI j Mpich L^a? li[U*l dJJL 



4^Jjil SJ^-jil J^-!j3 lamboot ^Jl jil ^J^ci^Ju- LAM J mpirun j Ifj* jl (jjj^aJI ^ .LAM-MPIJ mpirun 



cH^j) oL>*W ^-U-l jj^ 4cJ^ll ^1 jJI Juic jj^J^LJ.1 lamboot ^o£> ^ -U) 



Lie jj^- cmpirun Juid cc^aJI liij ♦(MPI J oUlcai^l jj^ ^1 JS^I jl^i-l J ^1 jJI Juic Lajj ^xJ,l 
(Jjull cJb^dJ /etc/lam (j alJid cJai^ lamboot ^Jfc*A ♦dAli JJ lamboot Jui^j ij J^-l j^c ^J^i^f dlli JuijC 



.(http://www.lam-mpi.org) oUjUll Juji J-*jdl dlUai i(bhost^ Jl^JaJl) JiiJ! 



IjU- J^i <£&\ t (mpicc -o test test.c J2L.) mpicc L£c cMMPI ^ <Ju^J 



(Jj-Uj jj^) /usr/doc/mpich/examples ^JolU <J Oj>-^U makefile oUU ji« ^la^u-l ^ax, <Gl cgcc 



makefile <JaiU ^UiV "^U-JlT makefile.in <JaiU ^J^dcJ ^jjl mpireconfig makefile ^la^u-l U*l j^II 



** * * ^ ** «• 



mpirun -np 8 programme jj mpirun.mpich -np 8 programme 



swap JUVI i^U. mpich ^a^juJ toU-Ull ^ jtfl oUP dib> ISI ♦/etc/mpich/machine.LINUX 



usr/share/doc/mpich- J*lj) /usr/doc/mpich-doc jiil jj OLo j • cSjUAl JLisll Sl^Li u «£j/ j 



(£) cAPI MPI j t^ljVI) lit* Oil,- j£yJI ^IJfc^l lu£c (/doc 



mpicc -O -o output output.c : Juk MPI cJ^j-^J 



(oLL*JI N l!^-) mpirun.mpich -np N output :Juk mpich juls! 



Srtest j[ ♦(/usr/doc/mpich/examples j^l j Mpich 1 ; 2 ; X W}/ J <ju**a*) ^li* (i> 



(JoScll jac) Scj^ iij* Pi cpi iki- Jl-iki oLLf ^ oVUri *lsW Ja^ ^ 



srtest.c <> Jl^ajV! 

mpicc -O -o srtest srtest. c iW^jj*- 3 ^ 

jSj ^1 lij n CjI j^ll qa ^^xj jj^aII <^ J^) mpirun.mpich -np N srtest mpich J^*-^ 

.(ssh jtc- j^t* Jj^j 

(root La v^uia JjSj mpirun -np N srtest : ^ LAM J^*-^ 



atus status; 
Pl_lnit(&argc,&argv); 
/* Must be placed before other MPI calls, always 7 
MPI_Comm_size(MPI_COMM_WORLD,&numprocs); 
MPI_Comm_rank(MPI_COMM_WORLD,&myid); 
/Integrates the process in a communications group*/ 
MPI_Get_processor_name(processor_name,&namelen); 

/"Obtains the name of the processor*/ 
fprintf(stderr, "Process %d on %s\n", myid, processor_name); 
strcpy(buffer, "Hello People"); 
if (myid ==numprocs1) next = 0; 

else next = myid+1; 

if (myid ==0) { /*lf it is the initial, send string of buffer*/ 

printf("%d Send '%s' \n",myid, buffer); 

MPI_Send(buffer, strlen(buffer)+1, MPI_CHAR, next, 99, MPI_COMM_WORLD); 

/*Blocking Send, 1 or :buffer, 2 or :size, 3 or :type, 4or destination, 5 or :tag, 6 
text*/ 

PI_Send(buffer, strlen(buffer)+1, MPI_CHAR, 

PI_PROC_NULL, 299,MPI_COMM_WORLD);*/ 

rintf("%d receiving \n",myid); 

eking Recv, 1 o :buffer, 2 or :size, 3 or :type, 4 or :source, 5 or :tag, 6 or :conte 
:status*/ 

MPI_Recv(buffer, BUFLEN, MPI_CHAR, MPI_ANY_SOURCE, 99, 
MPI_COMM_WORLD,&status); 

printf("%d received '%s' \n",myid,buffer) } 





printf("%d receiving \n",myid 

MPI_Recv(buffer, BUFLEN, MPI_CHAR, MPI_ANY_SOURCE, 
PI_COMM_WORLD,status); 

/*MPI_Recv(buffer, BUFLEN, MPI_CHAR, MPI_PROC_NULL, 
PI_COMM_WORLD,&status);*/ 

printf("%d received '%s' \n",myid,buffer); 

PI_Send(buffer, strlen(buffer)+1, MPI_CHAR, next, 99, MPI_COMM_WORI 

intf("%d sent '%s' \n",myid,buffer);} 

arrier(MPI_COMM_WORLD); ^Synchronises all the processes*/ 
FinalizeQ; /*Frees up the resources and ends*/ 




cpi 



i.c PI £U^± 




cpi cpi.c J mpicc O 

l& l^j N-1 6 Cj! jA\ qj* jjj^JI <^ jLau^) mpirun.mpich -np -N cpi mpich J^-^ 

.(ssh jf- j^W* Jj^j Uf«^ 

.(jiaJI j^c- i.iu Jj^j J\ mpirun -np N cpi LAM J^*-^ 



e(); /*Frees up the resources and ends*/ 



elude "mpi.h" 








stdio.h> 
math.h> 
ouble ); 

ouble a) { return (4.0 / (1.0 + a*a)); } 
t argc, char *argv[] ) { 
e = 0, n, myid, numprocs, i; 
PI25DT = 3.141592653589793238462643; 



mypi, pi, h, sum, x; 
startwtime = 0.0, endwtime; 
elen; 

ocessor_name[MPI_MAX_PROCESSOR_NAME]; 
it(&argc,&argv); 

omm_size(MPI_COMM_WORLD,&numprocs); 



(myid ==0) {/*lf it is the first...*/ 
if (n ==0) n = 100; else n = 0; 
startwtime = MPI_Wtime();} /* Time Clock */ 
MPI_Bcast(&n, 1, MPIJNT, 0, MPI_COMM_WORLD); 
/*Broadcast to the rest*/ 

/*Send from 4th arg. to all the processes of the group. 
All others that are not 0 will copy the buffer from 4 or arg -process 0-*/ 
/*1.°:buffer, 2nd :size, 3rd :type, 5th :group 7 
if (n == 0) done = 1 ; else { 

h = 1.0/ (double) n; 
sum = 0.0; 

for (i = myid + 1 ; i <= n; i + = numprocs) { 

x = h * ((double)i - 0.5); sum + = f(x); } 
mypi = h * sum; 
MPI_Reduce(&mypi, &pi, 1, MPI_DOUBLE, MPI_SUM, 0, 
MPI_lnit(&argc,&argv); 

MPI_Comm_size(MPI_COMM_WORLD,&numprocs); 
/*lndicates the number of processes in the group*/ 
MPI_COMM_WORLD); 

/* Combines the elements of the Send Buffer of each process of 
the group using the operation MPI_SUM and returns the result in 
the Recv Buffer. It must be called by all the processes of the group 
using the same arguments*/ 

/*1st :sendbuffer, 2nd :recvbuffer, 3rd :size, 4th :typo, 
5th :oper, 6th :root, 7th :context7 
if (myid == 0){ /*Only the P0 prints the result*/ 

printf("Pi is approximately %.16f, the error is %.16f\n", pi, fabs(pi - PI25DT)); 
endwtime = MPI_Wtime(); 

printf("Execution time = %f\n", endwtime-startwtime); } 



UJ £s .(xmpi XMPI j-L (Li* jsi) jJ*" MPI ^ii cXPVM Sbl PVM ^jj If 



,> -j» .xmpi « It Jf\ J^Lk L^j MPI #1^ JJ^! XMPI JlLU ^«ff jjl libxmpi3 CjuI" 



.xmpi J l^JLI oU r jJl Ja* JbJI jSCtJ 



XMPI Trace 



■ 




Timeline (inatrix4.lamtf) 









Scale: 1x1 



0.580568 



0.623415 



0 .676853 







XMPI :2 JSL* 



OpenMosix 2 



OjjLp J,[ ^^uJ/ Jw^ju jJI j ~&Li> jp "^lZ J.\ Sj^^l 4cyf J jj OpenMosix j[ 



SljJ g?J jp) Slyil *>■ OpenMosix j[»£UUj JUtf^l jL^^I ^JUJcOiJI 



^UaJ J^ax, 4jI OpenMosix J <£^VI oU^aJI Ojljllj tOUlllj i^yS^/j^r ~^&AJ&\y 



j? OpenMosix jLo j lu& ♦HPC *bVl aJlc Vj^ 1 ^L^k) (oMFS) ^} olil* 



openmosix j c (OpenMosix kernel-patch-openmosix j t(oLu^jjdlj oL^JJ) openmosix-dev 

j Mosix (jj - u a^-\ jdl jU. UJ 4^U-j - oU^bi-^ jijJJ Jail) mosix £jJIr LuS^c dJJ jSj #(i Oljjl) 



J,l_ c-jUjJJ ^b>*^j (S ^w>) iajC jL:> ol jlJiy^| jau j OpenMosix jjc ^ ♦ (OpenMosix 



http://howto.x- ) <J^juidl ^alj (ajljil jl) <Jc Jj^a^ http://openmosix.sourceforge.net 



.(tend.be/openMosix-HOWTO 



i* ^ icJiSJI ol jlJi^ll jjjjdl ^-1 j) /etc j jl j£c ^JlU OpenMosix ^Ji^H. 



? ft, 
:JJL>- 4j*>\j ^kv- iSj^ij ^ ^W* 4 . ♦S-Up JS" (j jj£j jl ^jSCc jJIj openmosix.map c/'Joj c(<Jflli 



Range-size j (cJu^ail jl) IP jlyp j Nodo_ID 



1 node 1 

2 node2 

3 node3 



4 192,168,1,1 



5 192,168,1,2 



:^Jj U SJlSp (j JuLc jl LJc ^OpenMosix JJt-ta! ♦SJlSp JS" J OpenMosix j I Ji^i ^j^j 



setpe -w -f /etc/openmosix.map 



l^Luli) (/etc/init.d J[ userspace-tools L^>cJi») OpenMosixJ jfjJI f»J&sJ jl U*J l^xc 



fUtt ^ j^c .Uat ^ j! If tajiJI j olilLI Jf Jl jlJI J^jIL oMFS olilll flk ^ 



j jUsr j Vi.i> j^V- 3 SaiJI j /home/ j olilLI - dJJjJ /mfs j JU^i oliL. 



./mfs/ 3 /home/ 




l^Uutr j I l^Ju^lj mfs.mnt /mfs mfs dfsa = 1 0 0 : Ji* i^dc /etc/fstab Jjjrf Lie ^ oMFS ^a! 



.mfs_mnt /mfs mfs dfsa =000 



i j£ .Sa2nU ID aH Jjfl; MFS J^U j Soi* JT oliL ^ Ik ijj OlSCVL 'dilS 



:(OpenMosix j ^U^l 



awk 'BEGIN {for(i = 0;i<1 0000;i++)forG = 0;j<10000;j++);}' 

) l-JI^ a5 OpenMosix ♦ (j**> s ^) openmosixview jl mosmom j^c <6^U iil^ l^Cc ^ <yj 



i* ^J^deJ ♦/etc/openmosix.map Ja~^j JjJbd 4>-U-l ^^UdL LSI .s^bJI Ja^ ^^£^1 (omdiscd 
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GNU Free Documentation License 

Version 1 .2, November 2002 

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc. 
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA 
Everyone is permitted to copy and distribute verbatim copies 
of this license document, but changing it is not allowed. 

0. PREAMBLE 

The purpose of this License is to make a manual, textbook, or other functional and useful document 
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, 
with or without modifying it, either commercially or noncommercially. Secondarily, this License 
preserves for the author and publisher a way to get credit for their work, while not being considered 
responsible for modifications made by others. 

This License is a kind of "copyleft", which means that derivative works of the document must 
themselves be free in the same sense. It complements the GNU General Public License, which is a 
copyleft license designed for free software. 

We have designed this License in order to use it for manuals for free software, because free 
software needs free documentation: a free program should come with manuals providing the same 
freedoms that the software does. But this License is not limited to software manuals; it can be used 
for any textual work, regardless of subject matter or whether it is published as a printed book. We 
recommend this License principally for works whose purpose is instruction or reference. 

1. APPLICABILITY AND DEFINITIONS 

This License applies to any manual or other work, in any medium, that contains a notice placed by 
the copyright holder saying it can be distributed under the terms of this License. Such a notice 
grants a world-wide, royalty- free license, unlimited in duration, to use that work under the 
conditions stated herein. The "Document", below, refers to any such manual or work. Any member 
of the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or 
distribute the work in a way requiring permission under copyright law. 

A "Modified Version" of the Document means any work containing the Document or a portion of it, 
either copied verbatim, or with modifications and/or translated into another language. 

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals 
exclusively with the relationship of the publishers or authors of the Document to the Document's 
overall subj ect (or to related matters) and contains nothing that could fall directly within that overall 
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not 
explain any mathematics.) The relationship could be a matter of historical connection with the 
subject or with related matters, or of legal, commercial, philosophical, ethical or political position 
regarding them. 

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those 
of Invariant Sections, in the notice that says that the Document is released under this License. If a 
section does not fit the above definition of Secondary then it is not allowed to be designated as 
Invariant. The Document may contain zero Invariant Sections. If the Document does not identify 
any Invariant Sections then there are none. 

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back- 
Cover Texts, in the notice that says that the Document is released under this License. A Front-Cover 
Text may be at most 5 words, and a Back-Cover Text may be at most 25 words. 

A "Transparent" copy of the Document means a machine-readable copy, represented in a format 
whose specification is available to the general public, that is suitable for revising the document 



straightforwardly with generic text editors or (for images composed of pixels) generic paint 
programs or (for drawings) some widely available drawing editor, and that is suitable for input to 
text formatters or for automatic translation to a variety of formats suitable for input to text 
formatters. A copy made in an otherwise Transparent file format whose markup, or absence of 
markup, has been arranged to thwart or discourage subsequent modification by readers is not 
Transparent. An image format is not Transparent if used for any substantial amount of text. A copy 
that is not "Transparent" is called "Opaque". 

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo 
input format, LaTeX input format, SGML or XML using a publicly available DTD, and standard- 
conforming simple HTML, PostScript or PDF designed for human modification. Examples of 
transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary formats 
that can be read and edited only by proprietary word processors, SGML or XML for which the DTD 
and/or processing tools are not generally available, and the machine-generated HTML, PostScript or 
PDF produced by some word processors for output purposes only. 

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are 
needed to hold, legibly, the material this License requires to appear in the title page. For works in 
formats which do not have any title page as such, "Title Page" means the text near the most 
prominent appearance of the work's title, preceding the beginning of the body of the text. 

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely 
XYZ or contains XYZ in parentheses following text that translates XYZ in another language. (Here 
XYZ stands for a specific section name mentioned below, such as "Acknowledgements", 
"Dedications", "Endorsements", or "History".) To "Preserve the Title" of such a section when you 
modify the Document means that it remains a section "Entitled XYZ" according to this definition. 

The Document may include Warranty Disclaimers next to the notice which states that this License 
applies to the Document. These Warranty Disclaimers are considered to be included by reference in 
this License, but only as regards disclaiming warranties: any other implication that these Warranty 
Disclaimers may have is void and has no effect on the meaning of this License. 

2. VERBATIM COPYING 

You may copy and distribute the Document in any medium, either commercially or 
noncommercially, provided that this License, the copyright notices, and the license notice saying 
this License applies to the Document are reproduced in all copies, and that you add no other 
conditions whatsoever to those of this License. You may not use technical measures to obstruct or 
control the reading or further copying of the copies you make or distribute. However, you may 
accept compensation in exchange for copies. If you distribute a large enough number of copies you 
must also follow the conditions in section 3 . 

You may also lend copies, under the same conditions stated above, and you may publicly display 

copies. 

3. COPYING IN QUANTITY 

If you publish printed copies (or copies in media that commonly have printed covers) of the 
Document, numbering more than 100, and the Document's license notice requires Cover Texts, you 
must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover 
Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly 
and legibly identify you as the publisher of these copies. The front cover must present the full title 
with all words of the title equally prominent and visible. You may add other material on the covers 
in addition. Copying with changes limited to the covers, as long as they preserve the title of the 
Document and satisfy these conditions, can be treated as verbatim copying in other respects. 

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones 
listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages. 



If you publish or distribute Opaque copies of the Document numbering more than 100, you must 
either include a machine-readable Transparent copy along with each Opaque copy, or state in or 
with each Opaque copy a computer-network location from which the general network-using public 
has access to download using public-standard network protocols a complete Transparent copy of the 
Document, free of added material. If you use the latter option, you must take reasonably prudent 
steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent 
copy will remain thus accessible at the stated location until at least one year after the last time you 
distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public. 

It is requested, but not required, that you contact the authors of the Document well before 
redistributing any large number of copies, to give them a chance to provide you with an updated 
version of the Document. 

4. MODIFICATIONS 

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 
and 3 above, provided that you release the Modified Version under precisely this License, with the 
Modified Version filling the role of the Document, thus licensing distribution and modification of 
the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the 
Modified Version: 

• A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, 
and from those of previous versions (which should, if there were any, be listed in the History 
section of the Document). You may use the same title as a previous version if the original 
publisher of that version gives permission. 

• B. List on the Title Page, as authors, one or more persons or entities responsible for 
authorship of the modifications in the Modified Version, together with at least five of the 
principal authors of the Document (all of its principal authors, if it has fewer than five), 
unless they release you from this requirement. 

• C. State on the Title page the name of the publisher of the Modified Version, as the 
publisher. 

• D. Preserve all the copyright notices of the Document. 

• E. Add an appropriate copyright notice for your modifications adjacent to the other 
copyright notices. 

• F. Include, immediately after the copyright notices, a license notice giving the public 
permission to use the Modified Version under the terms of this License, in the form shown in 
the Addendum below. 

• G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts 
given in the Document's license notice. 

• H. Include an unaltered copy of this License. 

• I. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at 
least the title, year, new authors, and publisher of the Modified Version as given on the Title 
Page. If there is no section Entitled "History" in the Document, create one stating the title, 
year, authors, and publisher of the Document as given on its Title Page, then add an item 
describing the Modified Version as stated in the previous sentence. 

• J. Preserve the network location, if any, given in the Document for public access to a 
Transparent copy of the Document, and likewise the network locations given in the 
Document for previous versions it was based on. These may be placed in the "History" 
section. You may omit a network location for a work that was published at least four years 
before the Document itself, or if the original publisher of the version it refers to gives 
permission. 

• K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the 
section, and preserve in the section all the substance and tone of each of the contributor 
acknowledgements and/or dedications given therein. 



• L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their 
titles. Section numbers or the equivalent are not considered part of the section titles. 

• M. Delete any section Entitled "Endorsements". Such a section may not be included in the 
Modified Version. 

• N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title 
with any Invariant Section. 

• O. Preserve any Warranty Disclaimers. 

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary 
Sections and contain no material copied from the Document, you may at your option designate 
some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections 
in the Modified Version's license notice. These titles must be distinct from any other section titles. 

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of 
your Modified Version by various parties— for example, statements of peer review or that the text 
has been approved by an organization as the authoritative definition of a standard. 

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words 
as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one 
passage of Front-Cover Text and one of Back-Cover Text may be added by (or through 
arrangements made by) any one entity. If the Document already includes a cover text for the same 
cover, previously added by you or by arrangement made by the same entity you are acting on behalf 
of, you may not add another; but you may replace the old one, on explicit permission from the 
previous publisher that added the old one. 

The author(s) and publisher(s) of the Document do not by this License give permission to use their 
names for publicity for or to assert or imply endorsement of any Modified Version. 

5. COMBINING DOCUMENTS 

You may combine the Document with other documents released under this License, under the terms 
defined in section 4 above for modified versions, provided that you include in the combination all 
of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant 
Sections of your combined work in its license notice, and that you preserve all their Warranty 
Disclaimers. 

The combined work need only contain one copy of this License, and multiple identical Invariant 
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same 
name but different contents, make the title of each such section unique by adding at the end of it, in 
parentheses, the name of the original author or publisher of that section if known, or else a unique 
number. Make the same adjustment to the section titles in the list of Invariant Sections in the license 
notice of the combined work. 

In the combination, you must combine any sections Entitled "History" in the various original 
documents, forming one section Entitled "History"; likewise combine any sections Entitled 
"Acknowledgements", and any sections Entitled "Dedications". You must delete all sections 
Entitled "Endorsements." 

6. COLLECTIONS OF DOCUMENTS 

You may make a collection consisting of the Document and other documents released under this 
License, and replace the individual copies of this License in the various documents with a single 
copy that is included in the collection, provided that you follow the rules of this License for 
verbatim copying of each of the documents in all other respects. 

You may extract a single document from such a collection, and distribute it individually under this 
License, provided you insert a copy of this License into the extracted document, and follow this 
License in all other respects regarding verbatim copying of that document. 



7. AGGREGATION WITH INDEPENDENT WORKS 



A compilation of the Document or its derivatives with other separate and independent documents or 
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the 
copyright resulting from the compilation is not used to limit the legal rights of the compilation's 
users beyond what the individual works permit. When the Document is included in an aggregate, 
this License does not apply to the other works in the aggregate which are not themselves derivative 
works of the Document. 

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the 
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed 
on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if 
the Document is in electronic form. Otherwise they must appear on printed covers that bracket the 
whole aggregate. 

8. TRANSLATION 

Translation is considered a kind of modification, so you may distribute translations of the Document 
under the terms of section 4. Replacing Invariant Sections with translations requires special 
permission from their copyright holders, but you may include translations of some or all Invariant 
Sections in addition to the original versions of these Invariant Sections. You may include a 
translation of this License, and all the license notices in the Document, and any Warranty 
Disclaimers, provided that you also include the original English version of this License and the 
original versions of those notices and disclaimers. In case of a disagreement between the translation 
and the original version of this License or a notice or disclaimer, the original version will prevail. 

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the 
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual 
title. 

9. TERMINATION 

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for 
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is 
void, and will automatically terminate your rights under this License. However, parties who have 
received copies, or rights, from you under this License will not have their licenses terminated so 
long as such parties remain in full compliance. 

10. FUTURE REVISIONS OF THIS LICENSE 

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation 
License from time to time. Such new versions will be similar in spirit to the present version, but 
may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/. 

Each version of the License is given a distinguishing version number. If the Document specifies that 
a particular numbered version of this License "or any later version" applies to it, you have the 
option of following the terms and conditions either of that specified version or of any later version 
that has been published (not as a draft) by the Free Software Foundation. If the Document does not 
specify a version number of this License, you may choose any version ever published (not as a 
draft) by the Free Software Foundation. 

How to use this License for your documents 

To use this License in a document you have written, include a copy of the License in the document 
and put the following copyright and license notices just after the title page: 

Copyright (c) YEAR YOUR NAME . 

Permission is granted to copy, distribute and/or modify this document 
under the terms of the GNU Free Documentation License, Version 1.2 



or any later version published by the Free Software Foundation; 
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover 
Texts. A copy of the license is included in the section entitled "GNU 
Free Documentation License". 

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with.. .Texts." 
line with this: 

with the Invariant Sections being LIST THEIR TITLES, with the 
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST. 

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge 
those two alternatives to suit the situation. 

If your document contains nontrivial examples of program code, we recommend releasing these 
examples in parallel under your choice of free software license, such as the GNU General Public 
License, to permit their use in free software. 



